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General

1 Edit/ Options
You may tune the behaviour of PILAR

™ options >

options
CAR: 2021.2
o= yaluation
o= [Auth] Authenticity of users and information
&= [Acc] Accountability of service and data
o= likelihood
o effects
o= threats
o= maturity
o phases
o advanced

Normal settings (for plain users):

— Options / Valuation

— Options / Auth

— Options / Acc
— Options / Likelihood

— Options / Effects

— Options / Threats

— Options / Maturity

— Options / Special phases
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Advanced settings (for advanced users):

™ options >

[»]

o= threats
o= maturity
o= phases
¢ advanced
o= CSV
o= Value model
& project phases
o= security domains & project phases
o Xor
o= dependency loops
o= save threats on exit?
&= export: safeguards
&= cross dimension value transfer
o= timing
o= Personal data risk mitigation
o= residual risk

— Options / CSV
— Options / Value Model

— Options / Project phases
— Options / Security domains and project phases

— Options / xor
— Options / Loops

— Options / Save

— Options / Export: safequards

— Options / Cross dimension value transfer
— Options / Timing

— Options / PD risk

— Options / Residual risk

These options are specific for each project analysis, so you may edit only when a project is open, and
the options will affect only the current project.

Some personalised versions of the tool may offer additional options.

1.1 Options — Valuation
The information system may be rated asset by asset (plus dependencies) or by security domains.

You are always requested to rate the essential assets.
valuation / assets + dependencies

the value of the essential assets is applied to all the assets in the domain.
valuation / assets + domains
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the value is distributed according to dependencies between assets.
Domain valuation is faster; while dependencies are more precise.
valuation / mix: assets + dependencies + domains
if the asset has dependencies, use them to get value; otherwise, by domain.

1.2 Options - Authenticity

Authenticity is a valuation option in Magerit. You may valuate it explicitly or derive it automatically
from other values.

¢ [Auth] Authenticity of users and information
i® manual
i1 Authi= max(l, C)

The user may always enter an explicit value. This option only applies if the user leaves the valuation
empty.

1.3 Options - Accountability

Authenticity is a valuation option in Magerit. You may valuate it explicitly or derive it automatically
from other values.

¢ [Acc] Accountability of service and data
i manual
) Acc= max(l, C)

The user may always enter an explicit value. This option only applies if the user leaves the valuation
empty.

1.4 Options — Likelihood
How to describe the likelihood of a threat.

potential likelihood level ease ARO
XL AC VH E 100
extra large | almost certain | very high easy
L VH H M 10
large very high high medium
M P M D 1
medium possible medium difficult
S U L VD 0.1
small unlikely low very difficult
XS VR VL ED 0.01
extra small very rare very low | extremely difficult

ARO — Annual Rate of Occurrence

1.5 Options — Effects
How to describe the consequences of a threat.
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level percentage
T - total 100%
VH - very high 90%
H - high 50%
M - medium 10%
L - low 1%

1.6 Options — Threats
threats / manual

the user explicitly selects threats, and sets the valuation when needed (this is the default
behaviour in PILAR before version 4.4)

threats / automatic
the system selects and applies the standard valuation as needed, and reapplies as needed as well

threats / mix

Something between manual and automatic. By default, threats are identified and valued
automatically using the TSV file. However, some assets or threats may be marked as manual.
PILAR recalculates automatic values as needed but respects manual ones.

Analysis >> Threats >> valuation

1.7 Options — Maturity

PILAR may use either the maturity levels or administrative statements about the status of the
implementation of the safeguard. That is, PILAR changes the text associated to levels LO to L5.

level | maturity status
LO | non-existent does not exist
L1 | initial / ad hoc started

L2 | repeatable but intuitive partly done

L3 | defined process working

L4 | managed and measurable | monitored

L5 | optimised continuous improvement

PILAR may translate maturity levels into an index between 0.0 and 1.0; this index is frequently named
as percentage (of compliance):

level | index | percentage
LO | 0.0 0%
L1 0.1 10%
L2 0.5 50%
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L3 0.8 80%
L4 0.9 90%
LS 1.0 100%

1.8 Options — Special phases
Determines whether PILAR presents a project phase with recommendations for safeguards.

Select the ones you with to be shown.

Based on the configuration, PILAR evaluates a number of maturity recommendations that are shown
as special phases; e.g. PILAR. You cannot edit the values in these phases; you can only see the
recommendation and use it as a reference.

1.9 Options — CSV
You may select the column separator that will be used in CSV exports.

1.10 Options — Value model
You may select between qualitative and quantitative analysis.

Qualitative analysis uses levels (low to high), and when adding levels, the highest level is used.

e See Assets / Valuation / qualitative
Quantitative analysis uses numeric quantities, and when adding quantities, traditional addition is used.

e See Assets / Valuation / quantitative

1.11 Options — Project phases
Establishes the relationship between phases to re-use maturity values.

project phases / linked

if a safeguard is not evaluated in a phase, the value of the previous phase is inherited
project phases / independent

no value is inherited from any previous phase

1.12 Options - Security domains and project phases

When assigning values to safeguards and controls, if a cell in the table is left empty, PILAR tries to
use the value from another cell.

(O] 4| &= xX O 4| %4 X
Security domains [phase 0]
¢ i [base]Base [phase 1]
¢ A [domain 1] [phase 2]
#Ar [domain 2]
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security domains & project phases / phases first
when a safeguard is not evaluated in phase in a domain, PILAR tries to use the value from the
previous phase; if none, it tries to use the value from the next security domain

security domains & project phases / domains first
when a safeguard is not evaluated in phase in a domain, PILAR tries to use the value from the
next security domain; if none, it tries to use the value from the previous phase
(this is the default behaviour before version 4.4)

domains first phases first
phase O | phase 1 | phase 2 | phase O | phase 1 | phase 2
domain2 | 7™ 4t 15t 3rd 2nd 18t
domainl| 8" 5t 2nd Bt 5th 4t
base 9th 6t 3rd oth gth 7t

When an asset is subject to individual evaluation, it behaves as if in its own (unnamed) security
domain. That is:

domains first phases first
phase O | phase 1 | phase 2 | phase 0 | phase 1 | phase 2
ASSET 7" 4t s 3rd 2 il
domain1 | 8" 5t 2nd 6™ 5t 4
base 9th Bt 3rd oth g 7"

1.13 Options — Xor

In early versions of PILAR, under XOR marks, several safeguards could be evaluated for maturity.
PILAR used the highest valued out of the applicable ones. In order to select one of them for risk
mitigation, you may mark other as n.a., or just leave them evaluated with a low value, even no
valuation.

Currently, PILAR forces users to select one, and only one, safeguard to apply. The others are marked
as n.s. (not selected).

When there is no risk in a security domain, selection makes no sense, and the user can not choose. This
feature is used to establish a baseline or general maturity evaluation in a base domain. Later, on
subdomains, one of the options may be selected.
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1.14 Options — Loops

PILAR supports loops in dependencies. It is a powerful feature but may be disconcerting if it goes out
of control. The aim of this option is to make loops optional. But already existing loops are not
optional, so PILAR can just call your attention.

allow

loops are allowed; this is the traditional setting
warn

loops are allowed, but the user is informed
no

loops are not allowed,; if there are loops, PILAR breaks the loop

This option is to be completed on start-up, when a project is been loaded, but there is still no change to
set options. To control project loading, you may use annotations in the CAR file; namely:

load.loops= allow
loops are allowed,; this is the traditional setting
load.loops= warn
loops are allowed, but the user is informed
load.loops= no
loops are not allowed,; if there are loops, PILAR breaks the loop
Options set from CAR file are valid only for the current session.

1.15 Options — Save

In manual mode, threat valuation is always saved. In automatic mode, threat saving may be skipped,
PILAR will recalculate when restarted.

1.16 Options — Export: safeguards

It controls whether safeguard valuation is printed for every phase, or only when there are changes. In
the graphical user interface, PILAR only draws explicit values. In textual reports, CSV, and XML, you
may choose.

export: safeguards / all: every maturity value

prints every maturity, even if inherited from another phase or domain
export: safeguards / minimal (skip duplicates)

prints only explicit maturity values
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1.17 Options — Cross dimension value transfer

Determines whether PILAR propagates value from one security dimension onto another security
dimension. For instance, an accountability requirement on essential services is translated onto an
integrity requirement on logs.

The mechanism is fully described in https://www.pilar-tools.com/doc/
cross dimension value transfer / on

values are transferred from one dimension to another
cross dimension value transfer / off

values are constraint into its original dimension

1.18 Options — Timing

In physical protections, you may estimate the detection, reaction, and response times to remove some
attacks that are not feasible because the attacker needs more time than the reactive capabilities of the
system under attack.

See “Zones” at https://www.pilar-tools.com/doc/

1.19 Options — Privacy risk
When profiles are applied to mitigate risk, you may decide whether only likelihood is mitigated
(preventive) or both impact and likelihood are mitigated (mixed, preventive and mitigating).

Default was only likelihood up to 6.2.4.

1.20 Options — Residual risk

PILAR tries to do its best to evaluate the residual risk after applying safeguards; but there is no unique
international agreement on the formulae to use.

Up to version 4.2, it was using an algorithm.

After 4.3, it is using a new algorithm that is less aggressive (the effectiveness of safeguards is less
aggressive when reducing impact and risk).
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2 Reports

2.1 From template

PILAR can generate a report following a given pattern. The pattern is a document in RTF format.
There are many word processors able to save files in RTF format. Use any of those for preparing a
corporate presentation of results.

The format of templates is described at
https://www.pilar-tools.com/doc/

2.2 Textual reports

PILAR may generate RTF or HTML texts to be used directly as bulk reports, or to be integrated into
your own reports.

The documentation collects the information introduced to PILAR and summarises it in different
presentations.

Reports are useful during risk analysis to check that the elements of the system are well recorded, and
every stakeholder agrees with the model.

Reports are useful during risk treatment to follow the impact and risk indicators as safeguards are
deployed and improved.

Risk summary

A standard all-included report.
Value model (short)
Value model (long)

The report goes through the assets, their dependencies, and their own and accumulated values,
dimension by dimension.

— The short version only presents the list of assets, and the value of the assets with own
value.
— The long version adds full detail, asset by asset.

Threat report

The report goes through assets and threats, showing the threats on each asset, and the assets
exposed to each threat.

Evaluation of safeguards
The report goes safeguard by safeguard, presenting its effectiveness on each phase.
Defects report (report of vulnerabilities)

Similar to the “evaluation of safeguard” report above, but it filters out those safeguards that are
good enough. In other words: you select a threshold level, and the safeguards below are
reported.

Impact analysis
Presents the impact, accumulated and deflected, on each asset on each phase.
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Risk analysis
Presents the risk, accumulated and deflected, on each asset on each phase.
Security profiles (EVL)

Presents the evaluation of the controls of specific security profiles.

2.3 Graphical reports
Value / security domain
Valuation of security domains.

e select one or more domains on the left
click on tree root to select / deselect all

e select one or more dimensions on the right
click on tree root to select / deselect all

e click DRAW

Value / asset
Valuation of individual assets.

e select one or more assets on the left
click on tree root to select / deselect all

e select one or more dimensions on the right
click on tree root to select / deselect all

e click DRAW

Safeguards / aspect
Overall valuation of safeguards by aspect of security.

e select one or more security domains on the left
click on tree root to select / deselect all

e select one or more phases on the right
click on tree root to select / deselect all

e click DRAW

Safeguards / strategy
Overall valuation of safeguards by strategy.

e select one or more security domains on the left
click on tree root to select / deselect all

e select one or more phases on the right
click on tree root to select / deselect all
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e click DRAW

Safeguards / type of protection
Overall valuation of safeguards by type of operation.

e select one or more security domains on the left
click on tree root to select / deselect all

e select one or more phases on the right
click on tree root to select / deselect all

e click DRAW

Accumulated impact / asset
Shows the evolution of impact along phases, asset by asset.
e select one or more assets on the left
o click on tree root to select / deselect all
o click on headings of asset groups to select / deselect all the assets in the group
o click on top-button DOMAINS to add all assets in a given domain
e select one or more phases on the right
o click on tree root to select / deselect all
o click on top-button CLEAR to clear the selection
o click on top-button ALL to select all the phases
e click DRAW to show on screen

e click CSV to export to csv file

To collapse the tree. Only first level of branching.

To adjust the number of levels of branches that are expanded.

Accumulated impact / dimension
Shows the evolution of impact along phases, asset by asset.

e select one or more dimensions on the left
click on tree root to select / deselect all

e select one or more phases on the right
click on tree root to select / deselect all

e click DRAW to show on screen
e click CSV to export to csv file
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Accumulated risk / asset
Shows the evolution of risk along phases, asset by asset.
e select one or more assets on the left
o click on tree root to select / deselect all
o click on headings of asset groups to select / deselect all the assets in the group
o click on top-button DOMAINS to add assets in a given domain
e select one or more phases on the right
o click on tree root to select / deselect all
o click on top-button CLEAR to clear the selection
o click on top-button ALL to select all the phases
e click DRAW to show on screen

e click CSV to export to csv file

To collapse the tree. Only first level of branching.

To adjust the number of levels of branches that are expanded.

Accumulated risk / dimension

Shows the evolution of risk along phases, asset by asset. The tree-map displays an area that is
proportional to the risk on the asset shown on the label.

e select one or more dimensions on the left
click on tree root to select / deselect all

e select one or more phases on the right
click on tree root to select / deselect all

e click DRAW to show on screen

e click CSV to export to csv file

Accumulated risk / dimension / phase

Shows the distribution of risk in one dimension in one phase, asset by asset.
e select one dimension on the left
e select one phase on the right

e click DRAW to show on screen

Deflected impact
Shows the evolution of impact along phases, asset by asset.
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e select one or more assets on the left
o click on tree root to select / deselect all
o click on headings of asset groups to select / deselect all the assets in the group
o click on top-button DOMAINS to add assets in a given domain
e select one or more phases on the right
o click on tree root to select / deselect all
o click on top-button CLEAR to clear the selection
o click on top-button ALL to select all the phases
e click DRAW to show on screen

e click CSV to export to csv file

i To collapse the tree. Only first level of branching.

To adjust the number of levels of branches that are expanded.

Deflected risk
Shows the evolution of risk along phases, asset by asset.
e select one or more assets on the left
o click on tree root to select / deselect all
o click on headings of asset groups to select / deselect all the assets in the group
o click on top-button DOMAINS to add assets in a given domain
e select one or more phases on the right
o click on tree root to select / deselect all
o click on top-button CLEAR to clear the selection
o click on top-button ALL to select all the phases
e click DRAW to show on screen

e click CSV to export to csv file

- To collapse the tree. Only first level of branching.

To adjust the number of levels of branches that are expanded.

Pareto
This graph is only available in quantitative analysis.
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It is a vertical histogram after sorting the assets on the X axis from higher to lower contribution to the
total value; the graph also shows the total value, and the incremental contribution of each value to the
final total.

2.4 Databases
You can find instructions on using PILAR with an external database at

https://www.pilar-tools.com/doc/

3 Perimeters
Perimeters are expansion patterns for trees of safeguards and security profiles (evl).

Some perimeters are part of the standard library. You may add your own ones,

D [exarnple] risk analysis = safeguards

Edit Expand| Export Import Statistics
@ recommendation =0 ;

n.a safeqgui

L] | {xor} FEGUARDS

[ || selection ‘ﬁ[l.&] |dentification and authe
L1 | perimeter F ¥ basic ACcess contro
L] NI_PR_J—-_L\@_E medium " °f Data/Infoi
[/ ™ EL & . 9 1 cryptographic
O m pr| 5 [ | ™ot of Services
[] ™M PR 5 . g new label  [on of Software
(] m PR 4 |} 4 load p [on of Hardwar
] m rr NN 9 remove » Hion of Comm
[] m PR 4§ e roweeoh of Media

— -- R - . F . .-

The process is as follows:
1. Create a new label with a name you choose:
Expand > perimeter > new label

2. On the tree (safeguards or security profile) expand the tree as appropriate for your purposes.
3. Load current shape onto the named label

Expand > perimeter > load > your label
4. To change shape, repeat steps 2-3
To use a label
Expand > perimeter > your label
To remove a label

Expand > perimeter > remove > your label
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Screens

4 OK, Cancel, Help

Most screens include buttons for:

@ OK. The changes are saved, and the screen is closed.

® CANCEL. The changes are undone, and the screen is closed.

<?> HELP. Jumps into this help files.

If there are changes, and you click CANCEL, PILAR will ask for confirmation:

[test] risk analysis > assets ot

Discard changes?

discard and close don't close yet

If there are changes, and you try to close the window, PILAR will ask for instructions on how to
proceed:

[test] risk analysis > assets = asset pd

Save your changes?

YES no cancel

where you can

CANCEL Do not exit.

NO Discard changes and exit.
YES Save changes and exit.
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5 First screen

™ PILAR RM (2021.2.1 - 29.12.2021) — O >

license
user

configuration
CIS_en.car

[Risk Analysis and Mﬂnagementj

cancel

license

Displays current license.
Click to select a license.

configuration
Displays the current configuration file (CAR).
Click to select a different configuration.

Select “Risk Analysis and Management” to start.

5.1 License
When right-click on “license” box you are presented with the following options

activation code
If you received an activation code, paste it!

Paste here the activation code X

Fv/glet]4R2JIDC4ziRExg/SpyBUIST8AeMWosY girAhlwidNdDDY cpASblps53HTOaBzecBE
ROXrhEGmCaY GwaggeafeBg/45qadSgTEXBSrQGY winQcBPsglgheSTROYWRCWioTdO fahB 1/041B
trikctAhLCg8sX+alHBH+3/0zgiFyTnU pSaSBUASpEE 1 vygPZXmT Suunx\VVxglG gisCVKIGZSeW

NOTE: Activation codes require an Internet connection to get a valid license.
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license file
If you received a LIC file, choose it!

evaluation license
You may auto-generate a temporary evaluation license for 30 days.

reset
Select this option for PILAR to forget last selection and restart license validation.
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6 Main control panel

6.1 Basic controls
| PILAR
Project File Db Edit Level Help

O S| @) -

Top menu PROJECT

3 New Starts a new project from scratch

Reopen Returns to recent projects

i’ Reload Reloads project from external source

= save Saves current project either in a file, or in database (according
to its source).

Import (xml) Imports data in XML format.
See https://www.pilar-tools.com/doc/

Export (xml) Exports project data onto XML format.
See https://www.pilar-tools.com/doc/

Translation You may generate a translation table or apply a translation
table.
See users’ manual

() Save and exit Saves project, and terminates

() cancel and exit Terminates without saving data

Top menu FILE

‘2 Open Starts an existing project from a file

4 Import Imports data from another project on top of this one.

E save as .. Saves a copy, where the user may select the file, and establish a
password

subsets An XML file is generated. It collects the dimensions, classes,

threats, and valuation criteria that have been marked as OFF.

Later on, this XML file may be referenced from a configuration

file (.car) and PILAR will start excluding those elements.
subsets = subsets.xml

Top menu DB

Only if the license enables SQL support.
Database tables are described in a separate document.
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See https://www.pilar-tools.com/doc/

@ Open Starts an existing project from a database

¢ Import Imports data from another project on top of this one, reading from a
database

Save as ... Saves a copy, where the user may select the database

Top menu EDIT

Preferences sets font size and family.
Options see Edit_options

Top menu LEVEL

Basic Only basic options, with the aim of simplifying life to early users.

Medium Somewhere in between basic and expert

; All the options are shown

Top menu HELP

help starts the in-line help pages

about PILAR shows version information

last version? connects to PILAR web site to check for updates

system status presents current usage of system resources

Top toolbar
Project File Db Edit Level Help

SEEE

Starts a new project from scratch

Starts an existing project from a file

Starts an existing project from a database

L& U

Saves current project either in a file, or in database (according to its source).

6.2 Project controls

version 2021.2 23


https://www.pilar-tools.com/doc/

PILAR RM

™ PILAR RM: [example] Public Administration Office — d >
Project File Db Edit Level Help

asen

Risk Analysis and Management
o= 0. Project
¢ A Risk analysis
o= A1 Assets
o= A2 Logical zones
o= A 3. Physical zones
o= A4 Threats
o= AR Risk treatment
AG. Security actions
o= AT Impact & risk
o R. Repors

exammpe_ cnmar © &0

The bottom row presents the name of the file, or of the database.

The inner tree presents the activities. Expand as needed and click to jump to the corresponding
activity.
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7 Project -

™ PILAR RM: [example] Public Administration Office — d >
|
Project File Db Edit Level Help

> /o) I

; Risk Analysis and Management ‘
b0 Project
0.1, Project data
D.2. Information sources (4)
0.3, Applicability stages (1)
D.4. Security domains (2)
D.5. Dimensions selection
D.6. Assetclasses selection
D.7. Selection of criteria for valuation
D.8. Threats selection
[0.9. Project phases (2)
D.10. Risk treatment
o= A& Risk analysis
o= R. Reports

R— © &

The numbers in parentheses show the count of elements defined in the category. In the capture above,
4 information sources, 1 applicability stage, 2 security domains, etc.

7.1 Project data

Select a code and a descriptive name.
Click OK to continue.

library [std] INFOSEC library (18.12.2020) (std_20211.pl5)
code |example| |

name |F'ub|i|: Administration Office
project - classification |RESTRICTED |«

GDPR context

library The library (selected on start-up).

See configuration in users’ manual
code The project code: it should be unique
name The name: a short description
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classification

The default marking for the reports

GDPR context

You may load administrative information to meet the requirements of the
GDPR. This information may be system-wide, here, or for specific assets.

See gdpr_data

You may add administrative information: key-value pairs.

™ [example] D. Project > D.1. Project data — O >

library [std] INFOSEC library (18.12.2020) (std_20211.pl5)

code |example| |

name |Puh|ic.&dministratinn Office

project - classification |RE STRICTED | - |

code | name | value
desc description Small town office for citizens
propietario owWner Juan Garcia lturriaga
org organisation MAP
version Version 6.3
date date 23.10.2017
description up | down new | delete standard | clean @ <?> ®
code Key codes for key-value pairs. Useful for translations.
Click to edit.
name Key names for key-value pairs.
Click to edit.
value Values for key-value pairs.
Click to edit.
up Select a key-value pair and move it up in the list.
down Select a key-value pair and move it down in the list.
new Create a new row.
delete Remove a row.
standard | Add standard keys.
clean Remove empty rows.
description | A longer description.
The description may include hyperlinks (URLS).
To go to the linked page RIGHT-CLICK, then *
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7.2 Information sources
This screen is used to identify and manage information sources.

™ [example] D. Project > D.2. Information sources — O et

FO|*| &) % D

[info_owner] Information owner: Mary Steward
[service_owner] Service owner: John McKey
[web_services] Web services owner: Christopher Paulus
[phys_sec] physical security

© @B

select a source and click to edit

select a source and click to add another source

select a source and click to move it up
also: SHIFT + UP_ARROW

select a source and click to move it down
also: SHIFT + DOWN_ARROW

¥ = =0 &

select a source and click to delete it
also: DELETE

4

adds standard labels. Standard labels are user defined in INFO configuration file.
Default values are as follows:
<sources>
<source c="1r">legal restrictions</source>
<source c="nj">not justified</source>
<source c="nj.1">not worth the money</source>
<source c="nj.2">more discomfort than benfit</source>
<source c="nj.3">impractical (unrealistic)</source>
</sources>

panel | list of sources
select and double click to edit

You may right-click on an information source to manage an associated password:
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D [exarnple] D, Project = D.2. Information sources

IO+ &% D

[info_owner]'=fo=—aticaaywner: Mary Steward
[service_owr OPen wner: John McKey
[Wweb_service close es owner: Christopher Paulus
[phys_sec] Pl hassword é
password to set (or remove) a password
login to provide the password to open the source
logout to close the source

When a source has an associated password, it may be open or close

D [exarnple] D. Project = D.2. Information sources

IO+ %)% D

|;j\'“ [info_owner] Information owner: Mary Steward

@& [service_owner] Service owner: John McKey
[web_services] Web services owner: Christopher Paulus
[phys_sec] physical security

Closed sources block write/modify operations on elements associated to the source. You need either a
password-free or an open source to have write access to elements associated to them.

See “access control” on users’ manual.

7.2.1 Edition
When editing an information source, you may specify:

— the code: it must be unique
— the name: a short description
— alonger description

The description may include hyperlinks (URLS). To go to the linked page RIGHT-CLICK, then *
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P [example] D. Project » D.2. Information sources > source

code

[info_owne

name

|Inf0rmati0n owner. Mary Steward

description

© @0

7.3 Applicability stages

You may define several applicability stages. That means that in different project stages, different
safeguards and controls are selected as applicable.

This functionality is useful when you want to stablish an implementation roadmap and incorporate
security measures gradually. Or when different accreditation bodies approve different applicability

statements.

™ lexample] D. Project » D.3. Applicability stages O >
(D] 4| | D

[base]

[int] intermadiate -

pending approval

select a stage and click to edit

select a stage and click to add another stage below it
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select a stage and click to move it up
also: SHIFT + UP_ARROW

select a stage and click to move it down
also: SHIFT + DOWN_ARROW

select a stage and click to delete it
also: DELETE

€5 | adds standard stages. Standard stages are user defined in INFO configuration file.

X @« =

On the panel
e select and double click to edit

7.3.1 Edition
When editing a stage, you may specify

— the code: it must be unique
— the name of the stage
— alonger description

The description may include hyperlinks (URLS). To go to the linked page RIGHT-CLICK, then *

P [example] D. Project > D.3. Applicability stages » stage X

code
[int |

name

|imermadiate - pending approval|

description

| ©®®

7.4 Security domains

You may classify assets into security domains. Each domain has a separate evaluation of safeguards.
When different assets are subject to different safeguards, or safeguard maturities, domains permit to
organise the assets into groups.

This screen establishes and manages a hierarchy of domains. There is always a BASE domain you may
not remove. Assets that are not assigned to any domain remain in the BASE domain.
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p [example] D, Project = 0.3, Security domains

O || @] =]

Security domains
¢ ﬁ [base] corporate netwaork
ﬁ [bps] Internet connection

TSV

CINAE

select a domain and click to edit

select a domain and click to add another domain within it

select a domain and click to move it up
also: SHIFT + UP_ARROW

select a domain and click to move it down
also: SHIFT + DOWN_ARROW

select a domain and click to move it left
also: SHIFT + LEFT_ARROW

select a domain and click to move it right
also: SHIFT + RIGHT_ARROW

® T @& @ =|0E

select a domain and click to delete it
also: DELETE

On the panel with the hierarchy of domains

e select and double click to edit
e click on the handle to expand / collapse the tree

Click bottom TSV to assign a threats profile to each security domain.
e Sece “Threat Standard Values”.
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7.4.1 Edition
When editing a security domain, you may specify

— the code: it must be unique

— the name of the security domain

— the domain class; this is used to mark the domain to be evaluated under specific security profiles;
the classes depend on the configuration

— one or more sources of information

— a longer description

The description may include hyperlinks (URLS). To go to the linked page RIGHT-CLICK, then *

p [example] D. Project » D.3. Security domains > security domain >

code

[bps] |

name

[Internet connection

class
i

Information sources

description

BPS - Border Protection System
interfaz de conexion a Internet

A

Sources control the write access to elements in the domain: assets, safeguards and controls.

A domain may be labelled with one or more classes. The set of available classes is determined by
configuration. Most classes lack any semantics; it is just a mark to filter domains.

DOMAIN CLASSES

¢ [] [environment] environments
|:| [ESE] Electronic Security Environment
|:| [LSE] Local Security Environment
|:| [GSE] Global Security Environment

7.4.2 Removal

When you try to delete a domain, PILAR asks what to do with the data in that domain; to be precise,
what to do with the assets in the domain, and what to do with the safeguards evaluated in that domain.
If the domain does not have another one above, there is little to do: delete the data. But if the domain is
nested, you may choose to send assets and safeguards to the nesting domain:
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phase

i delete

W delete

delete cancel

™ Do you accept to delete domain [bps] Internet connection?

assels @ move to next: base

safeguards ) move to next: base

ped

7.5 Dimensions selection

The standard library establishes the available dimensions.

However, you may switch off some dimensions. Click on the check box to select.

Deselected dimensions are not removed from the model. The only effect is to remove from the
presentations, so you may focus on the "topic of the day" removing unnecessary information from the

Screens.

Ll [example] project > dimens.. — O

Pt

DIMEN 510N S

E [A] Availability

E [N Integrity

e [C] Confidentiality
[Auth] Authenticity of users and information

Q [Acc] Accountability of service and data
Q [V] Value

on | off

©@W

7.6 Asset classes selection

Assets classes qualify assets. Available classes are provided by the standard library and can be
extended by the user via personalization files. You may, project by project, hide out some classes to

focus on the relevant ones.

Select the classes you want to hide / unhide and use ON / OFF buttons.
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™ [example] D. Project > D.5. Asset classes selection — O >

ASSET CLASSES
¢ [essential] Essential assets
¢ ‘3 [info] information
C [biz] business data
C [com] commercial data
C [adm] public administration data
C [¥r] vital records {organizational records)
-
o- ] [classified] classified information
o= ] [service] service
C [bp] business process
>
o= [ [arch] System architecture
o~ [_] [qualifier] Characteristics
o~ ] [D] Data / Information
o= ] [keys] Cryptographic keys
o3 [S] Services
o= ] [client] used by us
o~ ] [prov] provided by us
O x [3rd] provided by an external party

—D+ on | off CsV @ <?> @

7.7 Selection of criteria for valuation
The standard library provides a collection of standard criteria to assign value levels to assets. However,
you may switch off some criteria.

Off criteria are not removed from the model. The only effect is to remove them from the presentations,
removing unnecessary information from the screens.

[ »

1]
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p [example] D, Project = 0.6, Selection of criteria for valuation

CRITERIA

o- ] Personal Information:

o= ] Legal and Regulatory Obligations:
o= ] Security:

o- ] Commercial and Economic Interests:
o= [_] Disruption of Activities:

o 3¢ Public Order:

o- ] Operations | Logistics Mission:
o- ] Administration & Management:
o= ] Loss of Goodwill:

-

o- ] Recovery Time Objective:

o= ] Classified Information:

o- ] personal safety

- + used | unused on

off

©

®

@

Basic use: select one or more criteria on central panel and click bottom ON / OFF buttons to select /

unselect the criteria.

= 1]+ Select the level of expansion of the tree.
used Selects those criteria currently used in the risk analysis project.
unused Select those criteria that are not currently used in the risk analysis project.

7.8 Threats selection

The standard library establishes the available threats.

However, you may switch off some threats. Select the threat or threat group and click ON / OFF

buttons on the bottom.

Off threats are not removed from the model. The only effect is to remove from the presentations, so
you may focus on the "topic of the day" removing unnecessary information from the screens.
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™ [example] D. Project > D.7. Threats selection — O >

THREATS
o= [N] Matural
9 [ Industrial
[1] Industrial
[1.1] Fire
[1.2] Water
[1.*] Other industrial disasters
[1.3] Environmental pollution
[I.4] Electromagnetic pollution
[L.5] Hardware or software failure
[1.6] Power interruption
[I.7] Unsuitable temperature or humidity conditions
[I.8] Communications services failure
[1.9] Interruption of other services or essential supplies
[1.10] Media degradation
o [I.11] Electromagnetic emanations
o [E] Errors and unintentional failures
[A] Wilful attacks
o= [PR] Privacy risks

- SERE

T Ty

7

Click to turn on/off one threat or a group of threats.
L

_ 1+ | Select the level of expansion of the tree.

7.9 Project phases

Do nothing!
The standard should be enough:

e [current] the system as it is today

e [target] the system you would love to have
Click OK to continue.

Let us identify the phases of the project, to show risk evolution. At least, there is always a base phase,
which shows the current situation. Then several phases mark the future evolution.

You may identify and assign values to backup equipment and safeguards in each phase.
There are several ways to use the phases:

= as different stages of a project to improve security; that is, to review the progress of risk as
security improvement programs are executed
= 3s historical, for example for years, to present the progress of system security
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™ [example] D. Project > D.8. Project phases

OO 4+ +|E %

[current] starting point {}
[target] long-term objective {}

D [example] D. Project > D.8. Project phases

E|0O| Q|| # ®
[2015] ()

[2016] 0
2o 6 project phases:
an ordered list

edit [2015]
edit [2017]
new [2016]

go up 2016

ﬁ actions on phase list J

O

Click to edit the selected phase. See “Edit one phase”.

Click to create a new phase. See “Edit one phase”.

wliwlic

Click to clone the selected phase. A new phase is created that inherits all the values
associated to the original one. Then you may edit to adjust.

to move a phase up (before the previous one)
also SHIFT + UP_ARROW (one or more phases)

to move a phase down (after the next one)
also SHIFT + DOWN_ARROW (one or more phases)

B e =

Click to merge two phases into one. It merges the selected phase with the following
one.

This action is typically used before a phase is removed in order to use the values of
the disappearing phase into the next phase(s).

See “Combination and removal of phases

®

Remove the selected phase.

7.9.1 Combination and removal of phases
Let us have 4 phases: F1, F2, F3y F4

and the following valuation of a group of safeguards
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F1 F2 F3 F4
group | L1 |L1-L2|L1-L3|L1-L3

s1| L1

s2 | L1 L2

S3 | L1 L2 | L3

If we combine F2 + F3, the values in phase F2 that are not modified in phase F3, are copied in phase

F3:
F1 F2 F3 F4
group | L1 | L1-L2|L21-L3|L21-L3
S1 L1
S2 L1 L2 L2
S3 L1 L2 L3

So, we may now remove phase F2 without losing information:

F1 F3 F4
group | L1 L1-L3 | L1-L3
S1 L1
S2 L1 L2
S3 L1 L3
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7.9.2 Edit one phase

D [example] project = phases > phase

code date
|current [ [31.122018
name

|5'.ta rting point

Information sources

description
SIS
code it must be unique
date (optional) a point in time to associate PILAR phases to actual time.
Format is: day . month . year
name a short description
sources Sources of information associated to the phase.
Sources control write access to safeguard and control rating for the phase.
description | A longer description
The description may include hyperlinks (URLS).
To go to the linked page RIGHT-CLICK, then *
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7.10 Risk Treatment

SUMMARY

safeguards (PILAR and NIST)

security profiles (EVL)

PILAR

safeguards

<>

L - ignored

yes

apply? nio-

<>

yes

you see them,
T but no cffect

P'* | .

what to do
with blanks?

ignore

Linterpret as L0 mitigate risk

EWL security

profile

Lyl .
- ignored

compliance
only

L p-{ Mmitigate risk

3
-
o o
. | h'* | .

You may control how different security measures (safeguards and profile controls) are used.

For the collection of safeguards in PILAR, you may see them (visible) or not.

e If not visible, they are completely ignored in interface and in risk mitigation.

PILAR - Own safeguards
[ lvisible [ apply

] unevaluated safeguards

e If visible, you may choose whether they are applied to mitigate risk, or not.

PILAR - Own safeguards
visible [ |apply

[Junevaluated safeguards

e If visible and applicable, you may choose how to deal with safeguards that are not evaluated
(blank). You may ignore them or use them as if a LO maturity value were assigned to them.

PILAR - Own safeguards
visible apply

blank => ignore
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PILAR - Own safeguards
visible apply []blank => L0

For NIST 800-53 rev.5 collection of safeguards, you have the same options:

NIST SP800-53 - Security and Privacy Controls for Information Systems and Organizations

v []visible [] O]

For security profiles, EVL, you may select whether they are visible o invisible.
e If invisible, they are ignored.

[27002:2013] Code of practice for information security controls

[ |visible []

[GDPR:2016] REGULATION on the protection of natural persons with re
[]visible [] O]
e |If visible, you may choose whether maturity values set for controls are automatically
propagated (pushed down) to the mapped safeguards.
[27002:2013] Code of practice for information security controls
visible propagate

e For some security profiles, if visible, you may choose to apply their controls to mitigate risk.
only some EVL are instrumented with the mitigation knowledge.

[27002:2013] Code of practice for information security controls

visible [ | propagate

[GDPR:2016] REGULATION on the protection of natural persons with regard 1
visible [ | propagate apply

Many EVL profiles link controls to safeguards, and users may valuate both in parallel.

Previous version of PILAR used ONLY PILAR collection of safeguards to treat risk and used EVL
profiles for compliance. You may fall back to that working mode selecting options like this

e PILAR: visible + apply
e NIST SP800-53: invisible
e *evl*: visible + propagate
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PILAR - Own safeguards
visible apply blank => ignore

NIST SP800-53 - Security and Privacy Controls for Information Systen
[ |visible [] |

[27002:2013] Code of practice for information security controls

visible propagate

7.11 Project translation

You may translate the language used for project elements. PILAR may translate element code and
element name.

Pmiect| File Db Edit Level Help
Reopen k
&7 Reload nagement

=l save
& Import (xml) ...
= Export (xml) ..
translation F generates table
(Z) save and exit | aPpliestable "
. 5k e
@ Cancel and exit

w Th TRERUTLS

During generation, a translation table is generated with the rules to translate project, information
sources, security domains, layers, assets, and phases.

During application, the rules are applied sequentially.
A translation table is a text file. Each line in the file is a translation rule.
Character ‘#’ is used to mark comments, that are not interpreted.
Rewrite rules are lines with the following format
element : [src code] src name -> [target code] target name
element is one of: ‘project’, ‘source’, ‘domain’, ‘layer’, ‘asset’, or ‘phase’.

The source code is used to select the element. The source name is ignored. The code of the selected
element is replaced by the target code, if it is provided; otherwise, the source code is not modified. The
name of the selected element is replaced by the target code, if it is provided; otherwise, the source
name is not modified.

Example

asset: [mission] System mission -> [] Misidén del sistema

PILAR looks for an asset with code ‘mission’. The code does not change, but the name is translated
into Spanish.
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7.11.1 Alternative format: CSV
As an alternative option to text rules, you may use CSV (excel) format. You must specify “.csv” as the
extension of the rules file.

The translation rules are organized in rows and columns:

A B C D E
element src_code src_name trgt_code trgt_name
asset mission System mission Mision del sistema
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8 Risk analysis

™ PILAR RM: [example] Public Administration Office — d >

Project File Db Edit Level Help

> /o) I

Risk Analysis and Management
o 0. Project
¢ A Risk analysis
o= A1 Assets
o= A2 Logical zones
o= A 3. Physical zones
o= A4 Threats
o= A5 Risktreatment
AG. Security actions
o= AT, Impact & risk
o= R. Reports

example_en.mgr . @ ®

8.1 Assets / Identification

Go to layers’ menu (above) and click STANDARD LAYERS.
Select a layer or a group and right click on NEW ASSET.
Click OK to finish asset identification.

This screen is used to capture the assets and their unique characteristics.
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l;;n [example] risk analysis » assets » asset identification — O >

Layers Assets Domains Statistics

- = [B] Ezsential assets: information and services
- [I5] Internal services
- [E] Equipment
o= [ [5W] Applications
¢ =5 [HW] Hardware
A [PC] Work positions
A [SRV] Server
7 =5 [COM] Communications
A [LAN] Local area network
== [firewall] Firewall
[ [AUX] Other elements
- [55] Subcontracted services
- = [L] Facilities
- [P] Personnel

- —jf domain | | source CSV H @ <?> ®

There are several kinds of information to input:

layers
Assets are organized in layers.

Layers have no impact on risk analysis: it is just a way of organizing assets for a better
understanding and communication.

groups of assets
It is a convenient way or organising assets within a layer.
You may think of it as the organization of assets (files) into groups (directories).
Groups have no impact on risk analysis.
assets
At last, these are essential for risk analysis.
To move one layer, group or asset
select with the mouse, then drag and drop onto the desired position
To move one or more assets, you may drag & drop, or select and then use arrows:
e SHIFT + UP_ARROW: to move up, before the previous one
e SHIFT + DOWN_ARROW: to move down, after the next one
e SHIFT + LEFT_ARROW: to move left, brother(s) of the current father
e SHIFT + RIGHT_ARROW: to move right, son(s) of the current elder brother

Double click to edit. See “Edit one asset”.
Right click to operate on assets. See “Asset operations”.
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Top menus

Layers Assets Domains Statistics

o — [B] Essential assets: information and services
o= — [I15] Internal services

o~ — [E] Equipment

Layers menu
Assets menu

Statistics menu

Bottom toolbar

To edit security domains. See “Security domains”.

= _IE+ domain | | source CSY H @ <?> @‘

e Click to collapse assets tree.

_ 1+ | Toselect the level of expansion (tree depth).

domain Click and select a security domain. PILAR will select the assets in that domain.

source Click and select a source of information. PILAR will select the assets associated
to that source.

Ccsv Export to a file using format CSV (comma-separated values).

= Saves current project either in a file, or in database (according to its source).

8.1.1 Layers menu

standard layers | Incorporate layers defined in the INFO file.
new layer Creates a new layer.

edit layer Edits an existing layer.

delete layer Removes a layer.

To insert the standard layers (see info file)

= layers / standard layers
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To insert a new layer
= menu layers / new layer
or

= select a layer
= right click + new layer

To edit a layer
= menu layers / edit layer
or

= select a layer
= right click + edit layer

To remove a layer
= menu layers / delete layer
or

select a layer
right click + delete layer

or

select a layer
click DEL

To move a layer to another position

= drag & drop with the mouse

You may edit layer data:

D tayer: [B] Business layer - user

code
B |

name

|Elusiness layer

Information sources

description

e The code must be unique.
e The name is a short, one-line, description.
e You may associate one or more information sources to the layer.
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e The description may be larger and include external hyperlinks. To go to the linked page
RIGHT-CLICK, then B,

8.1.2 Assets menu

new asset Creates a new asset.
/ new asset See “Edit one asset”.
new asset Creates a new asset group (a directory).

/ new asset group

See “Edit one asset”.

new asset
/ duplicate asset

A new asset is created, using as initial contents that of another asset.

You have to edit the new asset and, at least, change the code that must be
unique.

See “Edit one asset”.

copy Takes one or more assets to be duplicated later on.

cut Extracts one or more assets from the tree, to be pasted later on.
paste Pastes the assets that were cut into a new place in the tree.
edit See “Edit one asset”.

merge assets

Select two or more assets and merges them by adding asset classes.

You have to edit the new asset and, at least, change the code that must be
unique.

See “Edit one asset”.

description

Jumps directly to the long description for the selected asset.

security domain

Changes the selected assets into a security domain.

information Assigns one or more information sources to the selected assets.
sources

sort The selected assets are sorted alphabetically, by code.

/ |a..z] ...

sort The selected assets are sorted alphabetically, by name.

/o [ALZ]

sort Undoes the last sorting operation; that is, return to the original order.
/ undo

asset / group

Changes the selected assets from plain assets into asset groups.

/ be group!

asset / group Changes the selected assets from asset groups into plain assets.
/ don’t be group!

delete Removes the children of the selected assets.

[ delete children
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delete Removes the selected assets, and their children.
[ delete asset

Previous versions included some asset qualifiers. These qualifiers are moved onto asset classes

ASSET CLASSES
o= [ | [essential] Essential assets
o~ [=] [arch] System architecture
7 [] [gualifier] Characteristics
[] [independent] independent (no inherited value from do
[] [no_data] does not store data
[ ] [no_threats] no threats
[ ] [dead] out of service
[] [not_exists] does not exist
[] [invisible] invisible
[] [black] black {encrypted info)
[ ] [availability] Availability
o [] [evaluated] Evaluated products or services
[ ] [unsupported] unsupported (no manufacturer mainter

i

o~ [_] [D] Data ! Information
o= [] [keys] Cryptographic keys
o= [=] [5] Services
o= [ ] [SW] Software
o [_] [HW] Hardware
independent the asset does not inherit values from the essential assets in the domain
no_data the asset does not store data (some threats are not applicable)
no_threats You may mark an asset as threat-free, or subject to threats.
dead the asset is out of service.
You may stop / restart an asset. It only affects availability.
not_exists You may enable / disable an asset.
If it does not exist, it is ignored for the risk analysis.
invisible You may hide an asset from presentation screens.
black data in this asset is encrypted (some threats do not apply)
availability tunes the impact on availability
evaluated the product or services is evaluated or has a security accreditation
unsupported the manufacturer no longer provides security patches

To insert a new asset

= select one layer | one asset
=  menu assets / new asset / new asset

or

= select one layer
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= right click / new asset
or

= select one asset
= right click / new asset / new asset

To insert a new group of assets

= select one layer | one asset
= menu assets / new asset / new asset group

or

select one layer
right click / new asset group

or

select one asset
= right click / new asset / new asset group

To insert an asset that duplicates another one

select one asset
= menu assets / new asset / duplicate asset

or

select one asset
right click / new asset / duplicate asset

To edit an asset

select one asset
= menu assets / edit

or

select one asset
right click / edit

To add a long description to an asset

select one asset
menu assets / description

or

select one asset
right click / description

or while editing the asset
To place an asset into a security domain

= select one asset
=  menu assets / domain / select / OK

or

select one asset
right click / domain / select / OK

or while editing the asset

version 2021.2 50



PILAR RM

To associate one asset to sources of information

= select one asset
= menu assets / information sources / select / OK

or

= select one asset
= right click / information sources / select / OK

or while editing the asset
To transform a plain asset into a group

= select one asset
= menu assets / asset-group / be group

or

select one asset
right click / asset-group / be group

To transform a group of assets into a plain asset

select one asset
= menu assets / asset-group / do not be group

or

select one asset
right click / asset-group / do not be group

To remove one asset (and the member of the group if any)

= select one asset
= menu assets / delete / delete asset

or

select one asset
right click / delete / delete asset

or

select one asset
click DEL

To remove the members of a group

select one asset
= menu assets / delete / delete children

or

select one asset
right click / delete / delete children

To move one asset to another place in the tree
= drag & drop
= cut & paste

or
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=  SHIFT + UP_ARROW: to move up, before the previous one

= SHIFT + DOWN_ARROW: to move down, after the next one

=  SHIFT + LEFT_ARROW: to move left, brother(s) of the current father

= SHIFT + RIGHT_ARROW: to move right, son(s) of the current elder brother

8.1.3 Statistics menu

PILAR presents a summary of assets, counting asset classes (the number of assets with a mark in each
class). The counts may be aggregated by layers, by security domains, or by information sources. The
outcome is like the following one:

X

[1layer [for] [fessential] [[arch] [[availability] [fevaluated] (D] [tkeys] [[S] [[sw] [tHw] [[coM) [Media] Aux] (11 [1P) [[EXT] [fother] [total

0 3| o of of o 0| 2 [ of o of ofofof o of 3
E 0 o 2 o o o 0 2ﬁ of 1 of ofofof o of a
E 0 0 0 0 o 1 of of "4 3[ 1 of ofofof o ol s
ss 0 0 0 0 o o of 1[ of of 1 of ofofof o o 1
L 0 0 0 0 o o of of of of o o] of2[0of o o 2
P 0 0 0 0 o o of of of of o of ofofof o of o
[ToraL | o 3| 2 0 o[ 1| ofs| 4 3[ 3 of of2[of of of s

oK

Each column refers to a major class of assets. For instance, [1] marks [SW]. In column [1] there are 3
assets with classes of this column, all of them in layer [E].

Each row refers to a layer (or domain, or source). For instance, [2] marks [E]. In row [2], 1 asset has a
mark in class [availability], 2 assets in [D], 3 assets in [D], and so on. Altogether, there are 5 assets in
this layer.

The totals may not match the addition of the cells since one asset may mark several classes.
Table may be printed: right click.

8.1.4 Asset operations
On the tree

— double click opens an asset to edit. See “Edit one asset”.
— right click opens a menu. The options are similar to those in the top toolbar but notice that now
actions affect to only one element.

To move one asset to another place in the tree

= drag & drop
= cut & paste

or use arrows to move the selected assets

e SHIFT + UP_ARROW: to move up, before the previous one

e SHIFT + DOWN_ARROW: to move down, after the next one

e SHIFT + LEFT_ARROW: to move left, brother(s) of the current father

e SHIFT + RIGHT_ARROW: to move right, son(s) of the current elder brother
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8.2 Assets / Edit one asset

Select a unique code and a descriptive name.
Check on one or more classes on the right panel.

Click STANDARD and add some descriptive information.
Click OK to continue.

Q [example] risk analysis = assets » asset identification > asset —

code

e |

name

|W|:|rk positions

Information sources

domain

[baze] corporate network | - |

data

description

thin clients: processing client + web client
owner

system administrator
number

10 operation + 2 backup

M SSET CLASSES
¢ E| [availability] Availability
[easy] easy to replace
¢ [=] [D] Data ! Information
[files] data files
[conf] configuration data
7 [=] [5W] Software
9 E| [#td] standard (off the shelf)
[browser] web browser
[email_client] email client
[office] office support
? E| [os] operating system
[windows] windows
7 [=] [sec] security tools
[av] anti virus
7 [=] [HW] Hardware
[pc] personal computing
7 [=] [Media] Media
7 [=] [electronic] electronic
[dizsk] dizsks
[cd] CD-ROM
[usb] USB disks

devcrtion SIS,
code which shall be unique.

name A short description: one line.

sources Click to associate the asset to zero or more information sources.

domain Select the security domain to which the asset belongs.

description | A longer description.

CLICK, then =

The description may include hyperlinks (URLS). To go to the linked page RIGHT-
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Data: Key-value pairs

Key-value pairs to describe the asset. It is just for administrative purposes.
On double click, an editing window opens

™ |PC] Work positions >
code | datum | value

desc description thin clients: processing client + web client

owner owner system administrator

number number 10 operation + 2 backup

up | down new || delete standard | clean

© O

e Click on the code column to edit a code. The code is useful for translations.
e Click on the datum column to edit a name
e Click on the value column to edit a value.

Operations on the key-value pairs:

up — moves the selected row upwards

down — moves the selected row downwards

new — adds one more row

delete — removes the selected row

standard — adds standard keys, considering the classes marked
See info file.

e clean — removes the rows that have no contents in the value field

8.2.1 Asset classes
You may qualify the asset with zero or more classes. Classes are used to select threats and safeguards.

L] means that the class is not selected for this asset
means that the class is selected for this asset
I=I means that a subclass is selected for this asset

Since there are many classes, you may double-click on tree entries to collapse the subtree. Collapsing
means that only selected classes are displayed.

Class clean / delete
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You may right-click on the asset classes’ tree to clean or to delete marks. Cleaning means removing

redundant marks; while deleting means removing marks.
Example

9 [keys] Cryptographic keys
¢ [infa] protecting information
9 [encrypt] encrypting & decrypting keys
[shared_secret] shared secret (symmetric key)
[ ] [public_encryption] public encrypting keys
[] [public_decryption] private decrypting keys
9 [sign] digital signature keys
[] [public_signature] private signing keys
[ ] [public_verification] public signature verification keys
[] [shared_secret] shared secret {symmetric key)
o= [ | [com] protecting communications
9 [disk] media encryption
[ [encrypt] encrypting & decrypting keys

[ ] [x509] public key certificates

right click + CLEAN

right click + DELETE

9 [=] [keys] Cryptographic keys
¢ [=] [info] protecting information
9 [=] [encrypf] encrypting & decrypting keys
[shared_secret] shared secret (symmetric key)
[] [public_encryption] public encrypting keys
[] [public_decryption] private decrypting keys
e [sign] digital signature keys
[] [public_signature] private signing keys
[] [public_verification] public signature verification keys
[[] [shared_secref] shared secret {symmetric key)
o [_] [com] protecting communications
9 [disk] media encryption
[] [encrypt] encrypting & decrypting keys
[] [x509] public key certificates

¢ [] [keys] Cryptographic keys
o [ [info] protecting information
¢ [] [encrypt] encrypting & decrypting keys
[] [shared_secref] shared secret (symmetric key)
[] [public_encryption] public encrypting keys
[] [public_decryption] private decrypting keys
¢ [] [sign] digital signature keys
[] [public_signature] private signing keys
[] [public_verification] public signature verification keys
[] [shared_secref] shared secret {(symmetric key)
o= [_] [com] protecting communications
¢ [] [disk] media encryption
[] [encrypt] encrypting & decrypting keys
[] [x509] public key certificates

8.2.2 GDPR: privacy

For assets that encompass personal data, you may specify more administrative information.

This information may be provided system-wide (see Project data) or per asset.

It is self-explanatory:
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D [example] risk analysis = assets » asset identification > asset

[INFO |

name

|C.u rrent files

Information sources

info_owner

domain

[base] corporate network | - |

data

description
state of open files

content

owner
file processing chief

temporarity stores financial data of

- ||IASSET CLASSES

7 [=] [es=ential] Ezssential assets
9 [info] information
[adm] public administration data

9 [=] [per] personal data

[1] economic
[5] location
[ppd] processing of personal data

4] Il |

| ¥

[4]

% [=] [regular] regular personal data

description | GDPR

D [example] A1, Assets = A1, identification = asset » GDPR

GOPR

[ foles]
D risk
D data

D controls

¢ JINFO] Current files

§§ DPO (Data protection Officer)
;: Interpret and supernvise the application of the RGPD in the organization
*| Controller
' Art.4 7 ‘controller' means the natural or legal persan, public authority, agency or
with others, determines the purposes and means ofthe processing of personal
means of such processing are determined by Union or Member State law, the cg
B its nomination may be provided for by Union or Member State law
;| Processor
: Art.4.8 ‘processor means a natural or legal person, public authority, agency or o

personal data on behalf of the controller

This information goes directly onto reports.
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8.3 Assets / Sources
To manage the association of assets to information sources.

The left panel show the asset tree. The right panel, the information sources.

TBD
D [example] A1, Assets » A1.2, Information sources — d =
-1+ source | - |I| -1+ assets
ASSETS = INFORMATION SOURCES
¢ = IB] Essential assets: information and services §§ [info_owner] Information owner: Mary Steward
9 [INFO] Current files §§ [service_owner] Service owner: John McKey

info_owner §§ [web_services] Web services owner: Christopher Paulus
[S_in_person] In person processing [phys_sec] physical security
info_owner,service_owner :
o- § [S_remote] Remote processing
9 = [I15]Internal services
e A [https] SSL access
o A [email] electronic messaging
e A [archive] Central archive
o [ [technical] Technical support services
9 = [E] Equipment 5
& (] [SW] Applications g
o 2] [HW] Hardware :
o= [Z] [COM] Communications
[ [AUX] Other elements __
9 = [55] Subcontracted services - |

domain apply delete | | clean H @ <?> @

Top left
3]+ Controls the level of expansion of the left tree (assets).
SOURCE Select one or more assets on the left. Click SOURCE, and PILAR
will select the associated information sources on the right.
Top right
[+ Controls the level of expansion of the right tree (information
sources).
ASSETS Select one or more information sources on the right. Click
ASSETS, and PILAR will select the associated assets on the left
tree.
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Bottom

DOMAIN Select assets in left panel that belong to the given domain

APPLY Select one or more assets on the left. Select one or more sources on the right.
Click APPLY to associate.

DELETE Select one or more assets on the left. Select one or more sources on the right.
Click DELETE to dissociate.

CLEAN Select one or more assets on the left. Click CLEAN to dissociate from
sources.

To associate a source to an asset
= select one or more assets (left panel)
= select one or more information sources (right panel)
= click APPLY
To remove an association
= select one or more assets (left panel)
= select one or more sources (right panel)
» click DELETE
or click DELETE key
To discover the sources associated to an asset
= select the asset (left panel)
= click SOURCE (left panel, top)
To discover the assets associated to a source
= select the source (right panel)
= click ASSETS (right panel, top)
To copy the associations of one asset to another
= select the source asset (left panel)
= click SOURCES (left panel, top)
= select the target asset (left panel)
= click APPLY

8.4 Assets / Classes
To associate classes to assets.

The left tree, organised by asset, shows the codes of the asset classes that are associated to each asset.
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o= — [I15] Internal services
o~ — [E] Equipment
o= — [58] Subcontracted services
o= — [L] Facilities
 [P] Personnel

o~ — [B] Essential assets: information and services

l;;n [example] risk analysis > assets > asset classes — O >
-1+ asset classes |I| -1+ assets
ASSETS ;;ASSETCLASSES

o [ [essential] Essential assets

o~ [Z] [arch] System architecture

o= [ [availability] Availability

o= [ [evaluated] Evaluated products or services
‘| & (21 [D1 Data / Information

o~ ] [keys] Cryptographic keys

o 2] [5] Services

| & 215w Software

o O] [HW] Hardware

o= 2] [COM] Communication networks
| & 1 Media] Media

o [0 [AUX] Auxiliary equipment

:| & C2 [L1 nstallations

o 27 [P] Personnel

C [other] Other classes

domain | | source apply delete | | clean H @ <?> @
Top left
-[3+ Controls the level of expansion of the left tree (assets).
ASSET CLASSES Select one or more assets on the left. Click ASSET CLASSES, and
PILAR will select the associated classes on the right tree.
Top right
-[3+ Controls the level of expansion of the right tree (asset classes).
ASSETS Select one or more asset classes on the right. Click ASSETS, and
PILAR will select the associated assets on the left tree.
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Bottom

DOMAIN Select assets in left panel that belong to the given domain

SOURCE Select assets in left panel associated to the selected source

APPLY Select one or more assets on the left. Select one or more classes on the right.
Click APPLY to associate.

DELETE Select one or more assets on the left. Select one or more classes on the right.
Click DELETE to dissociate.

CLEAN Select one or more assets on the left. Click CLEAN to dissociate from classes.

To associate a class to an asset
= select one or more assets (left panel)
= select one or more classes (right panel)
= click APPLY
To remove a class association
= select one or more assets (left panel)
= select one or more classes (right panel)
» click DELETE
or click DELETE key
To discover the classes associated to an asset
= select the asset (left panel)
= click ASSET CLASSES (left panel, top)
To discover the assets associated to a class
= select the class (right panel)
= click ASSETS (right panel, top)
To copy the associations of one asset to another
= select the source asset (left panel)
= click ASSET CLASSES (left panel, top)
= select the target asset (left panel)
= click APPLY

8.5 Assets / CPE names

Assets may be associated to one or more CPE names. This information may be used to find reported
vulnerabilities.

See https://www.pilar-tools.com/doc/

The CPE dictionary of names is constantly evolving. Download an updated version from here:
https://nvd.nist.gov/download.cfm

NIST distributes the dictionary in version 2.2 and 2.3. PILAR reads both but prefers 2.3 if available.
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™ CPE - Common Platform Enumeration

Look In: | cpe.mitre.org

ctionary_2.2.xsd
nguage.java

Lu uage_2.2.7ip
me.java
recification_2.2.pdf

| || |2 || [a8]a=
[ ext-cpe-dictionary_2010-05.xml
|j| microsoft
|j| naming.qgif

D official-cpe-dictionary_v2.2 2015-01-07 xml
[} official-cpe-dictionary_v2.3.xml |
|j| official-cpe-dictionary_v2.3.xml.zip

« | i [ I
File Name: |nfﬁ cial-cpe-dictionary_v2.3.xml |
Files of Type: |All Files =

Open Cancel

D [example] A, Assets > A4, CPE names — d >
-[ 1] CPE names assets
PG G GO ARG U ROl T o T & o 5 o o
SSETS ‘|cpe:2.3:0:ciscozios_xe_sd-wan:16.10.0:%%:%%:0x el
o = [B] Essential assets: information and services “|cpe:2.3:o:ciscosios_xe_sd-wan:16.10.1:% %
o= — [I15] Internal services cpe:2. hociscoios_xe sd-wan16.12.0:%% L
¢ = [E] Equipment “|cpei2.3:0:ciscotios_xe_sd-wan:16.12.4: s =
o= [ [SW] Applications cpe:2. ociscodios_xe sd-wam 7. 2.0
o= [Z] [HW] Hardware cpe:2. Jociscodios_xe_sd-wan 7.2 17
9 5] [COM] Communications Cped, CisCoios_XnmrErE
A [LAN] Local area network cper2. Jociscoios_xni e
¢ cpe:2. ociscoios_xrl.21 e
cpe:lo:ciscoios_xr:3.1 cpe:d. iociscodos_xr2 0
(] [AUX] Other elements ; {:pe:z.s:o:{:i&m:?os_xr:z.{}k[ﬁ\f:::::::.:'*:*
o . [S5] Subcontracted services Eﬁj;igﬁﬁ:—iggfmmm
- = [LIFacilities |cpe:2.3:0:ciscotios X300 DI
= [PIPersonnel |cpe:2.3:0:ciscotios_xr:3.0\ A\t srns
§§ cpe:2. ociscoios_xn3 0.0
cpe:2. Jiociscodos_Xn30. e
‘|cpe:2.3:0iciscotios_xri3.A:rr: -
4] Il | [»]

apply | delete

filter
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Top left
_[3]+ Controls the level of expansion of the left tree (assets).
CPE NAMES Select one or more assets on the left. Click CPFE NAMES, and PILAR
will select the associated CPE names on the right tree.
Top right
[3]+ Controls the level of expansion of the right tree (CPE names).
ASSETS Select one or more CPE names on the right. Click ASSETS, and
PILAR will select the associated assets on the left tree.
Bottom
APPLY Select one or more assets on the left. Select one or more CPE names on
the right. Click APPLY to associate.
DELETE Select one or more assets on the left. Select one or more CPE names on
the right. Click DELETE to dissociate.
FILTER Reduces right panel list filtering by manufacturer.

To associate a name to an asset

= select one or more assets on the left panel
= select one or more names on the right panel

= click APPLY

To dissociate a name from an asset

= select the name to remove

= click DELETE

To select the names associated to an asset

= select one or more assets on the left panel

= click CPE names

To select the assets associated to a name

= select one or more names on the right panel

= click ASSETS

To search for an asset or a CPE name

= ctrl-F on the appropriate panel

8.6 Assets / Dependencies

Dependencies may be established between assets. Dependencies are used to propagate value (that is,
security requirements) from valuable assets ‘above’ onto equipment assets ‘below’.

You may rate the system by domains or asset by asset. You select in Options / Valuation
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If you are valuating by domains, you may skip dependencies, and jump directly into Valuation by
domains

If you are valuating asset by asset, you have to establish the dependencies, and then jump into
Valuation by assets

If you have identified facilities (installations) ...
e associate each equipment to the facility where it is located
If you have identified services and equipment ...
e associate each service to the equipment it uses: software, hardware, communications,
media, ...

If you have identified people ...
e associate each person to the services or equipment they may cause harm (either accidentally

or deliberately)

Repeat until every asset under the business layer is used for something.

This screen is used to establish the dependencies between assets. The left panel shows the "father"

assets (the asset above in the dependency graph), while the right panel shows the "children™ assets (the

assets below in the dependency graph).

™ [example] A1, Assets > A.1.5. dependencies — O >
Export Select Statistics
FATHERS | o= | —| 1|+ []+1 show children CHILDREN | =¢ | —| 1|+ show parents

IASSETS
§§ o= — [B] Essential assets: information and services
¢ == [IS] Internal services
: A [nttps] SSL access

A [email] electronic messaging

A [archive] Central archive
¢ 3 [technical] Technical support services

A [S_file] Network files

ASSETS
o= — [B] Essential assets: information and services
¢ == [I5] Internal services
o A [https] S5L access
[email] electronic messaging
o A [archive] Central archive
o= [ [technical] Technical support services
o= = [E] Equipment
o= — [55] Subcontracted services A
o = [L] Facilities | ¢ = [E] Equipment
s [P] Personnel o= [ [SW] Applications
: o =5 [HW] Hardware
A [PC] Work positions

[S_Internet] Internet access

[SRV] Serve
o= 2] [COM] Communications
[C] [AUX] Other elements

:| > == 1551 Subcontracted services

1]

apply | remove | path | | layers | graph | graph (2) | buses | blocks | map H @ <?> ®
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Top menu EXPORT

... to XML eXtensible Markup Language
... to GraphML export data to GraphML format
... to CSV Comma Separated Values; export for excel

Top menu SELECT

no father

selects assets without dependencies above

no son

selects assets without dependencies below

dependency loops

selects assets trapped in a loop

Top menu STATISTICS

dependencies

summary table

Top left toolbar FATHERS

Click to collapse left assets tree.

-1+ Control the level of expansion of the left tree. If [+1] is selected, the
descendent asset is shown as well.
[+1] Controls whether assets (left) tree includes descendants or only

assets

SHOW CHILDREN

Select an asset on the left panel. Click SHOW CHILDREN for
PILAR to select the direct descendants, and mark the indirect
descendants, on the right tree.

Top right toolbar CHILDREN

Click to collapse right assets tree.

Control the level of expansion of the right tree.

SHOW PARENTS

Select an asset on the right panel. Click SHOW PARENTS for
PILAR to select the direct ascendants, and mark the indirect
ascendants, on the left tree.
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Bottom toolbar

s

apply | remove | path layers || graph | buses | blocks | map
- undo. The last APPLY or REMOVE done
u redo. The last APPLY or REMOVE undone.

APPLY Select one or more assets on the left. Select one or more assets on the right.
Click APPLY to make each asset on the left depend on every asset on the
right.

REMOVE Select one or more assets on the left. Select one or more assets on the right.
Click REMOVE to make each asset on the left independent from every asset
on the right.

Or select a dependency on the left and click REMOVE to remove it.

PATH Select one asset on the left, and one asset on the right. Click PATH to open a
window with the route(s) from the left asset (green) down to the right asset
(red).

LAYERS Opens a new window with as many boxes as layers, showing dependencies.
See “Assets / Dependencies / Layers”.

GRAPH (1) | Opens a new window with as many boxes as assets, showing dependencies.
See “Assets / Dependencies / Graph”.

GRAPH (2) | As GRAPH, but uses an alternative algorithm for default placing of boxes.
See “Assets / Dependencies / Graph”.

BUSES Opens a new window with as many boxes as assets, showing dependencies.
See “Assets / Dependencies / Buses”.

BLOCKS | Opens a new window with as many boxes as assets, showing dependencies.
See “Assets / Dependencies / Blocks”.

MAP

Opens a new window with as many boxes as assets, showing dependencies.
See “Assets / Dependencies / Map”.

To establish a dependency

select F in the left panel (one or more assets)

select S in the right panel (one or more assets)

click on APPLY

If F or S, or both of then, are groups, the dependency will be established between the corresponding
sons. So, when a group depends on another group, every asset from the father group depends on each
asset of the son group.
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To remove a dependency

select F in the left panel (one or more assets)

select S in the right panel (one or more assets)
click on REMOVE

or

select S in the left panel (one or more assets)
click on REMOVE
To find out the sons of F

e select F in the left panel (one or more assets)
e click on SONS
To find out the fathers of S
e select S in the right panel (one or more assets)
e click on FATHERS
To set a degree of dependency
By default, dependencies are 100% on every dimension.
To set a degree between 0% and 100%:
e expand dependencies under an asset
e select the son asset

e click on the right button of the mouse Dependencies per dimension of security

To discover the dependency route from one asset to another
e select the father on the left panel
e select the son on the right panel
e clickon PATH
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8.6.1 Dependencies — Layers

x|
05|
x|

on

center

(below |

others ...

]

The graph shows the relationships between layers. A layer L1 depends on a layer L2 if there is at least

one asset in L1 that depends on at least one asset in L2.
If the model is "clean”

e layers above only depend on layers below

e layers below only depend on layer above

e there may be internal dependencies within layers

That is not mandatory; but projects that do not adhere to the rule are harder to understand and to
explain.

When you click on one layer, the graph gets colour:

o[TeRe) [FEH directly related layers above

the reference layer

olalo[ M=ol directly related layers below

grey unrelated

copy | Copies the image to the note pad to paste it somewhere else.
save to store the picture as an image file. The available image formats depend

on the hosting machine; some formats are quite widespread:

ipg, jpeg, png

=h print | to send the picture to a printer

100% | scale | to enlarge / decrease the image
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legend | show the colour codes

8.6.2 Dependencies — Graph

The graph shows the relationships between assets. It only presents the assets related to those selected
on the main screen, or all the assets if nothing is selected.

Assets are heuristically positioned so that there is no relation going upwards: all dependencies go from
top to bottom. However, if the picture is unpleasant, the user may reposition assets as desired (drag and
drop on boxes).

Currently PILAR includes two automatic positioning algorithms (cleverly named (1) and (2)). The
only difference is in the automatic positioning of the assets.

The graph tracks the selection on the main dependencies screen. So, if you select an asset, a group or a
layer, only the assets in the group and those direct or indirectly linked will appear in the picture.

ASSETS —— S —
) example: Asset dependencies - user
¥ .—» [B] Business layer
» | [D files] Current files B|&]100% | reset

» 5 [S_in_person] In person processing
» 5 [S_remote] Remote processing
¥ = [I3] Internal services

» A [hitps] SSL connection

> A R

p | [archive] Central historical archive

¥ 4 [technical] Technical Services, Auxiliary
A [S file] Network files
» A [S_Internet] Internet access

S_remote

| S_Internet ‘
¥ = [El Equipment
¥ 5 [SW] Applications
A [SW _app] Processing of files | SRV ‘ | i ‘ | e ‘ | Lol
¥ {3 [HW]Hardware
» A [PC]Work positions
» A [SRV]Server
¥ {3 [COM] Communications offices
» A [LAN]Local area network
» A [firewall] Firewall 4
copy | Copies the image to the note pad to paste it somewhere else.
=8 save | to store the picture as an image file. The available image formats depend

on the hosting machine; some formats are quite widespread:

ipg, jpeg, png
5 print | to send the picture to a printer

100% | scale | to enlarge / decrease the image

reset | repositions boxes to initial places (heuristic)
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8.6.3 Dependencies — Buses

The graph shows the relationships between assets. It only presents the assets related to those selected

on the main screen, or all the assets if nothing is selected.

Assets are heuristically positioned so that there is no relation going upwards: all dependencies go from

top to bottom. PILAR create connection buses to connect one row to the next, and jump over rows.

The graph tracks the selection on the main dependencies screen. So, if you select an asset, a group or a
layer, only the assets in the group and those direct or indirectly linked will appear in the picture.

Furthermore, within the assets shown, if you select one, it becomes green, those above turn red, and

those below turn blue.

ASSETS

¥ .= [B] Business layer

» 1 [D_files] Current files

» 5 [S in_person] In person processing

» 5 [S remote] Remote processing
[I5] Internal services

¥ =
¢ A [hitps] S3L connection
>
>

Iy e £-mai
I [archive] Central historical archive
w {5 [technical] Technical Services, Auxiliary
» A [S_file] Network files
» A [S_Internet] Internet access
¥ — [E] Equipment
¥ 5 [SW] Applications
A [SW app] Processing of files
w 5 [HW] Hardware
» A [PC]Work positions
» A [SRV]Server
¥ 5 [COM) Communications
» A [LAN]Local area network

» A [firewall] Firewall
T TALIY] Cthar alamante

example: Asset dependencies - user

23]
D files
|
‘ 5_in_person | ‘ archive |
| |
|| hitps H 5 file H SW _app
‘ firawall || LAN || ADSL
[ —
| dc || offices |
]

h

copy | Copies the image to the note pad to paste it somewhere else.

=) save | to store the picture as an image file. The available image formats depend
on the hosting machine; some formats are quite widespread:
ipg, jpeg, png

= print | to send the picture to a printer

W scale | toenlarge / decrease the image
L)
legend | show the colour codes
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8.6.4 Dependencies — Blocks
The graph shows the relationships between assets. It only presents the assets related to those selected
on the main screen, or all the assets if nothing is selected.

Assets are heuristically positioned so that there is no relation going upwards: all dependencies go from
top to bottom. PILAR create connection buses to connect one row to the next, and jump over rows.

The graph tracks the selection on the main dependencies screen. So, if you select an asset, a group or a
layer, only the assets in the group and those direct or indirectly linked will appear in the picture.

Furthermore, within the assets shown, if you select one, it becomes green, those above turn red, and
those below turn blue.

ASSETS _ T ) ) example: Asset dependencies - user

¥ = [B] Business layer
» | [D files] Currentfiles 5 80
¢ 5 [5 in_person] In person processing [=

F 5 [5 remote] Remote processing

¥ = [IS] Internal services
» A [hittps] S5L connection
> A e
# | [archive] Central historical archive
¥ 5 [technical] Technical Services, Auxiliary

A [S file] Network files ,—J‘|

» A [S Internef] Internet access | hittpes | | email | | archive |
b = [E] Equipment |
¥ — [55] Subcontracted services .

¢ A [ADSL] Internet connection
¥ —= [L] Facilities ?
A [offices] Working rooms
A [dc) Data processing center
= [F]Personnel
)
L

DSL
—
| officas

JE 1

kﬂ

copy | Copies the image to the note pad to paste it somewhere else.
=) save | to store the picture as an image file. The available image formats depend
on the hosting machine; some formats are quite widespread:
ipg. jpeg, png
=h print | to send the picture to a printer
100% | scale | to enlarge / decrease the image
legend | show the colour codes
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8.6.5 Dependencies — Map
Assets are presented in layers. Assets cannot be repositioned.

When an asset is selected, the map is coloured:

light blue | the assets indirectly above

oo felllE the assets directly above

the selected asset

SO Rg=0 M the assets directly below

light red | the assets indirectly below

grey unrelated
x
m|aaE
vy
[e=sential] Essential assets 5' -
| El_infa | S_in_person -
above (indirect)
[15] Intemal services _
[E] Buipment below (indirect)
others ... -
[+ |
| LAH | | firewall |
[55] Subcontracted services
ADEL |
[L] Facilities u
[ atices || dr il
To modify the dependencies

While an asset is selected (green) you may go to another asset and click on the right mouse button:
e to add this asset as above the selected one
e to add this asset as below the selected one
e to remove the dependency between this and the selected asset
To discover the dependency route from one asset to another
e select the father (green)
e select the son (right button)

e clickon PATH
the picture shows the routes (yellow) from the upper asset (red) to the lower asset (green):
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path

B | &] [100%

5_remote

| hitps || email | | archive |

firewall

copy | Copies the image to the note pad to paste it somewhere else.

=28 save to store the picture as an image file. The available image formats depend
on the hosting machine; some formats are quite widespread:
ipg. jpeg, png

=h print | to send the picture to a printer

—1 00% scale | to enlarge / decrease the image
o
legend | show the colour codes

8.6.6 Dependencies per dimension of security

You may specify a different dependency degree for each dimension of security. To do so, on the panel
to edit asset dependencies, click the right button to jump into a new window where you may establish a
precise dependency degree for each dimension.

Typical values are as follow:

N none 0% | no dependency

L low 1% | academic — barely meaningful

M | medium | 10% | meaningful, though not very much
H high 50% | I do not know ...
VH | very high | 90% | nearly complete

T total 100% | full dependency

Click the right mouse button on the dependency you wish to modify:

— setall  the same percentage is applied to every dimension
— setonly 100% for the selected dimension, 0% for the others
— set 100% for the selected dimension, leave the other unmodified
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— unset 0% for the selected dimension, leave the other unmodified
— details  open the editing window

x|
% A o oL M CIH C]VH T [ 100%
| ¥l 0 m m ml C1vH Ot [ oy
C ¥l o oL m m[" C]vH Ot [ oy
Auth [0 oL Cm CIH ] VH oT 0%
Acc o oL Cm CH ] vH aT 0%

comment

When you leave the editing window, the dependency degree appears on the dependencies tree using a
compact notation. Let's show a few examples:

expression meaning

A:100% the dependency is only for the availability dimension;
the other dimensions are not connected

e.g. when a VPN stops the need to protect confidentiality any longer

1:100% / C:100% | the dependency is only for the integrity and confidentiality dimensions;
the other dimensions are not connected

e.g. when a redundant equipment guarantees availability

The format may be described as
expression ::= { one_dimension }0+
one_dimension ::= ACRONYM ' : ' percent ' /'

When an expression is presented, all dimensions have a 0% dependency degree, except those explicitly
stated.

8.7 Assets / Valuation
You may rate the system by domains or asset by asset. You select in Options / Valuation

If you are valuating by domains, you may skip dependencies, and jump directly into Valuation by
domains

If you are valuating asset by asset, you have to establish the dependencies (see “Dependencies between
assets), and then jump into Valuation by assets

8.7.1 Valuation by domains

This approach provides a quick but imprecise assessment common for all the assets in each domain. It
is faster than the evaluation by dependencies. Using this method, all assets in the domain receive the
same values.
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Nevertheless, some assets may be independent from the domain values. Use qualifier [independent] in
asset classes.

The value of the information system is established for domains. The value is assigned to the essential
assets (information and services) and transferred to the domain that hosts it, and to the domains that are
associated to the essential asset.

l;;n [example] risk analysis = assets » valuation of domains — O =

Edit Export Import

asset / security domain | a1 | m | e | st faca| v | [eo)
[example] Public Administration Office
¢ {a [essential] Ezsential assets [4] [4] [71 [71 [71 [1]
o j¢ [INFO] Current files [4] [l [41 [4] [11
o § [3_in_person] In person processing [4] [71 [71
o~ § [3_remote] Remote processing [1] [71 [71
¢ Security domains
o= 4 [base] corporate network [4] [4] [7 [ [7 [1]
o= 4 [bps] Internet connection [1] M [7
associate | dissociate H @ @ ®

You may better understand what is going on by displaying the association of assets to domains (and
vice versa, of domains to assets):

L. [example] risk analysis > assets > valuation of domains — O et

Edit Export Import

asset / security domain | | m | @ | s aca| ¢ | (o
[example] Public Adminigtration Office
o a [essential] Esgential assets [4] [4] [71 [7] [71 [1]
? CANGRARCERS {1
4l [base] corporate network
¢ 5 [5_in_person] In person processing [4] [71 [
4l [baze] corporate network
¢ § [3_remote] Remote processing [1] [71 [71

4l [base] corporate network
4l [bpe] Internet connection
¢ Security domains

9 4y [base] corporate network [4] [4] [71 [71 [71 [1]
it [INFO] Current files [4] | [4] [41 [11
S [5_in_person] In person processing [4] [71 [71
S [5_remote] Remote processing [1] [7] [71
¢ 4 [bp=] Internet connection [1] [71 [71
S [5_remote] Remote processing [1] [7] [71
associate | dissociate H @ <?‘> @

Top menu EDIT
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Select one or more value cells. Copy values to be pasted.

|

Select one or more destination cells. Paste the copied values.

If the source range is 1 cell, and the destination covers several cells, the value is
copied into all of them.

Top menu EXPORT

to CSV CSV - comma separated values; for excel

to XML XML — extensible markup language

Top menu IMPORT
from XML | XML - extensible markup language

Table - As many columns as security dimensions:

For each essential asset and each dimension, the value.

e See Assets / Valuation / qualitative
e See Assets / Valuation / quantitative

For each security domain, the value inherited from the essential assets associated to it.

Bottom toolbar

associate Select one asset and one domain. Click to associate.

Assets are always associated to their domain. You may associate to more
domains.

dissociate Select one asset and one domain. Click to dissociate.
You may never dissociate an asset from its domain.

Typically, information assets require to protect confidentiality, integrity, authenticity and traceability,
while services add requirements in terms of availability.

The value of the system is the largest value of those for any information or service.
Each domain inherits the valuation of the essential assets associated to it.
To associate an asset to a domain

= select the asset
= gselect the domain
= click ASSOCIATE

To disassociate an asset for a domain

= select the asset
= gselect the domain
= click DISSOCIATE
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8.7.2 Valuation asset by asset

If you are valuating asset by asset, you have to establish the dependencies (see “Dependencies between
assets).

Which is your major concern with this information system?
e Select and asset (row) in the business (up most) layer,
e select a security dimension (column); then

e double click to select a value from 0 (negligible) and 10 (absolutely critical)
... or somewhere in between.

Repeat with other concerns until the rest is not so important.

Click ACCUMULATED and double check that every asset has a value that makes sense to you.

This screen is used to assign values to individual assets on each dimension.

| [example] risk analysis > assets > valuation of assets — O by

Edit Export Import

asset | 1| m | @ | A (aca| 1 | PO
ASSETS
¢ s [B] Essential assets: information and serv
it [INFO] Current files M | [ 41 | [ (11
S [5_in_person] In person processing | [4] [71 [7]
S [5_remote] Remote processing [11 [71 [7]

o= = [I5] Internal services
¢ s= [E] Equipment
o= ] [SW] Applications
9 =5 [HW] Hardware
A [PC]Work positions
A [SRV] Server
o= ] [COM] Communications
[C] [AUX] Other elements
&= — [55] Subcontracted services
L~ [L] Fac
== [offices] Working rooms

== [dc] Data processing center
«= [P] Personnel

= ‘IE* sources | | accumulated value | | mark H @ @ @

Top menu EDIT

e} Select one or more value cells. Copy values to be pasted.
Select one or more destination cells. Paste the copied values.
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If the source range is 1 cell, and the destination covers several cells, the value is
copied into all of them.

Top menu EXPORT

to CSV CSV - comma separated values

to XML XML — extensible markup language

Top menu IMPORT

from XML | XML — extensible markup language

Table - As many columns as security dimensions:

For each asset and each dimension, the value.

e See Assets / Valuation / qualitative
e See Assets / Valuation / quantitative

When presenting the own value of the asset, the value is shown on white background.

| w | o | @ | rauh | [Acg

[4] [7] [4 41
[4 [7] [71
[ [7] (71

When presenting the accumulated value on the asset, the accumulated value is presented on green
background.

w1 | m [ @ | ] [Ac

[4] [4] (71 (71 [71
[4] [4] (71 (71 [71
[4] [4] (71 (71 [71

When the risk analysis is quantitative, the values are numbers.

47K 100K 47K 47K
47K 47K 100K 260K 147K
10K 47K 100K 260K 147K

version 2021.2 77



PILAR RM

Bottom toolbar

= —IE + SOUrces accumulated value mark H @ @ ® ‘
— Click to collapse assets tree.
-1+ Control the level of expansion of the assets tree.
sources Select one source. PILAR will select the assets in the tree that associated

with that source.

accumulated /
own value

Switches from presenting only own value, or also accumulated values.

mark

Useful to see how value is propagated. Select one cell, click MARK. The
value source is on green background. The destination of the value is on
black background.

For instance, to see how the needs on accountability are translated into
integrity and authenticity of activity registers:

asset A1 m [C]  [Auth] [Acc]
ASSETS
¥ . [essential] Activos esenciales

| [essentialinfo] information [

¥ —= [D]Datos/ Informacion

A [D.log] registro de actividad (log)

The first column presents the assets, organised as a tree. The other columns cover security dimensions.
Only assets may receive values; the other rows are dead.

The screen allows to

e [for quantitative analysis] to introduce a numerical value

e to introduce a comment explaining why this value

e to select the criteria that apply from those in the library.
It is important to try to use encoded criteria.

To discover where does the accumulated value come from ...

e select the asset (row)

e click SOURCES
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As an alternative, you may select an asset on the asset tree, and PILAR colours the assets above and
below:

Edit

Export Import

D [exarnple] A1, Assets = A1.5. valuation of assets

| >

asset

(Al |

€] | (auth]| [Acc |

v | [POI

ASSETS
¢ = [B] Essential assets: information and services

it [INFO] Current files
S [5_in_person] In person processing

S [5_remote] Remote processing
¢ s= [15] Internal services

A [hitps] 55L access

A [archive] Central archive

A [5_Internet] Internet access

A [PC] Work positions

A  [LAN] Local area network

== [firewall] Firewall
(O] [AUX] Other elements

¢ s= [55] Subcontracted services

A [ADSL] Internet connection

¢ s= [L] Facilities

== [offices] Working rooms

% ‘= [technical] Technical support services

¢ s= [E] Equipment

7 =3 [SW] Applications
A [SW_app] Processing of files
% ‘=] [HW] Hardware

B [SRVIServert

#- 5 [COM] Communications

= [P] Pergsonnel

[4]
(1]

[l
[0

[4]
[

[4]

[4]

[4]

[4]
[4]

[41
[41
[41

[41

[41

[41

[41

33

qJ 3 3 I3

q3 I3 3

J3

—_
o=

SNE (JNEE

J3 FF =

33

[4]

33

[4]

J3 I3 3

J33

[
[
[
[
[

_ﬂ...

SOUrces

own value

mark

Assets above are shown in BLUE, while assets below are shown in RED.

8.7.3 To set a qualitative valuation

A fast option is to click CTRL + or CTRL - to increase/decrease the valuation of an asset on a given
dimension.

Alternatively, you may open a valuation screen where you may include comments and criteria for
valuation.

To assign value to an asset

select the asset (row) and dimension (column)

double click
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l;;n [INFO] Current files :: [C] Confidentiality

level |criterin

|v| [ ] [n.a.] not applicable

comment

criteria for valuation

o= [ ] Security:

o [_] Personal Information:
T |E| Legal and Regulatory Obligations:
|:| {9} iz likely to lead to an exceptionally serious breach of a legal or regulatory obligation
{7} is likely to lead to a major breach of a legal or regulatory obligation
|:| {5} is likely to lead to a breach of a legal or regulatory obligation
|:| {3} is likely to lead to a minor / technical breach of a legal or regulatory obligation

|:| {1} could cause a minor / technical breach of a legal or regulatory obligation

o [ | Commercial and Economic Interests:

o= [_| Disruption of Activities:

1]

apply do not value cancel

level combo If you select “criteria” the value is decided by the highest-ranking criteria
marked in panel.
If you select any other value, that value is forced, ignoring the criteria (that
are retained only for informative purposes).

[n.a] If the value has no sense for the asset, and its descendants, mark N.A.
See “To nullify a valuation”.

comment A comment explaining the valuation.

panel Criteria to rate an asset.

APPLY Apply value and close.

DO NOT VALUE

Remove the value from the asset.

CANCEL

Close without modifying asset valuation.

8.7.4 To set a quantitative valuation
Quite similar to qualitative valuation, but now the user may provide a quantity, and also mark some

criteria.

To assign value to an asset

e select the asset (row) and dimension (column)

e double click
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o [_| Personal Information:
T |E| Legal and Regulatory Obligations:
|:| {9} is likely to lead to an exceptionally serious breach of a legal or regulatory obligation
{7} is likely to lead to a major breach of a legal or regulatory obligation
|:| {5} is likely to lead to a breach of a legal or regulatory obligation
|:| {3} is likely to lead to a minor / technical breach of a legal or regulatory obligation
|:| {1} could cause a minor / technical breach of a legal or regulatory obligation
o= [ ] Security:
o= [ | Commercial and Economic Interests:

o= [ ] Disruption of Activities:

l;;n [INFO] Current files :: [C] Confidentiality .
level ||:rite ria | v| |:| [n.a.] not applicable
value
comment
criteria for valuation -

4]

apply do not value cancel

combo Set the qualitative value.
If you select “criteria” the value is decided by the highest-ranking criteria marked.
If you select any other value, that value is forced, ignoring the criteria (that are
retained only for informative purposes).

[na] If the value has no sense for the asset, and its descendants, mark N.A.
See “To nullify a valuation”.

value Set the quantitative value.

comment A comment explaining the valuation.

panel Criteria to rate an asset.

APPLY Apply value and close.

DO NOT Remove the value from the asset.

VALUE

CANCEL Close without modifying asset valuation.

When PILAR has only a qualitative valuation, or only a quantitative valuation, she uses the
“quantification criteria” to estimate the missing value.

8.7.5 To nullify a valuation

Assets accumulate the valuation inherited, by dependencies, from their superiors. If we want to cancel
the transfer of value to a particular asset, and to prevent further propagation to the lower assets (by
dependencies), in the panel of to determine the level, select N.A.
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[A2] :: [I] Integrity

Al level criteria = z [n.a.] not applicable

availability: valuation of assets - José A. Mafas (dev)
Edit Export Import

asset [A] m [C] [Auth] [Acc]
ASSETS
¥ o [E1]
S [A1] [7] [7]1 [7]1
A [A2] [71 [na] [71
A [A3] [7] [7]
b = [E7]
P = [E3]

= | = 1) + E SOUrces own value mark IL-JI @ <?> @

The effect is similar to adjusting the dependencies from the assets that contribute to the value that we
want to cancel.

8.7.6 Availability valuation
The assessment of availability can be adjusted, in several ways:

= establishing exact dependencies between assets
= nullifying the value

= marking some qualifiers (see below)

If the asset is marked as "[availability.easy]" (see asset classes), then the availability value is reduced
by an order of magnitude (3 levels in the level rating scale). This adjustment will be reflected in the
assessment of the impact of threats. The local value is reduced without affecting the value that is
further propagated down the dependencies.

If the asset is marked as "[availability.none]" (see asset classes), then the availability value is reduced
to zero. This adjustment will be reflected in the assessment of the impact of threats. The local value is
reduced without affecting the value that is further propagated down the dependencies.

If the asset is marked as "[or]" and it depends on more than 1 child, availability is not forwarded to its
children or to the following assets in the transfer chain. However, if the further down in the transfer
chain, the various branches converge at a common asset, the availability value is recovered again. So,
alternative paths do have no availability requirements, but a single point of failure does.
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The following example shows how the redundant equipment C31 and C32 are not valued in
availability, while the common asset, C4, recovers value. Note that other dimensions are not affected
by classification as OR.

asset [A] 1 [C] [Auth]  [Acc]
ASSETS

b o [E1]
Sk
¥ == [E3]

S [c1] 7] U

| caz || ca | A [CZ0R | M Y

A [C31) y

A [C32) (7]
Ay [m Y

8.8 Zones

Assets may be in different zones to make a difference between direct attacks from inside and indirect
attacks from outside via the border.

There are three types of borders:

e logical, typically using firewalls, proxies, etc.
e physical, typically using walls, doors, etc.
e emission (tempest), typically using metallic jails.

Zone management is part of risk analysis.

™ PILAR RM: [example] Public Administration Office — d >
Project File Db Edit Level Help

> o o)

Risk Analysis and Management
o= D. Project
¢ A Risk analysis
o= A1 Assets
¢ A2 Logical zones
AZ1. Zones
A2.2. Border protection
A2.3. Aftack paths
¢ A3 Physical zones
A3 Zones
A32 Timing
A.3.3. Border protection
A34. Aftack paths
o= A4 Threats
o= A 5. Risktreatment
A6, Security actions

. © QB

[

[4]
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8.8.1 Asset classes

PILAR knows there are zones when there are assets qualified as border protection:

9 i [arch] System architecture

C [or] alternative

8.8.2 Zones and borders

C [sap] service access point
[ip] logical border protection system

[pps] physical perimeter protection system
[tempest] protection against electromagnetic emanations

Users may create zones separated by borders, making a difference between been in one zone or being

in the border.

Standard approach is to place assets inside, outside, and on the border

p [example] A2, Logical zones = A2.1, Zones

9 :: [core] internal network

it [INFO)Currentfiles
[S_in_person] In persan processing
[S_remote] Remote processing
[hitps] S5L access
[email] electronic messaging
[archive] Central archive
[S_file] Metwork files
[2_Internet] Internet access
[3W _app] Processing of files
[PC] Work positions
[SRV] Server
[LAMN] Local area netwark
[offices] Working rooms
[dc] Data processing center
¢ 1} [ext] outside [EXT_L]

A [ADSL] Internet connection

PP BPEPP0OW

Baorders

¢ [core] internal network / [ext] outside

[firewall] Firewall

cross-border

graph

©

®

©

Users may drag and drop assets between zones. To move an asset into a border or to remove it from

the border, double click and edit:
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Borders
¢ [core] internal network / [ext] outside
[firewall] Firewall

[firewall] / LOG: zones

Logical zones
[core] internal network
[exi] outside

Please, note that while an asset is in zone A, it cannot be simultaneously in another zone B, unless it is
in the border. An asset may be part of more than one border; that is, it may be in more than 2 zones.

Right click on root “logical zones” to create new zones, and to use a wizard to propose a standard
allocation of assets around declared borders.

Right click on a zone to edit it.

Right click on an asset to edit it. Editing an asset means to set manually the zones where the asset can
be reached. When the asset is in more than one zone, PILAR understand the asset is part of the border
between those zones.

8.8.3 Zone definition

While creating a new zone, or editing it afterwards, users may determine its (unique) code, a
descriptive name, information sources, and a verbose description (that may link to an internal web
repository.

Most relevant, users may specify the attacker profile, for attacks starting from this zone.

name
attackers

|0utside

attackers ATTACKERS
¢ security profile
[EXT_L] External attackers (cyber)
Information sources [[] [EXT_P] External attackers (physical)
[] [EXT_T] External attackers (emissions)
& [BOO] () Attacker level
description [] [800.c1] {-99%) 5L 1: class 1: casual, simple small tools, low risk appetite
[ ] [800.c2] {-90%) class 2: casual, simple tools, low risk appetite
[] [800.c3] {-50%) 5L 2: class 3: small tools, medium risk appetite
[] [800.c4] () class 4: practised, tools, greater risk appetite
[] [800.c5] (100%) SL 3: class 5: experienced, professional tools, high risk appetite
[] [800.cB] (1000%) SL 4: class 6: experienced, higly professional tools, high risk appetite
¢ [801] () Attacker

[] [801.c2] {-50%) casual or coincidental
[1 rand ~41 0 rvharcrima hacrkar

{EXT_L}
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Attack profiles are described by means of TSV specification files, referred from the configuration
(CAR) file:

Mj 5TIC_en.car - Motepad
File Edit Format Wiew Help

attacker= [EXT_L] External attackers (cyber)
tsv:EXT L= tsv log.xml, 2816-B6-28.x1sx

attacker= [EXT_P] External attackers (physical)
tswv:EXT_P= tsv_pps.xml, 2816-86-28.x1sx

attacker= [EXT _T] External attackers (emissions)
tsv:EXT _T= tsv _tempest.xml, 2816-86-28.x1sx

For a logical attacker like EXT _L, his capabilities on border system are described in tsv_log.xml. Once

the border is passed, its capabilities are described by means of 2016-06-28.xIsx.

8.8.4 Border protection
This screen permits to associate protections to border assets.

For each border asset:
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™ [example] A.2. Logical zones > A.2.2. Border protection — O >
Edit Export Import MNATO

|re c| | border protection | do_| do_l so_| ap_l oo_| c.u_-
Ll SAFEGUARDS
Ol  [core] internal network / [ext] outside bps
L] 57 I >"™itools AV] Tool against harmful code (malware) [S1-3] bps 12 _13L2-.

o= [tools IDS] IDSAPS: Intrusion detection / prevention tool [S1-3,

Ol 4 l e e bps L0 L5 L2-.
(1 a4 [ "7 tools traffic] Traffic monitoring tool [SI-4(13), SI-4(25)] bps L0 L5 L2-.
L] o-'ﬁ[tnnls.HF’]Huneynetfhnney pot [SC-26] bps n.a. na. na na.
] -. ¢ ==[IP] Logical border protection system bps 13152
mEER | o- X [IP1] Administration bps L0 L3 L2-.
Ry | o [IP.SPP] Traffic: Data exchange bps _L2_15)2-..
my 9 (P 3] fxor} Protection architecture: Local Area Network | bps L3 L2 LS
O e AN[P.2.1] None bps ns. ns.| L4
(] 5{u) #M[IP 3.2] Packet filter firewall bps ns. [L2] L3
ml A [IP 3.3] Firewall (session control) bps [L3] n.s.| LS
] - ﬂ[lF’.S.:I]F'rmqr(applications maonitoring) bps n.s. | ns.| LS
] - ﬂ[lF’.S.E] Router (2 ports) + proxy bps n.s. | ns.| LS
L] - . [IP.3.6] Router (3 ports) + proxy bps ns. | ns. LS
] - o IP.3.7]1 2 routers + DMZ + proxy bps n.s. | n.s. ([L5]
] - ﬁ[lF‘.S.B]Gateway(prntncnlis changed) bps ns. | ns.| L4
L1 3{o) #1P_3.9] One way device (diode) bps ns. ns.| L3
] 13 (0) 'ﬁ'[IF'.?;.‘IU]Ajrgapnrairwall bps ns. ns.| L3
O 4 B o- # 1P BS] Protection of border device(s) bps L0 L3-.L2-.
[ I © @

PILAR presents a subset of the safeguards: those related to border protection. Valuating here is like
valuating in the general safeguard valuation screen. PILAR only focusses on the relevant entries.

8.8.5 Path a

nalysis

This a presentation screen. Data are calculated by PILAR.

Let’s start with data related to the likelihood that the attcker succeeds:
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p [example] A2, Logical zones = A.2.3, Attack paths

|p0te..l curr...|targe

Edit
[ likelihood | risk |
attack paths
|lattack paths
o EXT_L @ext
|,!;., [A.52] Pull information out (through logical border) — core
{ firewall }
? g; [A.51] Push malware in {through logical border) — core
{ firewall }
9 @ [A.53] Unauthorised access (througth logical border) — core
{ firewall }

In another table, PILAR presents the consequences (risk) of the attack

D [example] A2, Logical zones = A.2.3, Attack paths
Edit
[ likelihood | risk |

attack paths

|p0te..l curr...|targe

|lattack paths
o EXT_L @ext
'#51 [A.52] Pull information out (through logical border) — core
firewall (C) [A.52] Pull information out (through logical border)
9 g; [A.53] Unauthorised access (througth logical border) — core
firewall (C) [A.53] Unauthorised access (througth logical border)
firewall (I} [A.53] Unauthorised access (througth logical border)
- @ [A.51] Push malware in (through logical border) — core
firewall {C) [A.51] Push malware in {through logical border)
firewall (I} [A.51] Push malware in (through logical border)
firewall (A) [A.51] Push malware in {through logical border)

3.4} {1.8)
{34} {1.8)
L {28 (1.3
L {28 (1.2}
L) 21 (1.2}
LE) {36} {2.0)
LS {36} {2.0}
LEL)] {3.5) {2.0}

14.2} {1.8} {0.86}
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In the example above, you may see the options for an external attacker, EXT_L, located in zone [ext].
There are three attack paths

= practice the threat [A.52] and leave the [core] zone crossing the border asset, [firewall], which
has consequences on the confidentiality of assets in the [core] zone

= practice the threat [A.53] and enter the [core] zone crossing the border asset [firewall], which
has consequences on the integrity and confidentiality of the assets in the [core] zone

= practice the threat [A.51] and enter the [core] zone crossing the border asset, [firewall]], which
has consequences on the availability, integrity and confidentiality of the assets in the [core]
zone

8.8.6 Time analysis

This analysis in only for physical attacks. It compares the time required by the attacker to go through
the border, against the time to detect plus the time to react.

Let’s see an example. There are 3 zones: external, intermediate, and internal. There is an external
attacker that tries to get inside. The attacker requires 10 minutes. The border systems take 5 min to
detect, and reaction requires 1 hour.

[ext] [A.5, int] [A.26, core] *
[ fJ phase [current] starting point
h EXT_P External attackers (physical)

ext external zone

A5 Masquerading of identity
int middle zone

A26 Destructive attack

Ccore inner zone

attack delay 15m
detection time am
reaction time 1h

same for all paths ]

OK cancel

The system has a problem: the attacker is too fast for the protection system:

| [example] physical zones = timing — O >

Export

attacker | attack paths current target
EXT_P @ ext
EXT_P @ ext [A.5, int] - e g
EXT_P @ ext [A.5, int][A.5, core] -<5m+1h -<5m+1h
EXT_P @ext (A5, int[A.26, core] [ € e A A B
EXT_P @ ext [A.26, int] - S
EXT_P @ ext [A.26, int][A.26, core] -<5m+1h -<5m+1h
EXT_P @ ext [A.26, int][A.5, core] -<5m+1h -<5m+1h

= H© O
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We can improve reaction for the target phase

[ext] [A.5, int] [4.26, core] e
I f)' phase [target] long-term objective
.& EXT_P External attackers (physical)
ext external zone
A5 Masquerading of identity
int middle zone
A26 Destructive attack
core inner zone
attack delay -
detection time 1m
reaction time m
same for all paths ]
OK cancel
The attack is blocked
| [example] physical zones > timing — O >
Export

attacker | attack paths current target
EXT_P @ ext
EXT_P @ ext [A.5, int] ST+ e+
EXT_P @ ext [A.5, int][A.5, core] -<5m+1h -<1m+2m
EXT_P @ ext [A.5, int][A.26, core] [ isme=bm+in 15m > 1m + 2m
EXT_P @ ext [A.26, int] - S+
EXT_P @ ext [A.26, int][A.26, core] -<5m+1h -<1m+2m
EXT_P @ ext [A.26, int][A.5, core] -<5m+1h -<1m+ 2m

ml

©

®

The time balance may be not so clear, and the chances of the attacker to succeed are not zero:
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[ext] [A.5, int] [4.26, core] >
i "J phase [target] long-term objective
h EXT_P External attackers (physical)
ext external zone
A5 Masquerading of identity
int middle zone
A26 Destructive attack
core inner zone
attack delay -
detection time B
reaction time am
same for all paths ]
OK cancel
| [example] physical zones > timing — | x
Export

attacker | attack paths current target
EXT_P @ ext
EXT_P @ ext [A.5, int] S+ e+
EXT_P @ ext [A.5, int][A.5, core] -<5m+1h -< 5m+ 9m
EXT_P @ ext [A.5, int][A.26, core] B LTSRS [ 15m > 5m + 9m
EXT_P @ ext [A.26, int] S+ S+
EXT_P @ ext [A.26, int][A.26, core] -<5m+1h -< 5m+ 9m
EXT_P @ ext [A.26, int][A.5, core] -<5m+1h -< bm+ 9m

-

©

®

@

Attack paths were reaction time is fast enough, are removed. PILAR retains those where speed is not

enough.

8.9 Threats

8.9.1 Aggravating & mitigating factors

This screen qualifies domains with a number of characteristics. The effect is to modify the standard
values assigned from threat profile files.

If you modify the associations in this window, please, re-apply the library, or another TSV file (see

“Valuation of threats”. TSV is applied automatically if threats are set to automatic (See Options /

Threats).
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I;;I, [examnple] risk analysis » threats > aggravating & mitigating conditions

— O

ped

criteria

Security domains

9 ﬁ [kase] corporate network
[101.a8] () general public
[103.8] (5%} moderately interested
[104.c] (5%} high workload

[111.d] (30%) connected to Internet
[112.a] (-20%} in a controlled area
4 [bps] Internet connection

[105.a] (10%} allowed to access Internet

—IE + security domains

[T | T T T S O T Ty T e o

[104.b] (5%) low qualification
[104.c] (5%) high workload

[104.d] (10%) staff with morale concerns
[104.e] (10%) staff with conflict of interest
[104.F] (30%) staff associated with extremist group

“| ¢ 11051 () users' rights

[105.a] (10%) allowed to access Interned

[105.b] (20%:) allowed to run unauthorised software
[105.c] (30%) allowed to install unauthorised software
[105.d] (10%:) allowed to connect removable devices

¢ [1111 () Information system connectivity

[111.a] (-20%) isolated

[111.b] () connected to a few known networks
[111.c] (10%) connected to many known networks
[111.d] (30%) connected to Interned]

¢ [112] {xor} () Information system location

[112.a] (-20%:) in a controlled are

[112.b] (10%:) in a public place
[112.c] (30%]) in a hostile environment

FY

4]

0 i IT¥

H ©®

Top toolbars

criteria Select one security domain in the left panel.

Click CRITERIA and PILAR will select in the right panel the criteria
applying to the selected domain.

-1+ Control the level of expansion of the criteria tree.

security Select one criterion in the left panel.
domains Click DOMAINS and PILAR will select the security domains in the right
panel where the criterion applies.

Bottom toolbar

apply Select one or more security domains in the left panel.
Select one or more criteria in the right panel.
Click APPLY to associate.

clear Select one or more security domains in the left panel.
Select one or more criteria in the right panel.
Click CLEAR to dissociate.

- Saves current project either in a file, or in database (according to its source).
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To associate a criterion to a domain
= select the domain (left panel)
= select the criterion (right panel)
= click APPLY
To remove a criterion association
= select the criterion (on the left panel)
» click CLEAR
To discover the criteria associated to a domain
e select the domain (on the left panel)
= click criteria (left panel, top)
To discover the domains subject to a vulnerability
= select the criterion (on the right panel)
= click DOMAINS (right panel, top)

8.9.2 Identification

Select automatic threats in Options / Threats.

PILAR applies non-optional threats from TSV.

Select MIX threats in Options / Threats
By default, PILAR treats all assets as automatic and applies non-optional threats from TSV.
You may remove / add threats as convenient.

As a help, right click on an asset to check whether there are optional threats on that asset. Apply as
convenient.

This screen lets us identify which threats are possible for each asset.
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l;;n [example] risk analysis > threats » [dentification of threats — O >
TSV

‘D* L]+ -1+ assets
ASSETS |~ THREATS =
o- — [B] Essential assets: information and services - A [M] Natural

o= — [I5] Internal services

9 = [E] Equipment
15, [N."] Other natural disasters

o= [ [SW] Applications L= - I
9 3 [HW] Hardware | ¢ A\ Mindustrial
o A [PC] Work positions : .

?
A [M.1] Fire

. [.3] Environmental poliution

A [N.2] Water o H

A [N.*] Other natural disasters o= [L4] Electromagnetic pollution

A [I.1] Fire o= [I.5] Hardware or software failure

A [I.2] Water - [L6] Power interruption

A [L.*] Other industrial disasters i | [L¥] Unsuitable temperature or humidity cong

A [1.3] Environmental pollution o= A [1.8] Communications services failure

A [1.4] Electromagnetic pollution | E | - A [1.9] Interruption of other sewiceslor essenti E
1 Il DREE Il [ »]

H @@

Top menu TSV

TSV See “Threat Standard Values

Top toolbar

- 11+ | Spinner to control the expansion of the assets tree.

+1 Adjust the effect of the spinner.

If +1 is checked, PILAR shows the threats associated to an asset. If unchecked,
the threats are not expanded.

_ 47 4+ | Spinner to control the expansion of the threats tree.

assets — Select one or more threats in the right panel.
— Click ASSETS.

PILAR selects on the left panel, the assets that are associated to the selected
threats.

Bottom toolbar

) Undo last association of threats to assets
u Redo last undone association of threats to assets
apply — Select one or more assets in the left panel
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— Select one or more threats in the right panel
— Click APPLY

PILAR associates the selected threats to the selected assets

remove — Select one or more assets in the left panel
— Select one or more threats in the right panel
— Click REMOVE.

PILAR dissociates the selected threats to the selected assets.
Or

— Select one or more threats in the left panel
— Click REMOVE

PILAR dissociates the selected threats from the associated assets.

- Saves current project either in a file, or in database (according to its source).

On assets (left panel)

e Rightclick > CURRENT

e to select current threats on the right panel
e Rightclick > STANDARD

e to select threats on the right panel (those in TSV, but optional ones)
e Rightclick > OPTIONAL

e to select threats on the right panel (those in TSV marked as optional)

Options / Threats are set to automatic.

Some buttons are disabled:

= apply and remove
= undo/redo
= cancel and close

Options / Threats are set to manual.

= Apply and remove buttons are enabled.
= TSV is not applied by default

Options / Threats are set to mix.

= Apply and remove buttons are enabled.
= TSV is not applied by default

In manual mode and mix modes, you can associate threats to assets freely.

To assign TSV threats to an asset
(or a group, or a layer, or all of them)

e select asset(s), group(s), layer(s), or top node
e top menu TSV > apply
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To assign a threat to an asset
(manual mode or mix mode and manual asset)

e select the asset on the left (one or more)
e select the threat on the right (one or more)
e click APPLY

To remove a threat from an asset
(manual mode or mix mode and manual asset)

e select the asset on the left (one or more)
o select the threat on the right (one or more)
e click REMOVE
or
e select the threat on the left (one or more)
e clickon REMOVE
Which threats are associated to an asset?
e select the asset on the left
e rightclick > CURRENT
Which threats are associated to an asset as standard?
e select the asset on the left
e rightclick > STANDARD
Which threats are optionally associated to an asset?
e select the asset on the left
e right click > OPTIONAL

To "copy and paste™ threats from an asset onto another
(manual mode or mix mode and manual asset)

e select the source asset on the left
e right click > CURRENT
e select the destination asset on the left (one or more)
e click APPLY
Which assets are subject to a threat?
e select the threat on the right (one or more)
e click ASSETS
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8.9.3 Valuation

If Options / Threats is set to automatic or mix mode, PILAR applies TSV values.

After determining which threats are relevant to each asset, let's rate them.

“. [example] A4, Threats » A.4.3, valuation | — d >
Edit Export Import TSV

| asset | |co.|tevel| | m | 11 | [Authl| [Acad| M | (PO |
[]ASSETS -

[ ] & - [B] Essential assets: information and servici
[] e — [15] Internal services
[ ] ¢ = [E] Equipment

o= A [SW_app] Processing of files

o A [PC] Work positions

9 [SRV] Central serve
A [M.1] Fire 100%
A [N.2] Water 50%
A [N.*] Other natural disasters 100%
A [1.1] Fire 100%
‘1 [1.2] Water 50%

A [1.*] Other industrial disasters
A [1.3] Environmental pollution
A [1.4] Electromagnetic pollution
A\ [1.5.1] Software failure

A [1.5.2] Hardware failure

A\ [L6] Power interruption

- o i [©]®

OO0000OO0O0DOOOOOs

EEEEEEEErrrrr
-
=
=
&

;
al

Top menu EDIT

options options — see Edit_options

copy Select one or more value cells. Copy values to be pasted.
cut Select one or more value cells. Cut values to be pasted.
paste Select one or more destination cells. Paste the copied values.

If the source range is 1 cell, and the destination covers several cells, the value
is copied into all of them.

Top menu EXPORT

to CSV Comma Separated Values (for excel)

to XML eXtensible Markup Language

version 2021.2 97



PILAR RM

Top menu IMPORT

from XML

eXtensible Markup Language

Top menu TSV

TSV See “Threat Standard Values
apply apply tsv to selected assets / threats
Table
1 Click on checkboxes to check / uncheck.

SHIFT-click to check a range.
Click on column header to clear current selection.

2 assets assets

3 shows the mode of each asset / threat:
e red: manual, either one threat or all the threats for one asset
e orange: within one asset, some threats are manual
e transparent: automatic (TSV driven)
In mix mode, click to change
4 level This column presents likelihood. The format is decided at Options /
Likelihood
5.. These columns present degradation for each security dimension. The format

is determined by Options / Effects

Bottom toolbar

_ 711+ | Spinner to control the expansion of the assets tree.
+1 Adjust the effect of the spinner.
If +1 is checked, PILAR shows the threats associated to an asset. If unchecked, the
threats are not expanded.
) Undo last changes.
ru Redo last undone changes.
L'E‘ Saves current project either in a file, or in database (according to its source).

NOTE. If Options / Threats are set to automatic, then some buttons are disabled:

= copy & paste
= import from XML

= yundo/redo
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8.9.4 TSV — Threat Standard Values
You may edit threats manually or, much better, use a TSV file.

TSV files are explained under personalization in https://www.pilar-tools.com/doc/
Either identifying threats or valuating them, you may click on TSV / LOAD to get a screen like this:

_l,.}" example: Threats profile (tsv) - user 5'
domain TSV
[example] Public Administration Office DPILAR\S3\pilar_std\bib_en\2013-07-27.tsv

¢ {fy [base] Base
4 [phys] Seguridad fisica

@@

where you can specify a TSV file for the project, and different TSV files for different security
domains. If a domain has no specific file, it uses the one of its enclosing domain, or the project file as a
last resource.

For each asset, PILAR takes the security domain of the asset, and then finds the TSV file that applies.

The name and path of the TSV file(s) is stored along with the risk analysis project. When you open the
project, PILAR tries to reload it, and checks that the file has not changed since it was last stored.
PILAR complains if the process does not complete smoothly.

8.9.5 Technical vulnerabilities (CVE)
See

https://www.pilar-tools.com/doc/
for information on CVE, and how PILAR uses them.

To associate CVE vulnerabilities to assets, assets may have Assets / CPE associated to them.
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D [example] risk analysis = threats > technical vulnerabilities (CVE) — O >
| azsetz | vector | RL |
[ | ¢ s [E] Equipment -
L] o~ [T7] [SW] Applications
L] o 5 [HW] Hardware
L] o A [PC] Work positions I
O CVE-2011-0346 AVNAAC LA NICCICIAC/IRL.OF Official
O CVE-2011-0347 ANV NIACMALNIC G CIA C/RL OF Official
O CVE-2019-9788 CVS5:3. 008V NAAC: LIPR:NAULN/S: UAC: HI HIAHY .. Work...
O CVE-2019-9790 CVS5:3. 00V NAAC LIPR:NULNIS: UAC: HI HIA H .. Work...
O CVE-2019-9796 CVS5:3. 008 NIAC LIPR:NULN/S: UAC:HIHIAHL. . Temp...
O CVE-2019-9810 CVS5:3.0/AV:NIAC:LIPR-N/ULR/S:UIC:HI HIAHY.. Temp...|
O CVE-2019-9813 CVS5:3.00AV: N/AC PR NULR/S: IC:HI HIA HY...| Official |
O ?
O CVE-2010-4398 AV LA LA N/ CLCIA C/RL.OF Official
O CVE-2010-4669 AN NAAC LA MIC NI NA, CRL.OF Official
O CVE-2010-4701 AN NAAC HAANIC N NA&: MR W Work...
O CVE-2013-11358 CWS5:3. AV NAC LIPR:NULRS CAC.LTLA N, .. [ Temp...
L] o- (] [COM] Communications | 4
L] (T3 [AUX] Other elements
|:| o= — [53] Subcontracted services -
—IE + [ ]|+ add | | load search | | update clear H @ @ @
Table
selection | Click on checkboxes to check / uncheck.
SHIFT-click to check a range.
Click on column header to clear current selection.
Selection controls to which rows apply buttons ADD and SEARCH.
assets A tree with the assets, and their associated CVE items.
vector CVSS summary
RL Remediation level (see CVSS)

Bottom toolbar

+ | Spinner to control the expansion of the assets tree.

- 1
+1 Adjust the effect of the spinner.
If +1 is checked, PILAR shows the vulnerabilities CVE associated to an asset.
add — Select one asset on left column.
— Click ADD to introduce your vulnerability manually.
load — Select one or more assets on the left column

— click LOAD to associate a CVE read from an external file in XML or json
format, according to NIST standard formats
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search

— Select one or more assets on left column.
— Click SEARCH
PILAR loads vulnerabilities from the vulnerability database.

To be precise, PILAR reads a file as those defined by the CVE project site for
vulnerability distribution. The CPE names associated to the asset are used to
discover matching vulnerabilities.

You may use either XML or JSON standard formats.

update

Like SEARCH, but now the data from the database are updated into PILAR.

clear

— Select assets in the left column
— Click CLEAR
PILAR removes their associated vulnerabilities.
Or
— Select vulnerabilities in column
— Click CLEAR
PILAR removes the selected vulnerabilities from the corresponding assets.

A

Saves current project either in a file, or in database (according to its source).

You may change these values by editing the vulnerability (double-click on the CVE name). You may
edit CVSS version 3 parameters.

technical vulnerability (CVE)

asset

[PC] Work positions

CVE

[cvE-2015-9813

CPE

summary
560.6.1.

Incorrect handling of __prote__ mutations may lead to type confusion in lonMonkey JIT code and can be leveraged for arbitrary memory read and write.

Exploitability Metrics

Temporal Score Metrics
[E] Exploitability

Impact Metrics

[AV] Attack Vector |Network | - | [C] confidentiality
[AC] Attack Complexity [] integrity
[PR] Privileges Required [A] availability
[U1] User Interaction =
51 eope unchanged [

Base score: 8.8
Impact subscore: 5.9

Not_Defined

[RL] Remediation Level ﬂ Exploitability subscore: 2.9
[RC] Report Confidence |Not_Defined ﬂ Temporal score: 8.4

Vector: CWVSS:3.00AVIN/AC:LIPREN/ULRIS:UIC:HIEHIA:HIRL:O
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For backward compatibility, PILAR also supports CVSS version 2.

To enter a vulnerability manually

= select one or more assets
= click on ADD
= edit the data

To load a vulnerability for one or more assets

= select one or more assets
= click on LOAD
= choose XML or JSON file

To find vulnerabilities that apply to an asset

= select one or more assets
= click on SEARCH
= choose the XML or JSON file data

To update the vulnerabilities associated with an asset

= select one or more assets
= click on UPDATE
= choose the XML or JSON file data

To eliminate vulnerabilities associated with an asset

= select one or more assets
= click CLEAR

To edit the parameters characterizing a vulnerability associated with an asset

= double-click the vulnerability
= enter data in the edit screen

8.10 Incidents

You may make risk analysis more dynamic by inserting the observed incidents.

D [example] risk analysis = threats = incidents — O
Incident Export
azset threat dates

|:| [SRW] Server [A4.11] Unauthorised access 15.8.2018

[ ]|15Rwv] Server [A.8] Malware diffusion 9.9.2018, 4.2.2019, 3.5.2019
|:| [firewrall] Firewall [A.24] Denial of service 1.4.201%

|:| [L&M] Local area network [E.15] Information leaks 28122013

A% AE H ©®
Top Menu
incident | new create a new incident
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edit

edit an already existing incident:
select on first column, then edit

delete

remove an incident:
select on first column, then delete

export to CSV

what you see, to excel

Bottom bar

AlE You may select some assets, and activate the filter to see only those selected

Alx You may select some threats, and activate the filter to see only those selected

You may click on headers to sort by asset, threat or last incident date.

PILAR will adapt threat likelihood to the reported incidents, overtaken data in TSV. This dynamic
calculation of likelihood considers the observed rate of occurrence during the last year. In order to

align incident dates with project phases, you need to associate a date to phases.

8.10.1 Edit one incident

Either on top menu (incident > edit) or double clicking on one line, you may edit one incident

D [example] risk analysis = threats » incidents = incident

- | bt

asset |[SRV] Server

threat |4 8] Malware diffusion

dates 992018
42205
352019

Click on asset to select one asset. Click on threat to select one threat.

You may specify one or more dates when incidents occurred. The format is DAY.MONTH.YEAR.

PILAR will sort by dates.
8.11 Safeguards

8.11.1 Aspect

Aspect the safeguard deals with:

— M for management
— T for technical

— PHY for physical security
— PER for personnel management
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8.11.2 Type of protection

— PR — prevention — AD - administrative
— DR — deterrence — AW - awareness

— EL —elimination — DC —detection

— IM — impact minimization ~— MN —monitoring

— CR —correction

— RC—recovery — std — standard / policies

— proc — procedure
— cert — certification or accreditation

8.11.3 Relative weight
Not every safeguard is equally important:

ﬁ highest weight | Critical.

, high weight Very important.

; normal weight | Important.

low weight Interesting.

I
J assurance: certified components

8.11.4 Hooks

Links may be associated to safeguards by means of hook-files. These are files in the library directory
which name starts with the pattern “hooks-““. The content is formatted as JSON.
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Let’s show an example:

/bib_en/hooks-sp800-53.json

"encoding" : "aéiou",
"title" : "Sp 800-53 rev.5",
"d?fs" [
"smll : [ IIACbll ] s
"links"™ : [
"label" : "ACCESS CONTROL",
) "url" : "https://nvd.nist.gov/800-53/Rev4/family/ACCESS%20CONTROL"
]
3,
{
llsmll . [ HAC_lu , "AC-l(O) n ] ,
"links"™ : [
"Tabel" : "Policy and procedures",
) "url" : "https://nvd.nist.gov/800-53/Rev4/control/AC-1"
]

b,

8.11.5 Additional information
Some more information for the safeguard is displayed in a new window. For instance:

safeguard

[D841] {xor} Shared secret (symmetric encryption)
Aspect: [T] technical
Type of protection: [EL] elimination

Additional information:

[D] Protection of Data / Information:

[D8] Encryption of information:

[D&4] {xar} Encryption mechanism:

[D841] {xor} Shared secret (symmetric encryption):

- ISOMIEC 10116 - Modes of operation for an n-bit block cipher algorithm™
hitpuwww .iso.org/

- ISQVIEC 18033 - Encryption algorithms”
hitpfwww iso.org/

- FIPS 197 - Advanced Encryption Standard (AES)”
hitpfwwwitl.nist.govifipspubsiindex.htm

= ISONEC 10116 - Modes of operation for an n-bit block cipher algorithm™
hitpfwww iso.org/

8.11.6 On safeguards’ tree
When you right-click on the safeguards tree, you may ...

edit
Presents a domain-phase view of the maturity values. See below.

copy
The code and name of the safeguard are copied onto the clipboard.
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copy path

The code and name of the safeguard, and all her ancestors, are copied onto the clipboard.
full text

The code and name of the safeguard are presented in a new window.
full path

The code and name of the safeguard, and all her ancestors, are presented in a new window.
close father

The father of this node in the tree is collapsed.
close brothers

This node, and its brothers in the tree, are collapsed.

On some safeguards, PILAR can provide some more information.

When a safeguard is from SP800-53, or there is a relation to a security measure in SP800-53,
PILAR jumps to the corresponding web information page. Since the web URL may change, the
base URL can be modified in the CAR file:

sp800-53= https://nvd.nist.gov/800-53/Rev4
See safequards / hooks

additional information
Some more information for the safeguard is displayed in a new window.
See “Safeguards / Additional information”

Domain-phase view. Clicking on a safeguard (right click > EDIT) you may have a one-safeguard view
of maturity values covering all the domains and all the phases

D S{-5) [14.3.2] [G_0207] User identification does not i... - O >

domain | source | applies | comment | current | target | PILAR
[kase] cor... yes L2 L3 L3
[bp=] Int... yes L2 L3 L3

User values are in black over white; while calculated values are in cyan.

8.11.7 Applicability summary
This screen presents a summary of the safeguards that apply in each security domain.
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D [example] risk analysis > safeguards > applicability - O X
Expand Export Import
a,s.p...| top | safeqguard ||:|:rm..l ha.s.e| hp5|

SAFEGUARDS |~ |

] EL | ¢ 'ﬂ'[lﬁ] ldentification and authentication

M | std ﬂ‘[lﬂx.ﬂ There is a policy on identification and authentication

M | proc ﬂ‘[lAZ] There are procedures for identification and authentication tasks

M | EL o~ #% 112, 3] User identification =

] EL *ﬂ‘[lﬁ.xﬂ Management of user identification and authentication

Il EL o= [1A.5] Special accounts (administration)

T EL - [1A.8] Trusted authentication path —

M PR ¢ 15 7] fxor} Required authentication factors:

M PR c'-ﬂ‘[l-l!'x.?.ﬂ Something you have - physical token (e.g. card) n.a. | n.a.

Il PR 0—%[1&.?.2] Something you know (e.g. password) n.4a.

M PR c'-ﬂ‘[l-l!'x.?.ﬂl] Software certificates (public-key cryptography) n.a. | n.a.

M | PR 0—*[1&.?.4] Something you are - biometrics (e.g. fingerprint} n.a. | n.a.

M PR 0—*[1&.?.5] 2 factors: token + password n.a.

M | PR 0—*[1&.?.5] 2 factors: token + certificates

M | PR 0—*[1&.?.?] 2 factors: one-time password (OTP) + token n.a. | n.a.

M | PR 0—*[1&.?.5] 2 factors: one-time password (OTP) over separate channel n.a.  na. | |

M | PR o #% [14.7.9] 2 factors: biometrics + password na. | na. ¥
[ H©®®

Please note that some safeguards may be later disabled per project phase.

8.11.8 Valuation (phases)

1. Go to the cell at row SAFEGUARDS, and column CURRENT. Select it.

2. Right click and select the maturity level that roughly matches your system (for example
L2).
3. You can visit safeguards below, to any level of detail, and refine you overall estimate.

If you have a plan in mind ...
4. Go to the cell at row SAFEGUARDS, and column TARGET. Select it.
5. Right click and select the maturity level that you aim to.

|, [example] risk analysis > safequards > Safeguard effectiveness - O >

Edit Expand View Export Import Statistics

Information sources

safeguard ||lu_| sn_lap_l l:ﬂ_ll:ll

SAFEGUARDS
|:| m | EL BBV =04l identification and authentication 1.3~ L2...
T cCi - h.uh\l‘“'l I nmicsl Aarcne s cambeald I [ [ |
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Top menu EDIT

copy the maturities selected are copied onto the clipboard
3 paste The maturities in the clipboard are pasted on the cells selected
pe find See “Safeguards / Find” below.

Top menu EXPAND
recommendation = 0 | expands the tree done to safeguards which recommendation is grey

n.a. expands the tree down to safeguards marked as n.a.;

{xor} expands the tree down to the safeguards that are mutually exclusive;
candidates for selections

selection within XOR nodes, expand to the selected child

perimeter see Perimeters

Top menu EXPORT

SoA SOA — Statement of Applicability

to CSV The visible rows are copied to a CSV file; for excel.

There are 2 formats. A simple one is useful for human readers; while the
second one is structured in such a way that you may edit externally and
reimport it into PILAR.

to XML The visible rows are copied to an XML file

report The values are copied to a textual file (RTF or HTML)

<Lx A report is generated with the safeguards below a given threshold
< target A report is generated with the safeguards below target phase.See

“Safequards / Reference and target phases” below.

Top menu IMPORT
from CSV Read maturity values from a CSV file

from XML Read maturity values from an XML file

import (mgr)
import (db)

Top menu STATISTICS

by domain Generates a summary of the evaluated safeguards by security domain.
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Top bands

Edit Expand Export Import Statistics

basze] corporate network

Infoermation sources

security There may be different safeguards for different domains. Click to select the

domain domain you want to edit.

information | Click to select some sources of information.

sources After that, PILAR will prune the tree to show only the parts of the tree
related to the selected sources.

8.11.8.1 Central table

|as...| tnp| re...| | safequard |do...| 50...| ap...l Do...l {:u.. PI_| |
SAFEGUARDS -
= wm  eL SN ¢ "™ 04l dentification and authentication L1 L3 L2...
1 Selection
2 | aspect See “Safequards / Aspect”.
3 | top See “Safequards / Type of protection”.
4 | recommendation | It is a rank in the range [null .. 10], estimated by PILAR considering the

assets, the security dimensions, and the level of risk addressed by this
safeguard.

The cell is grey if PILAR finds no reason to recommend this safeguard.
That is, PILAR does not know which risk this safeguard is good for.

(0) - PILAR thinks it is an overkill (“too much”).
(u) - PILAR thinks it is an under-kill (“not enough”).

Right-click to open a new window with a summary of the rational for the
recommendation; that is, the assets and dimensions to which the safeguard

will apply.

5 | traffic light

See “Safeguards / Reference and target phases” below.

6 Safeguards tree.
You double click to collapse / expand the tree.
You may right-click to access to “Safeguards / tree”.
7 | doubts Click to mark / unmark the row. The mark is typically used to remember
that there are issues waiting for an answer.
The mark “floats” to the top level to highlight the problem.
8 | sources Click to associate information sources to the safeguard and its children.
9 | applicability All safeguards apply by default. Nevertheless, you may mark safeguards as

not applicable. It implies that PILAR will ignore them.

Ignoring safeguards is somehow risky in the sense that you may inhibit
PILAR from working with measures that are useful.
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Non-applicability shall be justified, and the reason recorded as a comment.

10 | comment Click to associate comments to the safeguard.

Project phases.
See “Safeguards / Maturity valuation” below.

On applicability

o leftclick
o to select / unselect; if a countermeasure is marked as not applicable, all of its children
become not applicable; if some children apply and some do not, the countermeasures
above are marked as “...”.
e rightclick

|-:Io...| 50...| ap...l DO.I {:u.. M-

clear
recommendation
only if ...
n.a.

[,

s

o clear: to make countermeasures applicable

o recommendation: to apply recommendation; that is, everything applies unless
recommendation is grey

o only if...: select one or more security profiles (evl), then nothing applies unless required
by at least one of the selected profiles

o n.a.:to make countermeasures not applicable

8.11.8.2 Bottom tool bar

I_I .o Iq ll.'-"-'llﬂ‘j '\-l"-l'-'ulllu:f L _- [ —
qf 1 M CR!| o= W1 Wulnerahilite mananement

-
—IE+ SOUrces operation || suggest _,_innd > H @ @ ®

- 11+ | Spinner to control the expansion of the safeguards tree.

sources | Select one or more sources, and PILAR will select the safeguards associated to them.

) Undo last changes.

Cu Redo last undone changes.

operation | See “Safeguards / Valuation / Operations”

suggest | See “Safeguards / Suggest”

J_;, find See “Safequards / Find”

>> See “Safeqguards / Find”
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- Saves current project either in a file, or in database (according to its source).

8.11.8.3 SoA — Statement of Applicability
It is a relevant document for some auditors and auditing practices. It collects the safeguards that apply

or not.

Report data

0

Information sources select
Security domains select
Perimeter |basic -

Pt

Classification [RESTRICTED | w
Date |15-Aug-2018 |

Include [¢|yes [¥]n.a.

Format ® RTF ) HTML

0Ok cancel

It is important to know what applies in order to focus inspection on those that apply.

It is also important to know what does not apply, since auditors might disagree.

Sometimes, “n.a.” means that the safeguard would apply, but it is not justified (the risk does not justify

the resources needed).

Fields explained:

Classification

Establishes the marking of the report. A minimal marking is established in the
Project data. Here you can raise it.

Date Default date for the report is TODAY.
Information if marked, filter by information source
sources

Security domains

You may select a few security domains to be used in the report. By default, all
domains are printed.

Perimeter See Perimeters

Include You may include the safeguards that apply, those that do not apply, or all of
them

Format PILAR generates either RTF for documents, or HTML for intranet.

8.11.9 Valuation (domains)
Quite like “Valuation of safeguards per domain” but now columns are security domains, and tabs are

project phases.
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D [example] risk analysis = safeguards » Safeguard effectiveness — O >
Edit Expand Export Import 3Statistics
l/ current r target |
ﬂsp...l tup| zafeguard | u:u:lmm&nt| base | bps |
SAFEGUARDS |~ |
M | EL *'1'[1&] Identification and authentication L1-L4 L1-L4
T | EL *ﬂ'[AC] Logical access control LO-L5 LO-L5
M | PR *'ﬁ'[l}] Protection of Data / Information L1-L5 | Li-L&
M | EL *'ﬁ'[h‘:j Protecting cryptographic keys L3 n.a.
M | PR *ﬂ[ﬁ] Protection of Services LO-L5 L1-L5 |=
M | PR | " '[SW] Protection of Software LO-LS LO-L5
M | PR | o _'[HW] Protection of Hardware LO-L2 LO-L3
M | PR *ﬂ'[CDM] Protection of Communications LO-L3 LO-L3
M | PR | o Z=S[IF] Logical border protection system n.a. LO-L3
M | PR | o _'[MP] Protection of Media L1-L2 Li-L2 |
M | PR o ®®[aUx]) Auxilary Means Lo-Lz | Lo-L2
PHY | EL | o= 'ﬂ [PPE] Physical protection of equipment L2 L2
PHY | PR | o _'[L] Protection of the installations LO-L5 n.a.
PHY EL | o :=22[PPS] Physical Perimeter Protection LO-L2 L1
PER | PR | o= '[PS] Personnel n.a. na. |4
[ 1s H © &

8.11.10 Reference and target phases
The traffic light gives a fast indication on whether the level of maturity is enough or not.

To calculate the colour of the light, PILAR uses 2 references:

GREEN: target maturity

click the right button at the header of the phase to use as target

the head of the selected column is painted GREEN

RED: assessed maturity

click on the header of the phase you want to evaluate

the header of the selected phase becomes RED

Using the above information, PILAR chooses a colour:

traffic light
colour code
BLUE if the maturity at the RED phase is higher than the maturity at the
GREEN phase
GREEN RED maturity is aligned with target
YELLOW the RED maturity is poor: should be enhanced
RED the RED maturity is too poor: must be enhanced
GREY if the safeguard does not apply
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Here you have an example. [ |current SN 1v | target | PILAR|
The red phase, 3m is the assessed phase. = L3 L5 s "ﬂ‘ﬁ
The green phase, PILAR, is the target phase. | L0 L4
The traffic lights, first column, follow the difference . L1 L5
between phases red and green. B L2 L4
L3 L4
L4 L4
B L5 L4
L4 L4
L4 L4

8.11.11 Safeguard maturity valuation
The cells collect the maturity of each safeguard in each project phase.

The value is either a maturity level LO — L5, or n.a. (not applies), or empty. For mathematical
purposes, “n.a.” is not taken into account.

If a cell is empty, PILAR will reuse the level in the previous phase or in the next security domain (See
“Qptions / Security domains and project phases”. If after that search the cell is still empty, PILAR uses
the value specified in “Risk treatment”.

Maturity levels are assigned to single safeguards, black text. For groups of safeguards, PILAR shows
the range (min-max) ignoring cells that do not apply (n.a.). The aggregation in ranges propagates
upwards the tree up to the top level.

colour code

red characters | when the value is calculated from others

black on white | when the value is explicit

black on yellow | when the value comes from a security domain below

To change a value in a cell, you may

— right-click and choose
— select a maturity in the maturity combos in the bottom tool bar
— select one or more cells (rows and columns), and use EDIT menu to copy & paste

On the valuation cells, you may move maturity value from one phase, security domain, or project, to
another:

copy tree

PILAR copies the maturity of the cells in the current row, and in the corresponding sub-tree, to
be pasted later

paste tree
PILAR pastes the values copied before
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Note that the values can go from one phase to another phase, from one domain to another, and even
from one project to another project; but they always apply to the same sub-tree.

Please, note as well that copy-paste only works within the application. You may not copy in PILAR
and paste in another application.

XOR safeguards

When a tree branch is labelled as XOR, you may choose which one of its children is the one to take
into account.

right-click > select
In the example below, for the I&A mechanism, we have selected

e passwords in phase ‘current’
e token + password in phase ‘target’

| [example] risk analysis > safeguards » Safeguard effectiveness — O *
Edit Expand Export Import 3Statistics
[paze] corporate network Information sources
as...| top safeguard |du.| m.l m.l re...| |cu...|ii_
SAFEGUARDS |~ |
[] | ™  EL| ¢ *™®%[a] identification and authentication || [ EE
[]| ™M std ﬂ[lﬁx.ﬂ There is a policy on identification and authentication 3 - L2 | L3 L3
14.2] There are procedures for identification and 1
M [ 3 12| 13|13 [=
L . T authentication tasks l
[] ™ EL o~ #%114_3] User identification 5 B2 L3 L3
L] ™ EL o~ #1114 4] Management of user identification and authentication 5 B2 1312 |
]| ™ EL o= '[l4.5]) Special accounts (administration) b - L1... L3 L2..
| T |EL o [L4.8] Trusted authentication path [ L3 | L3 L4
[] ™ PR ¢ 15 7] fxor} Required authentication factors: | R
[] ™ pr o—-?[cl:x;.}ﬂ Something you have - physical token (e.q. 6 (u) ne ne. L3
[] ™ PR 0-'?[[&.?.2] Something vou know (e.g. password) - [ L.. n.s.|L3..
] ™ er o T [14.7.3] Software certificates (public-key n.8. |[ Lol L
cryptography)
[] ™ er o—?[lﬁn.?.-#] Something you are - biometrics (&.9. ns. | ns 3]l
fingerprint}) -
— F ]
—IE + | souUrces K7} Cul operation | suggest _,.) find | >> H @ <?> @

The other children are marked as n.s. (not selected).

8.11.12 Operation combo

PILAR can apply a set of standard operations to cells selected from the columns for maturity
assessment.

APPLY
applies the selected maturity value to the selected cell(s)
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FILL
applies the selected maturity value to the selected cell(s) if empty

PREDICT
looks around and fills empty cells with an average maturity;
it is useful when new versions of the tool introduce new items that are likely to deserve the
same maturity as items around

SIMPLIFY
removes values that may be inherited either from the domain below or from the phase before;
it is useful if you plan to change the relative order of phases

MINIMAL
taking into account the recommendation, PILAR suggests that maturity values considered
minimum to meet the needs of the system. Merely heuristic, with the intention of making a
reference below which should not operate the system

RECOMMENDATION
taking into account the recommendation, PILAR suggests a maturity values that it considers

adequate to meet the needs of the system. Merely heuristic, with the intention of making a
decent reference to operate the system

8.11.13 Suggest operation

Select a project phase: click on the header column, which shall become RED. Click on SUGGEST.
PILAR splits the window so that in the bottom pane there is a list of safeguards, sorted by interest.
Interest is a ranking assigned by PILAR based on the safeguard recommendation and current maturity.
Click on the safeguard to locate it on the top panel.

L. [example] risk analysis > safequards » Safeguard effectiveness — O x

Edit Expand Export Import Statistics

[base] corporate network Information sources
as..| top safeguard |dul m.l ::-n.l re... ta_r.li_

L]| T|EL Ll ﬁ[CDM.SI:] Security profies are applied LO... L4 L. | |

I:l T er [C_D_r.LSC.ﬂ Cpmmunicatiun options are reduced to the 7 l Lo L5 L4
minimum reguired

-?1[(10?.1.5(1.2] User accounts included by defauftin the L0 L5 L4

products are removed or modified

COM.SC.3] Adminiztrator accounts included by
T EL -” L0 L5 LS
# default in the products are removed or modified .l

EL -ﬁ[cnm.sc.aﬂ Only authorized security administrators .l 12| Lal s

can modify the configuration
T | EL 4/ OM.5C 5] Enabled services are configured securely B w5 15

I[N
m

1]

-

[COM.SC.5] Enabled services are configured securely

[COM.SC.3] Administrator accounts included by default in the products are removed or modified
[K.comms.5] The keys are generated in an area separated of operation

[K.comms.F.1] Safe container

[COM.SC.6] The rule of 'secure by default' is applied

1| l [ v]

—IE+ SOUrces K7 operation || suggest ,.innd e H @ <?> ®

ME

4]

version 2021.2 115



PILAR RM

8.11.14 Find
PILAR can search through safeguards using certain criteria:

CHANGES (phases | domains)

jumps along the tree, stopping at safeguards that change from one (phase | domain) to another
WORSENING

looks for safeguards which value decreases when we move along increasing phases
THRESHOLD

generates a report with the safeguards below a given maturity threshold
<TARGET

looks for safeguards which maturity is below the maturity in the target column (the column
with the green header)

N.A.

looks for safeguards which are valued as “n.a.” (not applicable) in some phase
UNEVAUATED SAFEGUARDS

looks for unevaluated safeguards (white hole)
XOR

looks for xor-safeguards, those where you have to select an option
COMMENT

looks for safeguards with comments
>>

repeats the last find operation from the current position of the cursor

8.12 Security actions

PILAR allows the identification of security actions that are activities with a beginning and an end that
act on a subset of safeguards or controls. This grouping does not change the mathematical calculations
of risk, it simply allows a project management approach.

| [Ejemple 3v2] = security actions — O >
Action Export
id start end daomain measures | description | responsible| resources status
[ |HR_001 1.1.2017 base 27002:201... [reqular aw... |[hr 1 m-y/year |ongoing
]| Im_po1 1.9.2017 31122017 |base 27002:201... |new backu... |it 30KE ongoing
1| [DP_101 1.1.2018 3152018 |base F_2016-6... |revision ofi...|hrlegal 10m-m10KE |planned

H O©®O
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Top toolbar
Action new
to create a new row
edit
to modify a row
delete
to delete a row
Export CSv
table to CSV for Excel
XML
table to XML

Bottom toolbar

Table

Saves current project either in a file, or in database (according to its source).

OK. The changes are saved, and the screen is closed.

CANCEL. The changes are undone, and the screen is closed.

A=

HELP. Jumps into this help files.

[m] Allows you to select some rows; click to select or forget; with the shift key you
can select a range

Py Click to edit the row

id Row identifier; it should be a unique identifier, without duplicates

start Starting date. Format day.month.year.

end Final date. Format day.month.year.

domain Security domain.

measures References security measures, either safeguards or profile controls

description | A textual description.

responsible | Reference to information sources

resources Textual description of the resources required, typically human and economic
effort.

status { planned, ongoing, suspended, done }

You may SHIFT-UP to move one or more selected actions one step upwards.

You may SHIFT-DOWN to move one or more selected actions one step downwards.
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8.12.1 Security action
It allows entering data describing the action.

| [Ejemple 3v2] = security actions > action — O >
id [DP_101| |

start [1.1.2018 |

end [315.2018 |

domain [base] Base =

measures R_2016-679:{A45 A46 A47T} [;lm

revision of international contracts

description

responsible hrlegal

10m-m
10KE
resources

saws  [pomed [

id

Row identifier; it should be a unique identifier, without duplicates
start

Starting date. Format day.month.year; example: 21.12.2002
fin

Final date. Format day.month.year; example: 21.12.2002
measures

click to select security measures; they can be technical safeguards or controls from some
evaluation profile

\d

Click to assess the maturity of selected safeguards and controls
domain
select the security domain on which you act
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description
describe the actuation; free text
responsible
reference information sources
resources
Textual description of the resources required, typically human and economic effort; free text
status
{ planned, ongoing, suspended, done }

8.13 Risk scenarios

In its classic version, PILAR associates ICT threats with system assets, threats that affect ICT
dimensions (confidentiality, integrity, etc.) and calculates the mitigating effect of ICT security
measures to estimate residual risk.

The same approach:

assets X threats

security measures

can be applied in wider scenarios. In what follows we will apply it to the legal aspects (legal risk) of
the assets that have value because of their personal character.

The approach is to associate threats on the legal aspects of the processing of personal data and apply
measures that address such threats.

The value is determined by the valuation of the asset in the privacy dimension. The threat must be
identified together with its impact on the value of the asset and the estimated probability of occurrence
(ARO). The measures that are adopted reduce the risk. All this within the unified framework for
estimating potential and residual risks.

| [Ejemplo 3v2] impact & risk > scenarios — O >
Risks Export

id assets description potential current target
001 TR1 apersonal intervi... |{5.4} {2.9% {1.9}
002 TR2, TR1 Appoint a person ... [{4.5} {1.6% 10.82%
o3 TR2 TR1 Avoid conditionin... [{4.2} i1.4% {0.76}
no4 TR2, TR1 Clearly define the ...|{4.5} {3.8} {3.6}
005 TR1, TRZ {5.4} {0.99} {0.99}

I o o
e | ey | | [ Iy

H @@

Top toolbar

Risk new
to create a new row

version 2021.2 119



PILAR RM

edit

to modify a row
delete

to delete a row

Export

CSVv

table to CSV for Excel
XML

table to XML

Bottom toolbar

Saves current project either in a file, or in database (according to its source).

OK. The changes are saved, and the screen is closed.

CANCEL. The changes are undone, and the screen is closed.

A=

HELP. Jumps into this help files.

Table

] Allows you to select some rows; click to select or forget; with the shift key you
can select a range

Py Click to edit the row

id Row identifier: it should be a unique identifier, without duplicates

assets One or more assets involved in the described scenario.

description | A textual description. It shall describe both the threat scenario and the measures
to counter it.

phases As many columns as projects phases, starting with the potential phase (inherent
risk). It shows the residual risk in each phase.

You may SHIFT-UP to move one or more selected scenarios one step upwards.

You may SHIFT-DOWN to move one or more selected scenarios one step downwards.

8.13.1 Edit one risk scenario
It allows entering data describing the risk scenario.

version 2021.2

120




PILAR RM

| [Ejemple 3v2] impact & risk > scenarios > risk — O >
id ooz |

asset TRZ, TR1

dimension |[PD] Personal data |v|

Appoint a person or department as responsible for the dialogue with those
affected in everything related to privacy and protection of personal data, and
description clearly communicate the way to contact it

threats PR.exnzpl.5

measures R_2016-679:{S44} [,'Q

residual i® automatic ) manual

potential

current

target

impact

(6]

(3l

[

frequency

1

0.083

0.022

risk

4.5}

{1.6}

{0.82}

id

Row identifier; it should be a unique identifier, without duplicates
asset

Click to select one or more assets involved in the described scenario.
dimension

Click on combo to select the affected dimension.
description

Describe the actuation; free text; it shall describe the threats, and the measures to counter them.
threats

Click to select one or more threats from the catalogue of PILAR.
measures

click to select security measures; they can be technical safeguards or controls from some
evaluation profile

\D

Click to assess the maturity of selected safeguards and controls
residual
Risk evaluation may be automatic or manual.
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To select safeguards and controls, PILAR can suggest elements that seem appropriate for the
dimension and threat used. It is just a suggestion.

8.13.2 Automated estimation of residual risk
Once the safeguards and controls have been selected with an effect on the described scenario, we can

see their valuation in terms of maturity ([H) and ask to apply that maturity as a risk mitigator. This,
for each phase of the project, including the pseudo recommendation phase of PILAR.

% automatic ' manual

potential current target
impact (5] [3] [1]
frequency 1 0.083 0.022
risk {4.51 {1.6} {0.82}

The potential impact is the value assigned to the asset in the dimension concerned.
The potential frequency is entered manually.
PILAR calculates the other entries in the table.

8.13.3 Manual calculus of residual risk

In manual mode, we will indicate to what extent the impact and probability are reduced in each phase
of the project

i) automatic ® manual

potential current target
impact [E] 13
frequency 10 2 M0
risk 5.4} {d.3} {34}

The potential impact is the value assigned to the asset in the dimension concerned.
The potential frequency is entered manually.

In each phase, we can indicate the estimated reduction. The most normal approach is to apply a
reducing ratio. PILAR calculates the risk given the estimated impact and likelihood.

8.14 Impact & risk

8.14.1 Criticality levels — Colour encoding

PILAR presents risk levels as criticality levels, in the range 0.00 to 9.9, with a colour to enhance
visibility:
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L. criticality levels >

{9} - catastrophic

{8} - dizaster

{T} - extremely critical

{3} - high
{2} - medium
M1 - low

{0} - negligible

8.14.2 Accumulated impact

| [example] impact & risk > accumulated impact — O >
View Export
fpotenﬁal |/{:urrent rtaruet |/PILAR |
| asset A1 | M | [ [Auth]| [Acc]| [V] | [PD] |

[] ASSETS [4] [7 [7 [7 [7 ) el
[] | & . [B] Essential assets: information and services [31 [31 [6] [71 [71 [11

[] | & & [I5]Internal services [31 [6] [ [71 [71

[ ¢ = [E]Equipment M [ m [m M@ [0]

| o=y [SW] Aplicaciones [41 [4] [71

| [SW_app] Tramitacion de expedientes 1 41 [71

L] A\ [1.5] Hardware or software failure [31 =
| A\ [E.8] Malware diffusion 1] 1] [4]

| A [E.20] Software vulnerabilities [0] [2] [5]

| ﬂ [E.21] Defects in software maintenance /| [0] [0]

| A [A.8] Malware diffusion [41 [41 [71

5 EXT_L@ext > [A.8, core] > A.8 [4] [4] [71

| @ EXT_L@ext > [A.11, core] = A.8 [4] [4] 7] |
] ﬁ [A.22] Software manipulation [31 [4] [71

| @ EXT_L@ext > [A.8, core] > A.22 [31 [4] [7]

| % EXT_L@ext> [A.11, core] > A.22 [31 [4] [ <
—IE + []+1 |domain || source manage legend @ <?>

There is one tab per project phase. Click to switch.
Pseudo phase “potential” shows inherent impact without safeguards.

Top menu VIEW
layers tree organized by layers, then assets

logical zones tree organized by logical zones, then assets
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physical zones tree organized by physical zones, then assets
tempest zones tree organized by tempest zones, then assets
threats tree organized by threats, then assets

Top menu EXPORT

html Exports selected rows to an html file for the web.
csv Exports selected rows to a csv file for excel.
xml Exports values to an xml file.
db Exports values to a database.
Only if the license enables the usage of SQL.

Table columns

selection Click on checkboxes to check / uncheck.
SHIFT-click to check a range.
Click on column header to clear current selection.

Selects rows to manage (see below)

assets Assets and threats

dimensions | One column per security dimension.
Click on header to switch to alternate view

Impact value. Impacts are evaluated on threats, and summarised for assets,
groups of assets, layers, and whole project.

Bottom toolbar

'IE" |:|+1 domain | | source manage legend @ @

- 11+ | Spinner to control the expansion of the assets tree. Expands down to assets. If [+1]is
selected, it further expands threats.

+1 Modifier for assets tree expansion. If checked, threats are expanded.

domain Select a security domain and PILAR will select the assets that belong to it.

source Select one or more information sources and PILAR will select the assets associated to
them.

manage For the rows selected in column 1, PILAR collects the risks, and jumps to the screen,
considering only the selected risks.

legend displays impact levels and colours
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8.14.2.1 Alternate view

When you click on a column header, PILAR switches between columns and tabs:

Q [example] impact & risk » accumulated impact pod
View Export
([Al ['M [ [C] [ [Auth] | [Acc] |

| asset |potent... current| target | PILAR |

[] |ASSETS [71 [51 | 1 |~

|:| o= _— [B] Ezsential azsets: information and services [6] [4] [11 [11 [

[] |e . [5]Internal services [71 [41 [11 [

[ |¢ . [E]lEquipment [71 [51 [11 [31

L] o 5 [SW] Applications [71 [51 [11 [2]

L] o [SW_app] Processing of files [71 [5] [11 [2]

|:| IL [I.5] Hardware or software failure

L] A\ [E.B] Malware diffusion [4 [11 o1 (o] 1

L] A\ [E.20] Software vulnerabilities [5] [31 [0] [o]

|:| IL [E.21] Defects in software maintenance / updating

Ll o= Jf\ [A.8] Malware diffusion [71 [41 [11 [2]

] o f\ [A.22] Software manipulation [71 [5] [m [2]

L] o~ (7 [HW] Hardware [7] [51 [ [31

L] o (7 [COM] Communications [6] [4] [0] [2

|:| o= . [55] Subcontracted services —

[] | e 5 [L]Facilities =]
—IE + |:| +1 | domain | | source manage legend @ @
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8.14.3 Accumulated risk
| [example] impact & risk > accumulated risk — O *
View Export
l/ potential |/ current |/ target |/ PILAR |
| asset | [A1 | m | €1 | [Auth]| [Acc] |

[ | ASSETS {5.9} {6.3} {6.4} {6.9} {66} |~
|:| o _— [B] Essential azsets: information and services {3.8} {3.7} {4.6} {5.2} {6.6} [}
|:| o _ [I5] Internal services {3.8) {62} {6.4} {6.9} {5.6}

L] 9 — [E] Equipment {5.9} {6.3} {6.4} {6.00

|:| b a [SW] Applications 4.2} {4.2} {5.9}

O ? “a @y [

|:| h [I.5] Hardware or software failure {2.8)

|:| h [E.B] Malware diffusion {1.6} {1.6} {3.4) 1
|:| h [E.20] Software vulnerabilities {0.75} {21} 3.9}

|:| h [E.21] Defects in software maintenance fupda {0.94) [0.94)

|:| o h [A.8] Malware diffusion 4.2} {4.2} {5.9}

|:| o= h [A.22] Software manipulation {3.7} {4.2} {5.9}

L] o~ ] [HW] Hardware 4.2} {6.3} {6.4} {6.00

|:| o= |:| [COM] Communications {59} {59} {5.4) {59}

|:| o _— [55] Subcontracted services {1.5} {4.5) 51} [—
L] |e= «— L] Facilities {5.4} - |

—IE + |:| +1 | domain | | source manage legend @ <?>

Top menu VIEW

layers

tree organized by layers, then assets

logical zones

tree organized by logical zones, then assets

physical zones

tree organized by physical zones, then assets

tempest zones

tree organized by tempest zones, then assets

threats

tree organized by threats, then assets

Top menu EXPORT

html Exports selected rows to an html file for the web.
csv Exports selected rows to a csv file for excel.
xml Exports values to an xml file.
db Exports values to a database.
Only if the license enables the usage of SQL.

There is one tab per project phase. Click to switch.
Pseudo phase “potential” shows inherent risk without safeguards.
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Table columns

selection Click on checkboxes to check / uncheck.
SHIFT-click to check a range.
Click on column header to clear current selection.

Selects rows to manage (see below)

assets Assets and threats

dimensions | One column per security dimension.
Click on header to switch to alternate view

Impact value. Impacts are evaluated on threats, and summarised for assets,
groups of assets, layers, and whole project.

Bottom toolbar

'IE* |:|+"I domain | | source manage legend @ <?>

- 711 + | Spinner to control the expansion of the assets tree. Expands down to assets. If [+1] is
selected, it further expands threats.

+1 Modifier for assets tree expansion. If checked, threats are expanded.

domain Select a security domain and PILAR will select the assets that belong to it.

source Select one or more information sources and PILAR will select the assets associated to
them.

manage For the rows selected in column 1, PILAR collects the risks, and jumps to the screen,
considering only the selected risks.

legend displays risk levels and colours
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8.14.3.1 Alternate view

When you click on a column header, PILAR switches between columns and tabs:

View Export

(11 [ m [ICT | [Auth] | [Acc] |

| [example] impact & risk > accumulated risk

| asset |potent... current| target | PILAR |

[] ASSETS {6.4} {4.6} {1.4} {25} |~

|:| o= _— [B] Ezsential azsets: information and services {4.6} 2.2} {0.F6}  [0.91} [

|:| o= - [15] Internal services {6.4) {4.4) {1.4} {2.5)

[] |§ . [E]Equipment 64 {48} {13} (25

L] o ) [SW] Applications {59 {3.8} {0,854} {1.4}

L] 9 [SW_app] Proceszing of files NEN (38 (084 {14

|:| ﬂ. [I.5] Hardware or software failure

L] A\ [E.B] Malware diffusion {3.4) {1.0} {0.43} | [0.63} |_

|:| ﬂ. [E.20] Software vulnerabilities 3.9} 1.9} {034} | [0.7T}

|:| ﬂ. [E.21] Defects in software maintenance / updating

|:| o= ﬂ. [A.8] Malware diffusion {5.9) {3.56} {0.54} 1.2}

|:| o= ﬂ. [A.22] Software manipulation {5.9} {3.8} {0.66} 1.4}

|:| o= |:| [HW] Hardware {6.4} {4.6} {1.3} {2.5)}

|:| o= |:| [COM] Communications {5.4} {3.5} {0.66} {0.97})

|:| o= . [55] Subcontracted services —

[] | o . [L]Facilities =l
= J + |:| +1 | domain | | source manage legend @ @

8.14.4 Accumulated impact and risk table

One tab per project phase. Click to switch.
Pseudo phase “potential” shows inherent risk without safeguards.

See summary (impact)
See summary (risk)
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Export

u [example] impact & risk > accumulated risk

Irputential rcurrent rtarget |/PILAR rsummarytimpa{:ﬂ rsummarytrisk] |

| asset | threat | o | v [av| b | 1 | L
|:| [https] S5L access [A.11] Unauthorizsed access| [Auth] [7 100% [ VH
|:| [archive] Central archive [A.11] Unauthorised access [Auth] [7 100% M VH
|:| [https] S5L access [A.11] Unauthorizsed access| [C] [7 50 [6] VH
|:| [SRV] Server [A.11] Unauthorizsed access| [C] [7 50 [6] VH
|:| [FC] Work positions [A.11] Unauthorizsed access| [C] [7 50 [6] VH
|:| [archive] Central archive  [A.11] Unauthorised access  [C] [7 50 [6] VH
|:| [SRV] Server [A.3] Manipulation of activ... [l] [7 50 [6] VH
|:| [SRV] Server [A.5] Masquerading of ide...| [Auth] [7 100% M H
|:| [FC] Work positions [A.5] Masquerading of ide...| [Auth] [7 100% [ H
|:| [https] S5L access [A.5] Masquerading of ide...| [Auth] [7 100% M H
|:| [archive] Central archive [A.5] Masquerading of ide... [Auth] [7 100% [ H
|:| [archive] Central archive  [A.5] Masquerading of ide... [C] [7] 100% | H
|:| [firewall] Firewall [A.5] Masquerading of ide...| [Auth] [7] 100% [7 H
[ ] [5RV] Server EXT_Li@ext > [A.11, core] ... 1] [71 100% [71 H
|:| [FC] Work positions EXT_Li@ext > [A.11, core] ... m [7] 100% [7 H
|:| [FC] Work positions EXT_Li@ext > [A.11, core] ... | [C] [7] 100% | H

A% A e Q E H E manage legend

Table columns

Click on column header to use it to sort rows. The header of the selected column is shown in

red background.

Top menu EXPORT

e asset — the assets

e threat — the threats

e dimension — the security dimension

e 'V —the own value of the asset, if any

e AV —the value accumulated on the asset

e D —degradation (see Options / Effects

e | —the impact

e L —the likelihood (see Options / Likelihood
e risk —the risk

csv Exports values to a CSV file, for excel.
xml Exports values to an XML file.
db Exports values to a database.

Bottom toolbar

AlE

To view only a few assets.
Click on the image to select the assets to view.
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Click ON / OFF to switch whether the filter applies or not.

Als

To view only a few threats.
Click on the image to select the threats to view.
Click ON / OFF to switch whether the filter applies or not.

1k

To view only a few security dimensions.
Click on the image to select the dimensions to view.
Click ON / OFF to switch whether the filter applies or not.

1%

To view only a few risks.

Click on the image to select the risks to view. You may specify a percentage for
impact, and a percentage for risk. Typical values are 10%, and 10%, selecting the
highest 10% of impact, and the highest 10% or risk (that is, the top-right of the
impact-likelihood table).

impact 10%

likelihood 10%

0% means no impact / risk.
100% means any impact / risk. That is, nothing is filtered out.
Click ON / OFF to switch whether the filter applies or not.

manage For the rows selected in column 1, PILAR collects the risks, and jumps to the
safeguard valuation screen, only taking into account the selected risks.
legend See Risks / Criticality levels & color encoding

Initially, rows are sorted according to criticality (risk), then impact, then likelihood.

Click on any header to sort by the corresponding column:

assets

sorted according to their position in the assets’ tree (ascending)

threats

sorted according to their position in the threats’ tree (ascending)

dimension | sorted according to their position in the dimensions’ list (ascending)

\Y/ sorted by asset’s value (descending)

A sorted by the accumulated value (descending)
D sorted by degradation (descending)

I sorted by impact (descending)

F sorted by likelihood (descending)

risk sorted by risk (descending)
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8.14.4.1 Impact summary

PILAR presents the evolution of impact along project phases.

| [example] impact & risk > accumulated risk
Export

[ potential | current | target | PILAR [ summary (impact} | summary (risk) |

| asset | threat

\dimens... NS current| target | PILAR |

[_]|[nttps] acceso S5L de los usuari..[A.11] Unauthorised access

[][PC] Puestos de trabajo [A.5] Masquerading of identity
[] [nttps] acceso SSL de los usuari...[A.5] Masquerading of identity
[][SRV] Servidor [A.5] Masquerading of identity
[] [archive] Archivo histérico central [A.5] Masquerading of identity
[] [archive] Archivo histérico central [A.5] Masquerading of identity

[]Iffirewall] Cortafuegos
[][PC] Puestos de trabajo
[][PC] Puestos de trabajo
[][PC] Puestos de trabajo
[ [PC] Puestos de trabajo
[ [SRV] Servidor

[ [PC] Puestos de trabajo
[ [PC] Puestos de trabajo
1 [SRV] Servidor

[A.5] Masquerading of identity
EXT_L@ext>[A.11, core] > [A.2...
EXT_L@ext>[A.11, core] > [A.2...

EXT_L@ext> [A.11, core] > [A.8]...
EXT_L@ext > [A.11, core] > [A.8]...

EXT_L@ext > [A.11, core] > [A.2...

EXT_L@ext > [A.B, core] > [A.22]...
EXT_L@Eext > [A.8, core] > [A.22]...

EXT_L@ext > [A.11, core] > [A.2...

[] [SW_app] Tramitacion de exped... EXT_L@ext > [A.11, core] > [A.2...
= .

[Auth]
[Auth]
[Autn]
[Autn]
[C]
[Autn]
[Autn]
[
[C]
[
[C]
[
m
[C]
[C]
[C]

[5] [11 [3]
[5] [11 [31
[5] [11 [3]
[5] [11 [2]
[4] [11 [2]
[4] [2] [2]
[4] [11 [3]
[5] [01 [3]
[5] [01 [3]
[5] [11 [3]
(5] (11 [3]
[5] [0] [3]
(5] (0] [3]
[5] [0] [3]
(5] (0] [3]
[5] [0] [2]

ME

1]

[al=llals][@/s] )5

manage

I JFEEFFEFIFEEFF2EHIIE

legend

8.14.4.2 Risk summary

PILAR presents the evolution of risk along project phases.

Export

| [example] impact & risk > accumulated risk

[ potential | current | target | PILAR | summary (impact} [ summary (risk)

| asset

threat

[][PC] Puestos de trabajo
[][SRV] Servidor

[][SRV] Servidor
[][PC] Puestos de trabajo

[][SRV] Servidor

[ [PC] Puestos de trabajo
[ [PC] Puestos de trabajo
[ [firewall] Cortafuegos

[ [PC] Puestos de trabajo
[ [PC] Puestos de trabajo

[_]|[nttps] acceso S5L de los usuari..[A.11] Unauthorised access
[]|[nttps] acceso S5L de los usuari..[A.11] Unauthorised access

[A.11] Unauthorised access
[A.11] Unauthorised access

[ [archive] Archivo histérico central [A.11] Unauthorised access
[A.3] Manipulation of activity rec...

[A.5] Masquerading of identity

[] [nttps] acceso SSL de los usuari...[A.5] Masquerading of identity

[A.5] Masquerading of identity

[ [archive] Archivo histérico central [A.5] Masquerading of identity
[ [archive] Archivo histérico central [A.5] Masquerading of identity

CVE-2011-0346

CVE-2011-0346

[A.5] Masquerading of identity
EXT_L@ext > [A.11, core] > [A.2...
EXT_L@ext > [A.11, core] > [A.2...

[Auth] 20 {30
€1 NN @43 14 @25
[cl {13} | {25
[c1 13 | {23
[C] {14} {22}
m 1 | @28
[Autn] 1.2 | {23
[Autn] 1.2 | {28
[Autn] {12 {21}
[c1 13} | {20
[Auth] (321 {16 {20}
U
1
[Auth] 3.8y {123 {21}

m SEOE @2 (077 {16}
€1 SEUE @44 (080) {16}
TR ..o

current| target | PILAR

ME

[al=llals][@/s] )5

manage

®

®

8.14.5 Deflected impact

PILAR presents the deflected impact on assets with an explicit value:
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|2 [example] impact & risk > deflected impact
Export
|_potential | current rtarget |/PILAR |

| asset 1A m |l | [auth| [Accl| ™ | [PD]
[[] ASSETS [4] [4] [71 [7] [7] 1
[] |e | [NFO]Expedientes en curso 4] 7 M 4] 11
[] | e g [S_in_person] Tramitacion presencial 41 [7 [71
[] | e § [S_remote] Tramitacion remota 11 [7 [71

-

© @

You may expand the tree to split each dimension apart

| [example] impact & risk > deflected impact - O *
Export
l/potential rcurrent rtarget rPILAR |
asset LW m | [c || faccl| M | [PD)
[] ASSETS [4] [4] [71 [71 [71 [11
O | ¢ [INFO] Expedientes en curso [ T T 7 I )| 11
(| o~ [11 Integrity [4]
|| o [C] Confidentiality il
|| ¢ [Auth] Authenticity of users and information [41
|| & [Acc] Accountability of service and data [4]
| o= [PD] Personal data 1
[[] & g [5_in_person] Tramitacion presencial 41 M [71
[[] & g [5_remote] Tramitacion remota 1 M [71

ISE

©®

| [example] impact & risk > deflected impact = O *
Export
| potential | current | target | PILAR |
| asset L a1 m | [ |[auth| fAccl | M | O]
[[] ASSETS [4] [4] [71 [71 [71 [11
[] |9 | [NFO]Expedientes en curso 41 [71 41 41 [1]
|| o~ [I] Integrity 41
1 EMIC] Confidentiality [71
| o~ [S_in_person] Tramitacion presencial [6]
| o= [S_remote] Tramitacion remota [6]
| o~ [https] acceso S5L de los usuarios [6] 7
| o= [email] Mensajeria electronica [6]
| o= [archive] Archivo histérico central 71 [
| o [SW_app] Tramitacion de expedientes 71
| o= [PC] Puestos de trabajo [ 71 [
| o= [SRV] Servidor 7 71 [
(|| o- [LAN] Red local [6]
(| o~ [Auth] Authenticity of users and information [4]
O o [Acc] Accountability of service and data [4]
(| o- [PD] Personal data [1]
[] & § [S_in_person] Tramitacién presencial 41 71 7
[] = § [S_remote] Tramitacién remota [11 [7] [7

-

You may further expand the tree to inspect how each dimension is affected on assets below:
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And so on, down to the level of single threats:

|4 [example] impact & risk > deflected impact - O *
Export
l/ potential | current | target | PILAR |

asset [ w1 | m | @ [ ace| p | eop |

[ ] ASSETS [41 [41 [r1 [71 [71 M |~

] 9| [INFO] Current files [4] [ [4] [4] [11 B

| o= [I] Integrity [4]

] & [C] Confidentiality 7

D o= [S_in_person] In person processing [61

] o~ [5_remote] Remote processing [6] =

O ? GG

] A [E.2] System / Security administrato 51

|:| A [E.19] Information leaks [41

] A [A.5] Masquerading of identity [61 71

L] A\ [A.B] Abuse of access privileges 6] 6] |

] A [A7] Misuse [4]

|:| A [A.11] Unauthorised access [61 7

D A [A.12] Traffic analysis [21

|:| o= [email] electronic messaging [61

D o= [archive] Central archive 71 71 - |

|

manage legend © @

One tab per project phase. Click to switch.
Pseudo phase “potential” shows inherent impact without safeguards

Top menu EX

PORT

html

Exports selected rows to an html file for the web.

Ccsv

Exports selected rows to a csv file for excel.

xml

Exports values to an xml file.

db

Exports values to a database.
Only if the license enables the usage of SQL.

Table columns

1

selection

Click on checkboxes to check / uncheck.
SHIFT-click to check a range.
Click on column header to clear current selection.

Selects rows to manage (see below)

assets

Assets tree.

1st level: assets with a value: deflected impact.

2nd level: split down of security dimensions: deflected impact.
3rd level: assets below (in dependency tree): accumulated impact.
4th level: threats impacting the assets: accumulated impact.

dimensions

One column per security dimension.
Click on header to switch to alternate view.
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Bottom toolbar

L o= [email] electronic messaging [6] ‘

|:| o= [archive] Central archive [71 [71 - |

—IE+ manage legend @ <?>

_ 711+ | Spinner to control the expansion of the assets tree.

manage For the rows selected in column 1, PILAR collects the risks, and jumps to the
safeguard valuation screen, only taking into account the selected risks.

legend displays impact levels and colours

8.14.5.1 Alternate view

When you click on the header of a security dimension column, PILAR switches between columns and
tabs, and presents the following image:

|l [example] impact & risk > deflected impact - O X
Export
([Al | [ [C1 [ [Auth] | [Acc] | [V] [ [PD] |
| asset \potential current| target | PILAR
[] ASsETS [ 51 [1] [3]

|:| o | [INFO] Current files [7 [5] [1] [3]
|:| o g [5_in_person] In person processing
|:| o § [5_remote] Remote processing

8.14.6 Deflected risk
Similar to Deflected impact, but presents risk values instead of impact values.
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8.14.7 Deflected impact and risk table

|l [example] impact & risk > deflected risk — O *

Export
[f’potential r current rtarget |/PILAR |/ summary (impact) rsummary [risk) |
| father | D | child | D | threat v | b | 1| L

|:| [INFO] Current files [C] [https] S5L access  [Auth][A.11] Unauthorised... [7] 100%  [7] VH
|:| [INFO] Current files [C] [archive] Central ar... [Auth][A.11] Unauthorised... [7] 100%  [7] VH m
|:| [5_in_person] In pe..[[Auth] [hitps] S5L access  [[Auth][A.11] Unauthorised..| [7] | 100% | [7] VH m
|:| [5_in_person] In pe...[[Auth] [archive] Central ar... [Auth] [A.11] Unauthoriged..| [7]  100%  [7] VH m
|:| [5_remote] Remote.. [[Auth] [hitps] S5L access [[Auth][A.11] Unauthorised..| [7] | 100% | [7] VH m
|:| [5_remote] Remote..[Auth] [archive] Central ar... [Auth] [A.11] Unauthoriged..| [7]  100%  [7] VH m
|:| [INFO] Current files [C] [https] S5L access [C] [A.11] Unauthorizsed... [7] | 50% | [6] VH m
|:| [INFO] Current files [C] [PC] Work positions | [C] [A.41] Unauthoriged.. [7] @ 50% | [6] VH m
|:| [INFO] Current files [C] [SRV] Server [C] [A.11] Unauthorizsed... [7] | 50% | [6] VH m
|:| [INFO] Current files [C] [archive] Central ar...| [C] [A.11] Unauthoriged..| [7] @ 50% | [6] VH m
|:| [5_in_person] In pe...[Auth] [https] S5L access [C] [A.11] Unauthorizsed... [7] | 50% | [6] VH m
|:| [5_remote] Remote.. [Auth] [https] S5L access [C] [A.11] Unauthorized... [f] | 50% | [6] VH m
|:| [INFO] Current files [C] [SRV] Server [ [A2] Manipulation o... [f] @ 50% | [6] VH gl
|:| [5_in_person] In pe...[[Auth] [SRV] Server [ [A2] Manipulation o... [f] @ 50% | [6] VH gl
|:| [5_in_person] In pe..| [Acc] [SRV] Server [ [A2] Manipulation o... [f] @ 50% | [6] VH gl
|:| [5_remote] Remote..[Auth] [SRV] Server [ [A2Z] Manipulation o... [f] @ 50% | [6] VH gl

Al A|S A x ﬁ x E x tree manage legend @ <?>

One tab per project phase. Click to switch.
Pseudo phase “potential” shows inherent risk without safeguards.
e See summary (impact)

e See summary (risk)

Top menu EXPORT

csv Exports selected rows to a csv file for excel.
xml Exports values to an xml file.
db Exports values to a database.

Only if the license enables the usage of SQL.

Table columns

1 | selection
2 | father The asset above: the one with value where the consequences of the threat are
deflected.
3 | dimension the consequences of the thread are on this dimension
above
4 | child The asset below: where the threat occurs.
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5 | dimension The dimension affected by the threat on the asset below.
below

6 | threat The threat

7 | value The value of the asset above on the dimension above.

8 | degradation The degradation caused by the threat on the dimension of the asset

9 | impact Impact of the threat on the dimension of the asset above.

10 | likelihood Likelihood of the threat on the asset.
The label on the header follows the option selected to present likelihood (see
Options / Likelihood

Bottom toolbar

” P — e - L g o o o e - R
|

e | )
Al |A|S | AIES eSS tree manage legend @ @

Filter assets above. To view only a few assets.
Click on the image to select the assets to view.
Click ON / OFF to switch whether the filter applies or not.

Filter assets below. To view only a few assets.
Click on the image to select the assets to view.
Click ON / OFF to switch whether the filter applies or not.

,ﬂ. £ To view only a few threats.
Click on the image to select the threats to view.
Click ON / OFF to switch whether the filter applies or not.

Q £ To view only a few security dimensions.
Click on the image to select the dimensions to view.
Click ON / OFF to switch whether the filter applies or not.

|“"_"’ E To view only a few risks.

Click on the image to select the risks to view. You may specify a percentage for
impact, and a percentage for risk. Typical values are 10%, and 10%, selecting the
highest 10% of impact, and the highest 10% or risk (that is, the top-right of the
impact-likelihood table).

0% means no impact / risk.
100% means any impact / risk. That is, nothing is filtered out.
Click ON / OFF to switch whether the filter applies or not.

TREE

manage Select one or more rows. For the rows selected, PILAR collects the risks, and jumps
to the safeguard valuation screen, only taking into account the selected risks.

legend See Risks / Criticality levels & color encoding
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Rows are sorted according to criticality (risk), then impact, then likelihood.

Click on any header to sort by the corresponding column.

8.14.7.1 Impact summary

PILAR presents the evolution of the impact along project phases.

Export

|, [example] impact & risk > deflected risk

( potential r{:urrent rtarget |/PILAR Irsummaryfmpad} r summary (risk) |

| father [dime..] child | dime..] threat - curr... target| PILAR|
[][INFO] Expedientes en.. [C] [SRV] Servidor [C] [A.8] Malware diffusion 5] 11 [2] |~
[] INFO] Expedientes en ... [C] [SRV] Servidor [C] [A.B] Malware diffusion [?] 5] [11 2 =
[C] [INFO] Expedientes en ... [C] [SRV] Servidor [C] [A.25] Theft [71 5] [0] [3]
[] [INFO] Expedientes en.. [C] [SRV] Servidor IC] [A.22] Software manip... | [7] 5] [0] [31
[][INFO] Expedientes en.. [C] [SRV] Servidor [C] [A.22] Software manip... | [7] 5] [0] [31
[] [INFO] Expedientes en.. [C] [SRV] Servidor IC] [A.22] Software manip... | [7] 5] [0] [31
[] [INFO] Expedientes en.. [C] [PC]Puestos de trabajo  [C] [A.8] Malware diffusion [ 5] 11 [31
[][INFO] Expedientes en ... [C] [PC]Puestos de trabajo | [C] [A.8] Malware diffusion [ 51 11 [31
[][INFO] Expedientes en ... [C] [PC]Puestos de trabajo | [C] [A.8] Malware diffusion [ 51 11 [31
[][INFO] Expedientes en ... [C] [SW_app] Tramitacién .. [C] [A.22] Software manip... [7] 51 [0] [21
[][INFO] Expedientes en ..., [C] [SW_app] Tramitacién .. [C] [A.22] Software manip... [7] 51 [0] [21
[][INFO] Expedientes en ... [C] [SW_app] Tramitacién .. [C] [A.22] Software manip... [7] 51 [0] [21
[][INFO] Expedientes en ... [C] [SRV] Servidor [l [A.15] Deliberate altera... [7] 51 11 [21
[][INFO] Expedientes en ... [C] [https] acceso S5L de ... [Auth] [A.11] Unauthorised ac... [7] 51 11 [31
[][INFO] Expedientes en ... [C] [SRV] Servidor [l [A.8] Malware diffusion [ 51 11 [21
D [INFO] Exped lentes en..| [C] [SRV] Semclor [0 [A.8] Malware diffusion [71 [5] [11 [2] -
(alsals]als] @55 e [roee] [wew] (@ D

8.14.7.2 Risk summary

PILAR presents the evolution of risk along project phases.

|, [example] impact & risk > deflected risk O X
Export
( potential r{:urrent rtarget |/ PILAR r summary (impact) |T summary (risk) |

| father dime..] child | dime..] threat curr...| target| PILAR
[] [INFO] Expedientes en.. [C] [https] acceso SSLde ... [Auth] [A.11] Unauthorised ac... {2.0} {3.0} =~
[ [S_in_person] Tramita... [Auth] [https] acceso SSL de ... [Auth] [A.11] Unauthorised ac... Bl - {2.0y {3.0} =
[ [S_remote] Tramitacid... [Auth] [https] acceso SSL de ... [Auth] [A.11] Unauthorised ac... - {2.0} {3.0}
[] [INFO] Expedientes en.. [C] [archive] Archivo histd.. [C] [A.11] Unauthorised ac... - {14} {22}
[] [INFO] Expedientes en.. [C] [PC]Puestos detrabajo [C] [A.11] Unauthorised ac... - {1.3} {2.5}
[][INFO] Expedientes en.. [C] [https] acceso SSLde.. [C] [A.11] Unauthorised ac... - {14} {2.5}
[][INFO] Expedientes en.. [C] [SRV] Servidor [C] [A.11] Unauthorised ac... - {1.3} {2.3}
[][5_in_person] Tramita... [Auth] [https] acceso SSLde.. [C] [A.11] Unauthorised ac... - {1.4} {2.5}
[1[5_remote] Tramitacic... [Auth] [https] acceso SSLde..  [C] [A.11] Unauthorised ac... - {1.4} {2.5}
[][INFO] Expedientes en ... [C] [SRV] Servidor [ [A.3] Manipulation of a... - {11} {2.2}
[][5_in_person] Tramita... [Auth] [SRV] Servidor [l [A.3] Manipulation of a... . - {11} {2.2}
[][5_in_person] Tramita... [Acc] [SRV] Servidor [ [A.3] Manipulation of a... .3} - {11} {2.2}
[1[5_remote] Tramitacic... [Auth] [SRV] Servidor [l [A.3] Manipulation of a... - {11} {2.2}
[1[5_remote] Tramitacié... [Acc] [SRV] Servidor [l [A.3] Manipulation of a... B{#%43 - {11} {2.2}
[][INFO] Expedientes en . [C]1 [SRV] Servidor [Auth] [A.5] Masquerading of i... {3.9y {1.2} {21}
D [INFO Expedlentes en.. [C] [https] acceso SSL de . [Auth] [A.5] Masquerading of i... {3.9y 1.2} {2.2} -

- -

IAI\EHAI\%HAH%HGH%I\HH%I oo [nanage]  [egens] @) B
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9 Security profiles (EVL)

Security profiles are collections of safeguards that aim to protect a system. Security profiles may focus
on some specific aspects or may be general. There are security profiles that are widely recognized and
can be checked for compliance.

PILAR maps security profiles to her safeguards in such a way that:

e you may estimate to which extend the system is compliant
e PILAR may estimate the residual risk after satisfying the profile
e you may work with several profiles in a coordinated manner

Let’s use ISO/IEC 27002 (2013) as an example.

To load it into PILAR, you need the corresponding .EVL file
bib_en/27002_2013_*_en.ev]

and you have to configure PILAR to load it on start (alternatively, you may load later, through the user
interface). From the configuration file:

STIC en.car
profile= 27002_2013_ * _en.evl

In the GUI, the loaded profiles appear as:

™ PILAR RM: [example] Public Administration Office —L\\) d >
Project File Db Edit Level Help

> o o)

Risk Analysis and Management
o= D Project
¢ A Risk analysis
o= A1 Assets
o= A2 Logical zones
o= A 3. Physical zones
o= A4 Threats
¢ A5, Risk treatment
o= 5. Safeguards
BRIE. Security profiles
¢ EA.[27002:2013] Code of practice for information security controls
E.1.1.valuation
E.1.2. groupings
o= E 2 [GDPR:2016] REGULATION on the protection of natural persons with regard to the processing of person
o= E.3.[29151:2017] Code of practice for personally identifiable information protection

[4] Il | [»]

example_en.magr @ @ ®

[

[4]
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And, getting into valuation, we find the collection of controls of the standard:

contral

[27002:2013] Code of practice for information security controls
o= J [5] INFORMATION SECURITY POLICIES
9 J|[E] DORGAMIZATION OF INFORMATION SECURITY
9 J [6.1] INTERMNAL ORGAMNIZATION
e J [6.1.1] Infarmation security roles and responsibilities
o-ﬂ[G.TE] Information security management committee
o [5.1.4] Identified roles
o—ﬁ[G.TE] Allocation of responsibilities in information security
o—?[G.TB] Internal coardination
T J[E.1.1.a] Risk management
o-ﬂ[RruH] There is a policy for risk management
'ﬂ[RM.E] Persons are assigned to responsibilities
o o [6.1.2] Segregation of duties
o ‘} [6.1.3] Contact with authorities
o ../ [6.1.4] Contact with special interest groups
o= .,} [6.1.58] Infarmation security in project management
o= ‘} [6.2] MOBILE DEVICES AND TELEWORKING
o J [71HUMAN RESOURCE SECURITY
o= ..} [B] ASSET MAMNAGEMENT
o= J[Q] ACCESS CONTROL
o J [10] CRYPTOGRAPHY
o- ..} [11] PHYSICAL AMD ENVIRONMMEMTAL SECURITY
o= J [12] OPERATIONS SECURITY
o= J [13] COMMUMNICATIONS SECURITY
o= .,} [14] SYSTEM ACQUISITION, DEVELOPMENT AMD MAINTEMAMNCE
o J [15] SUPPLIER RELATIOMNSHIPS
o= ..} [16] INFORMATION SECURITY INCIDENT MAMAGEMENT
o= J [17] INFORMATION SECURIY ASPECTS OF BUSINESS CONTINUITY MANAGEMENT
o J[1 8] COMPLIAMNCE

EVL trees have different types of nodes:

Controls — main requirements from security profiles

Questions — secondary requirements, or tree structuring nodes

Links — when a control refers to another control

Safeguards — countermeasures from the PILAR library

S YOIEIRY

See also — additional information
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9.1 EVL - Basic usage

Basic usage is to introduce values for profile controls. Select the cell for a control, and a phase, then

— O x

LO-L5 L3-L5.. LZ-L5

Lo L5 L2
LO-L5.. L4-L5 L2-L4 !
LE | L 1A |

LD - non existent
L1 - initial / ad hoc
L2 - repeatable but intuitive

L3 - defined wmma
L4 - managed and surable

L5 - optimised

L0

il

pull up values

T push down values
L{; delete: controls

L| delete: controls + safeguards

right click:
Q [exarnple] 27002:2013 » valuation
Edit Expand WView Export Import Select Graphs
/ ativ: Infermation sources
rec.. control | do_l sn_l q:_| m_| cu
I:l [27002:2013] Code of practice for information security
controls

(1 2 M = +/ 5] NFORMATION SECURITY POLICES
L] BF ¢ +/ [5] ORGANIZATION OF INFORMATION SECURMY
(17 I 5 +' 6.1 INTERNAL ORGANIZATION
I:l 3 o= [6.1.1] Information security roles and

rezponsibilities
mg | o o [6.1.2] Segregation of duties
RN | o o [6.1.3] Contact with authorities
|:| 5 - o= J [6.1.4] Contact with special interest groups
I:l 2 o= ,’ [6.1.5] Information security in project

management
L] o= & [6.2] MOBILE DEVICES AND TELEWORKING n.a.
L] o o [7] HUMAN RESOURCE SECURITY n.a.
L1 B I = +/ 5] ASSET MANAGEMENT
L] B o /(9] ACCESS CONTROL
L] BB = +/ [10] CRYPTOGRAPHY
T3+ O o

Iﬂ delete: safeguards

select

copy tree

paste tree
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PILAR applies the selected maturity to the selected control. Then, it is copied onto every child.

| [example] 27002:2013 > valuation — O X
Edit Expand View Export Import Select Graphs
[kase] red corporativa Infermation sources

rec.. control | do_l m_l q)_| m_| mrrentﬁi_

D C[ZDTHII;EDZl;‘ZM 3] Code of practice for information security LO-L5 L3-L5.. L2-L5 |~ |
(] 2 B = +/ 5] NFORMATION SECURTY POLICES Lo L5 L2

L] B 7 +/ (5] ORGANIZATION OF INFORMATION SECURITY L3 | L4L5 L2-L4

(] 7 I ¢ + 5.1 NTERNAL ORGANIZATION L3  L4L5 L2-L4

I:l 5 o ,’ [6.1.1] |I'I.TI:!rI'.I'IEtII:II'I security roles and L3 L4LE | L2-13 |=

responsibilties

my | | o o [6.1.2] Segregation of duties L3 L5 L4(L2.
N | o o [6.1.3] Contact with authorities L3 L5 L3

[] & - - q’ [6.1.4] Contact with special interest groups L3 L5 L3

I:l 2 l o= J [6.1.5] Information security in project L3 L4 Lz |

management

| o= 4/ [5.2] MOBILE DEVICES AND TELEWORKING n.a.

| o= & [7] HUMAN RESOURCE SECURITY n.a.

L] RPN o +/ 18] ASSET MANAGEMENT L1-L2.. L4-15.. L2-14

L] B8 | o 4/ [9] ACCESS CONTROL LO-L4.. L3156 L2-5..
] NN > +/ [10] CRYPTOGRAPHY L2-L3 L4(L3.. L3-L5.. «

IE []+1 domains K7 suggest H . @ @
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So, you can set a general value for many controls, and refine the details later. When children have a
range of values, the common father presents the maturity range:

| [example] 27002:2013 > valuation — O >
Edit Expand View Export Import Select Graphs
[pasze] red corporativa Infermation sources
rec.. control | do_l m_l q)_| m_| mrrentﬁi_
D [27002:2013] Code of practice for information security LO-L5 L1-L5 L2-L5 |~ |
controls
(] 2 B = +/ 5] NFORMATION SECURTY POLICES Lo L5 L2
L] B 7 +/ (5] ORGANIZATION OF INFORMATION SECURITY L1-L3 | L1-L3 | L2-L4
(] 7 I ¢ + 151 NTERNAL ORGANIZATION L1-L3  L1-L3  L2-L4
I:l 5 o ,’ [6.1.1] Information security roles and L4 Li L3-13 |—
responsibilties T
ml | o o [6.1.2] Segregation of duties L2 L2 L4(L2.
mlEN | o o [6.1.3] Contact with authorities L3 L3 L3
L] & - o~ J [6.1.4] Contact with special interest groups L3 L3 L3
ol 2 o= J [6.1.5] Information security in project L3 L3 L2
management |
| o= 4/ [5.2] MOBILE DEVICES AND TELEWORKING n.a.
| o= & [7] HUMAN RESOURCE SECURITY n.a.
L] RPN = +/ 18] ASSET MANAGEMENT L1-L2.. L4-15.. L2-14
L] IS = +/ 19 ACCESS CONTROL LO-L4 ... L3-L5 ... L2-L5 ...
L] BN = +/ [10] CRYPTOGRAPHY L2-L3 L4(L3.. L3-L5.. «
—IE + [+ domains K7 suggest H . @ @
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The value in one phase is used in following phases, unless changed.

Ll [example] 27002:2013 > valuation

rec..

Edit Expand WView Export Import Select Graphs

[base] red corporativa Infermation 2ources
| du.l m.l ap...| m| cu rrentﬁi_

control

controlz

/O o
M L!'II'.JI (¥ IIN

[2700:2:2013] Code of practice for information security

o= qf [5] INFORMATION SECURMY POLICIES
9 qf [6] ORGANIZATION OF INFORMATION SECURITY
? J [6.1] INTERNAL ORGANIZATION
o J [5.1.1] Information security roles and
responsibilties

o= \’ [6.1.2] Segregation of duties
o= \’ [6.1.3] Contact with authorities.
o= \’ [6.1.4] Contact with =pecial interest groups

o= J [6.1.5] Information security in project
management

o o/ [6.2] MOBILE DEVICES AND TELEWORKING
o o [7] HUMAN RESOURCE SECURITY
o o (2] ASSET MANAGEMENT
o o [9] ACCESS CONTROL
o o [10] CRYPTOGRAPHY

LO-L5 L2-L5
Lo L5

v L2-LE
L2

L1-L3  L2-L3 L2-L4
L1-L3  L2-L3 L2-1L4

L1 L3
L2 L2
L3 L3
L3 L3
L3 L3
n.a.
n.a.
L1-L2 .. L415..
LO-L4 .. L3-L5
L2-L3 L4(L3...

L2-L3

L4 (L2...
L3
L3

F

4

-+ [+ domains

suggest

H ©

PILAR maps controls onto safeguards. This mapping is neither official, nor perfect. It is not official
because security profiles are pieces of work from different sources, unrelated to PILAR. And it is not

perfect for several reasons:

e there may be no appropriate safeguard in PILAR to meet the control requirements
e the same safeguard in PILAR may apply to more than one control

e asPILAR evolves, the set of safeguards evolve

PILAR tries to do something reasonable.
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When a safeguard is found in several mappings, change the value in one place has a ripple effect:

| [example] 27002:20132 > valuation — O x
Edit Expand WView Export Import Select Graphs
[base] red corporativa Infermation 2ources
rec.. control | du_| an_| m_|m_|ﬁEi_
I:l [2700:2:2013] Code of practice for information security 13 L2 L5l
controlz
(] 2 I > +/ 5] NFORMATION SECURTY POLICIES L2
L] B ? +/ (5] ORGANIZATION OF INFORMATION SECURITY L3 13 | L2-14
LIS I ¢ +/[51] NTERNAL ORGANIZATION L3 13 L2114
I:l 3 . o [6.1.1] Information security roles and L7213
responsibilties »
my | | o & [6.1.2] Segregation of duties L3 L3 L4(.
R | o & [6.1.3] Contact with authorities L3
]l & - o J [6.1.4] Contact with special interest groups L3
D 2 l o= J [6.1.5] Information security in project L7
management |
|:| o= J [6.2] MOBILE DEVICES AND TELEWORKING n.a.
|:| o= -J [7] HUMAN RESQURCE SECURITY n.a.
[ 07 Il = + [5] ASSET MANAGEMENT L214
[ ] RSN = +/ 5] ACCESS CONTROL (L3 (-L3)Lz-L
] NN > +/ [10] CRYPTOGRAPHY L3l
-+ [+ domains K7 suggest H . <?> ®

We may find out the cross relations between controls by asking for the safeguards used in several

places
| [example] 27002:2013 > valuation — O >
Edit Expand View Export Import Select Graphs
[pasze] red corporativa Infermation sources

e o O N

I:l [27002:2013] Code of practice for information security 13 L2- L5
controls
[] 2 I = +/ 5] NFORMATION SECURTY POLICES L2
L] NP 7 +/ (5] ORGANIZATION OF INFORMATION SECURITY L3 L3 L1214
LIS I 7 +/I[5.1] NTERNAL ORGANIZATION L3 13 1214
I:l 5 o [6.1.1] In_fu_rr_natiun security roles and L2-L3|—
responsibilties
my | | o o [6.1.2] Segregation of duties copy L3 L3 L4(..
N | o o [6.1.3] Contact with authorities L3
RN | o o [6.1.4] Contact with specialinte{ ~ COPY Path L3
0Ol 2 o J [5.1.5] Information security in pr full text L2
management full path |
| o~ o [6.2] MOBILE DEVICES AND TELEW description n.a.
Ol o o [7] HUMAN RESOURCE SECURITY e fath n.a.
L1 08 I = +/ [3] ASSET MANAGEMENT close father L2-L4
[ PESNI - +/ (9] ACCESS CONTROL close brothers (-L3) (-L3)L2-L
1 NS = +/ [10] CRYPTOGRAPHY go to ... L3-L..|+|
dual

e g0 [omem] |- BEIERE

version 2021.2

144



PILAR RM

and PILAR selects all the references in the profile; for example:

1 Nel » +[9)ACCESS CONTROL (13) | (_-L3) L315..
9.1] BUSINESS REQUIREMENTS FOR ACCESS

mi | 9 «#[9.1.1] Access control policy L3 (L3 L3
o-?[H.AC.ﬂ There is a policy on access

LS ! control =

O o “12[H.5T 2] Segregation of tasks into roles L3 L3 n.a.

o= o [9.1.2] Access to networks and network
= I Senices L

9.2 EVL - View options
PILAR may present maturity of controls and safeguards in several ways

view >> maturity
PILAR presents the range of the controls, and the range of safeguards:

I 9 J [6] ORGAMIZATION OF INFORMATION SECURITY LO-L3
| 9 J [6.1] INTERMNAL ORGAMIZATION LO-L3
o
‘}EEE.;F.]L]AEE{ITEEW security roles and LD
-] J [6.1.2] Segregation of duties L3 (LO-L3)
? % [H.5T] Segregation of tasks LO-L3
[H.ST.1] All critical processes require LD

atleast 2 people
o- M™[H.5T.2] Segregation of tasks into roles L3
o-ﬂ[H.ST.E] Contral of the effectivity of the

separation architecture L
o= J [6.1.3] Contact with authorities L3
o= J [6.1.4] Contact with special interest groups L3
o J [6.1.5] Information security in project L3

management
o-J[E.E] MOBILE DEVICES AND TELEWORKIMNG L3

view >> ~ maturity

PILAR presents an approximation to the maturity, averaging components. For example, if most
children are L3, but one is not, the average is slightly less than L3-
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| 9 J [6] ORGAMNIZATION OF INFORMATION SECURITY L2 (L3}
| 9 J [6.1] INTERMAL ORGAMIZATION L2 [(L2+)
o= J [6.1.1] Information security roles and

responsibilities LO

e J [6.1.2] Segregation of duties L3({L2)
% [H.53T] Segregation oftasks L2
[H.5ST.1] All critical processes require LD

atleast 2 people
o—ﬂ[H.ST.E] Segregation of tasks into roles L3
o—ﬂ[H.ST.S] Control ofthe effectivity of the

separation architecture L
o= ../ [6.1.3] Contact with authorities L3
o= J [6.1.4] Contact with special interest groups L3
o= ,,} [6.1.5] Information security in project L3

management
o-.,}[E.E] MOBILE DEVICES AND TELEWORKIMNG L3

view >> percent

It averages the value of safeguards and presents the average between 0% and 100%. Although
this mode forgets that safeguard mapping is not perfect, the numbers are useful for graphs.

| 9 J [6] ORGAMIZATION OF INFORMATION SECURITY T6%
| 9 J [6.1] INTERMAL ORGAMIZATION 653%
o= ,,’ Ez_;hgrlgifgirl?t’::t;nn security roles and 0%

e J [6.1.2] Segregation of duties 45%

% [H.53T] Segregation oftasks LO-L3
[H.5ST.1] All critical processes require LD

atleast 2 people
o—ﬂ[H.ST.E] Segregation of tasks into roles L3
o—ﬂ[H.ST.S] Control ofthe effectivity of the

separation architecture L
o= ../ [6.1.3] Contact with authorities 90%
o= J [6.1.4] Contact with special interest groups 90%
o= ,,} [6.1.5] Information security in project 90%
management
o-.,}[E.E] MOBILE DEVICES AND TELEWORKIMNG a0e;

view >> phase

It considers the maturity of the safeguards in the corresponding phase, compared to the
recommended value in the extra phase. Using this mode, we have a picture of how far security
if from recommended values. For example, with respect to PILAR
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| coment | AR
L3 LZL5
L3
%+ [6] ORGANIZATION OF INFORMATION SECURITY LO-LY L3-L4
¢ o [5.1] INTERMAL ORGANIZATICHN LO-L3 L3-L4
o= o [6.1.1] Infosrnation security roles and responsibilises L L3 {L3-L4)
¢ o 16.1.2] Segregation of dulies L3 (LO-L3} L4 (L3-L4)
§ “12H.5T] Segregation of tasks Lo-L3 L3.L4
o H.ET.1] All eritical processes réquire M leas 2 peaple Lo L4
o % [H,5T.2] Segregation of Lasks into roles L3 L3
O-ﬂ [H.2T.3] Condral of the effeclivity of the separation architecture L3 L3
o= J [6.1.3] Contact wilh authorities L3 L4
o= J[ﬁ 1.4] Contact with spedal interast groups L3 L4
| o ..,f 16.1.5] Informalion security in project managemant L3 L3
o ([ﬁ Z] MOBILE DEVICES AND TELEWORKIMNG L3 Ld
| current | ERIEARY
13 LZ.LS
% L3
%« [5] ORGANIZATION OF INFORMATION SECURITY a5% LI-L4
¢ o [5.1] INTERMAL ORGAMIZATION Ti% L3L4
o= o [6.1.1] Information security roles and responsibiises 0% L3 {L3-L4)
] q/[ﬁ 1.2] Segragation of dulies 6% L4 {L3-L4)
§ “12H.5T] Segregation of tasks 6% L3.L4
» H.ET 1] All critical processes require M leas! 2 people % L4
a—'ﬂ'|H ST.2] Segregation of tasks nbo roles it L3
E—'ﬂ'IH.STJI Condral of the efMectivity of the separation architecture 100 L3
o= qf [6.1.3] Confact with authorities 5% L4
- o [6.1.4] Contact with spedial interast groups a5k, L4
| o .f 16.1.5] Infermalion security in propect managemant 100% L3
o ..f[ﬁ Z] MOBILE DEVICES AND TELEWORKING Qo L4

9.3 EVL - Control options
Right-click on any control for a collection of options:

edit
Presents a domain-phase view of the maturity values. See below.
copy
the name of the control to clipboard
copy path
the control, and its ancestors, to clipboard
full text
code and name of the control to clipboard
full path

all the stapes, from root to me, into clipboard
description

a more extensive description, if available
close father

compact tree: father is closed
close brothers

compact tree: brothers are closed
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goto...

for links, @ jump to the link destination

Domain-phase view. Clicking on a control (right click > EDIT) you may have a one-control view of
maturity values covering all the domains and all the phases

™ [6.1.2] Segregation of duties — O >
domain | SOUrce | applies | comment current target | PILAR

[kase] corporate... yes L2 L5 L4 (L2-L4)

[bp=] Internet ... yes L2 L5 L4 (L2-L4)

User values are in black over white; while calculated values are in cyan.

9.4 EVL - Hooks

Links may be associated to controls by means of hook-files. These are files in the library directory
which name starts with the pattern “hooks-“. The content is formatted as JSON.

Let’s show an example:

bib_es/hooks-ccn.json

"encoding": "aéiéu",
"title" : "CCN-CERT",
"defs" : [
{ "controls" : [ [ "ens:2015", "org.1l" 1,
[ "27002:2013", "5.1.1", "6.1.1" ] 1],
"classes" : [ ],
"Tinks" :
{ "Tabel"™ : "CCN-STIC-805 - Politica de Seguridad de Ta Informacion",
"url" : "https://www.ccn-cert.cni.es/guias/guias-series-ccn-stic/800-guia-
esquema—?aciona1—de—seguridad.htm1”
{ "Tabel" : "CCN-STIC-801 - Responsabilidades y Funciones en el ENS",
"url" : "https://www.ccn-cert.cni.es/guias/guias-series-ccn-stic/800-guia-
esquema-nacional-de-seguridad.html"

]

1,
{ "controls" : [ [ "ens:2015", "org.2" 1,
[ "27002:2013", "5.1.1" ] 1,

"classes" : [ ],
"Tinks" :
{ "Tabel™ : "CCN-STIC-821 - Normas de Seguridad en el ENS",
"url" : "https://www.ccn-cert.cni.es/guias/guias-series-ccn-stic/800-guia-
esquema-nacional-de-seguridad.html"

]
b,
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9.5 EVL — Applicability
For each one of the controls (*}), each one of the questions ( &), and each one of the safeguards (

ﬁ) you may say whether it applies or not by clicking on the column APPLIES:
For instance, if we have mobile computers, but no tele-working:

| r&u:..l | control | du.l so...l ap...| m| l::urren

I:l [2700:2:2013] Code of practice for information security LO-L5 L2-L5.. L2-L5 |
controlz

Ll 2 - 0= J [5] INFORMATION SECURMY POLICIES Lo L5 L2
L] BF - e J [5] ORGANLIZATION OF INFORMATION SECURMY LO-L5.. L2-L5.. L2-L4
L] BF - o= J [6.1] INTERNAL ORGANEZATION LO-L5.. L4-L5 L2-L4
LIl & - 2 J [6.2] MOBILE DEVICES AND TELEWORKING L2 L2(L4) L3(L2..
LIl & - o= J [6.2.1] Mobile device policy L2 L2 (L4) L3(L2..
|:| o= J [6.2.2] Teleworking n.a.
L] o= J [7] HUMAN RESOURCE SECURMTY n.a.
L] BF - 0-4’ [8] ASSET MANAGEMENT L1-L2 .. L4-L5.. L2-L4
] B8N o« [91 ACCESS CONTROL LO-L4.. L3-L5 L2-L5..

The “n.a.” means that the row does not apply. The dots mean that something below in the tree does not
apply.
When you select a control row and click “n.a.”, every control under it becomes “n.a.”.

The applicability of safeguards is better stated in the specific screen for safeguards. Applicability of
controls and safeguards is not automated by PILAR. It may happen that something below does apply,
and something does not: you will have to check / uncheck manually.

Altogether, you may have any combination of controls and safeguards that apply or not. For instance

v ‘} [S1-6] Security Functionality Verification
v ﬂ [H59] Security functions verification

4% [H591] on start-up
ﬁ[HEBE] on a regular basis n.a.
ﬁ[HEBS] upon command by authorised administrator n.a.

v -ﬁ[HEBd] {or} when anomalies are discovered ...
ﬂ [H5941] notifies system administrator

ﬂ [H594 2] shuts the system down na.
412 [H5943] restarts the system n.a.

v ‘} [lA-8] ldentification and Authentication (Non- Organizational Users) n.a.
ﬂ [H133] Guest accounts are subject to strict contral n.a.
#%[E22] Access method(s)
ﬁ[EES] Control and use of unigue identifiers

9.6 EVL — Mandatory controls

Some security profiles impose the obligation to meet some controls. It is a matter of compliance, and it
may be conditional (e.g. if you have external communications, you shall ...). When these compliance
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requirements are known, PILAR colours the applicability cell, even if it were not applicable in system
under analysis.

For instance:

L J ‘} [M] Medidas de seguridad de nivel medio
3 ‘} [95] Responsable de seguridad

12% 41% 95%
10% 10% 95%

=
b o/ [96] Auditoria = 0% 21% 54%
b o [97] Gestion de soportes y documentos - 5% 47% 85%
[ ‘} [98] ldentificacidn y autenticacian - 10% a0% 95%

b« [99] Control de acceso fisico na.
b 4/ [100] Registro de incidencias M 35% | 35% | 95%
v o/ [A] Medidas de seguridad de nivel alto 49% 66% 96%
[ J[1ﬂ1]Gestian y distribucién de soportes 7% B8 % Q6%
3 ‘} [102] Copias de respaldo y recuperacion 67% 67% 96%
> ‘}[14313] Registro de accesos 20% 3T% 85%
>+ [104] Telecomunicaciones 100% 92% 98%

When a mandatory control is marked as “not applies”, the cell remains coloured, to remember that you
should justify it.

9.7 EVL - Valuation
For the controls and safeguards that apply, you may specify a valuation in each project phase.

For elements without sub elements, a simple value is presented; e.g. L3.
For elements with sub elements (expandable), a range is presented.

9 T1 [A4C.1.1] There is a policy on dccess 13 LO-L3 L2
control -

[&C.1.1.1] Security and business
requirements are taken into account

[AC.1.1.2] Types qu ACCESS ﬂl'll:.l L2 L3 L2
reazons for changing access rights
[&C.1.1.3] The grounds for changing
access rights are defined
ﬂ[AC.1.1 4] Review of the policy L3 L3 L2

Lo L2

L2 L3 L2

When the element is a control or safety measure, PILAR distinguishes between a technical assessment
and an official assessment. The technical evaluation is calculated by PILAR from the associated
safeguards and is presented within parentheses. The official evaluation is introduced by the user and is
presented outside the parentheses. Each of these ratings can be a simple value or a range. When the
official assessment and technique are the same, only the official one is presented. For example

L3 (L3) is simplified to L3

For example:
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? J|[9.1.1]Access control policy L1 (_-L3) L4 (LO-L5) L3 (L2-L3)
¢ ™14 [AC.1.1] There is a policy on access control L3 LO-L3 L2
[&C.1.1.1] Security and business

requirements are taken into account

[AC.1.1.2] Types of access and L2 L3 L2
reazons for changing access rights

Lo L2

[&C.1.1.3] The grounds for changing

access rights are defined L2 L3 L2
1 [AC.1.1.4] Review of the policy L3 L3 L2
o=, [H.5T.3] Segregation of tasks into roles L2 L& L2-L3
-3 ,/ [9.1.2] Access to networks and network L1 L5 (L4) L2

SEMVICES

PILAR offers some shortcuts to quickly evaluate a set of measures and safeguards:

e when a safeguard with sub elements is valued, the value is propagated to the sub elements
e when a measure with sub elements is valued, the value is propagated to the sub elements, in
a controlled manner
o if the sub-element is another measure, it propagates
o if the sub-element is a reference to a safeguard, it depends on the configuration
option Risk treatment
e the values of the measures can be manually "pushed down" to the sub-elements
e the values of the safeguards can be manually "pulled up" to the measures.

The simplest way to proceed is to let the PILAR itself propagate the maturity values from the controls
to the safeguards and vice versa. This automation can be selected in the Risk treatment panel.

In XOR type elements, we must indicate which option is selected within the possible ones.

On the valuation cells, you may move maturity value from one phase, security domain, or project, to
another:

copy tree

PILAR copies the maturity of the cells in the current row, and in the corresponding sub-tree, to
be pasted later

paste tree
PILAR pastes the values copied before

Note that the values can go from one phase to another phase, from one domain to another, and even
from one project to another project; but they always apply to the same sub-tree.

Please, note as well that copy-paste only works within the application. You may not copy in PILAR
and paste in another application.

9.8 EVL — Compensating controls

The purpose or security objective of a control may be achieved by different means than those stated in
PILAR. In PCI-DSS standard, there is a notion of “compensating controls”, described as

“Compensating controls may be considered for most PCI DSS requirements when an entity
cannot meet a requirement explicitly as stated, due to legitimate technical or documented
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business constraints, but has sufficiently mitigated the risk associated with the requirement
through implementation of compensating control. ”

The core concept is that the purpose is achieved by alternative means.

In PILAR, the user has the option to disconnect a control from its children. Right click on the control
for which you plan a compensating approach, and describe it:

LNy
P [example] 27002:2013 > valuation - | *
Edit Expand WView Export Import Statistics Select Graphs
[base] corporate network Information sources
rec.. control | dn.l s.n.l ap...| onl currentlii_
O [27002:2013] Code of practice for information security LO-L5 ... L3-L5 L2-Ls |~
controls P
L]] 2 - o J [5] INFORMATION SECURMY POLICIES Lo L5 L2
g - [ J[&] ORGANIZATION OF INFORMATION SECURITY LO-L5 .. L4-L5 L2-L4
L] Pl ¢ +/ 6.1 INTERNAL ORGANEZATION LO-L5.. L4-15 L2114
o= [6.1.1] Information security roles and =
s . v responsibilties LO-L5... L4-L5 | 12413
g ¢ «/ [6.1.2] {xor} Segregation of duties L3 L4 L4(L2..
|:| T o-‘f[ﬁ.1.2_base] Base n.s. n.s. [L4(L..
L s 10 & #[8.1.2 cc-1] Strict logging of activities [L3] | [L4] 13
E ; = :5 p measures.compensatory > compensating controls - O X
D 2 . o= ../ assets
O Y 4 [a.zlﬁ
D o= ‘, [F1HU [6.1.2 cc-1] Strict logging of activities
L] 7 I o +/ 3 A5 gentification
o [6.1.2 cc-1] Strict logging of activities
]+ O+ [ 1. Scope

2. Constraints

3. Objective

4. ldentified risk
b, Definition of Compensating Controls

6. Validation of Compensating Controls

7. Maintenance

The selected control is marked as “compensated” and it can be selected and evaluated independently of
its children.

Please note that the risk analysis, using PILAR safeguards still applies, to evaluate the residual risk
achieved with the actual protection system.

9.9 EVL - Additional measures

You may extend the collection of controls with additional ones. These new controls may consider
additional safeguards to be applied for risk treatment. The new controls may be narrowed to be
applicable to some asset classes and threats.
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D [example] 27002:2013 » valuation B d >
Edit Expand WView Export Import Statistics Select Graphs NATO
Information sources

rec.| |level control | do_| so_| ap_| m_m
L] [27002:2013] Code of practice for information security cont LO-LS .. L3-LS.. L2-L5 |=|
Ol 2 . 2 J[E] INFORMATION SECURITY POLICIES LO L5 L2
Ol 2 . - q/ [5.1] MAMAGEMENT DIRECTION FOR INFORMA] LO L5 L2
L] BF . ? J [6] ORGANIZATION OF INFORMATION SECURITY LOLS .. L3L5... L2143 |
L] B . e q/ [6.1] INTERMAL ORGAMIZATION LO-L5...L3-L5... L2-L3
Ol 2 . o J [6.1.1] Information security roles and respons LO{LO... L4 (L4.. L2 | |
L] BF e J [6.1.2] {xor} Segregation of duties L3 L3 L3 (LZ..
L] 4 o J [6.1.2_base] Base n.s. ns. [L3(L..
L] BF {3[5.1.2 alf] alternative means to separate du [L3] [L3] L4
0 2 R o #[[6.1.3] Contact with authorities edit (L2) LS L2
Ol 3 . o J [6.1.4] Contact with special inte| _ B{L2)| L5 L3{L2..
Ol 2 o- o [6.1.5] Information security in pf = CoPY L1 L4 L2
O o- o/ [5.2] MOBILE DEVICES AND TELE|  COPY path
O ¢« [71HUMAN RESOURCE SECURITY full text
O o o/ [7.1] PRIOR TO EMPLOYMENT full path
[ o~ q/ [7.2] DURING EMPLOYMEMT description |
L] o q/ [7.3] TERMIMATION AND CHANGE close father =

close brothers

[+ O# domains ] o 1| @ <?> @

dual role

compensating control
delete compensating control
additional re

delete additionalsheasure
push down values (n.a.)
copy (n.a.)

For the new control you may specify
code (mandatory)
a unique code to identify the new control
name
a short 1-line description
asset classes (optional)

zero or more asset classes; the new control will be applied only to risks involving an
asset of any of the enumerated classes

threats (optional)

zero or more threats; the new control will be applied only to risks involving any of the
enumerated threats

safeguards (optional)

zero or more safeguards from the catalogue (either PILAR or NIST); the new control
may pull-up, push-down, or just compare its valuation with that of the enumerated
safeguards
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description
a longer description of the control

9.10 EVL - Reference and target phases

The traffic light gives a fast indication on whether the level of maturity is enough or not.

To calculate the colour of the light, PILAR uses 2 references:
GREEN: target maturity

= click the right button at the header of the phase to use as target
RED: assessed maturity

= click on the header of the phase you want to use as assessed
Using the above information, PILAR chooses a colour:

L BF e J[E] ORGAMNIZATION OF INFORMATION SECURITY _L5{... _L5{.. L2L3
L] BF ? J[E.1]INTERNAL ORGAMIZATION _L5{. _-L5(..| L2-L3
O 2 ﬁ o J [6.1.1] Information security roles and respons LO (LO.. L4 (L4.. L2
L] BF 0-\’[5.1.2] {xor} Segregation of duties L3 L3 L3({L2.
O 2 . o- J [6.1.3] Contact with authorities L5{L2) L& L2
Ll 3 e J*|[5.1.3+1]nthercnntrnls when contacting wil (L2-L5) (L5 L3(L2.
Ll 3 . o1, [E1] Establishment of agreements to excl L2-L5 L5 L2-L3
Ol 3 . o J [6.1.4] Contact with special interest groups LS (L2} LS L3{LZ..
| 2 . o- J [6.1.5] Information security in project manage L1 L4 L2

traffic light
colour code
BLUE if the maturity at the RED phase is higher than the
maturity at the target (GREEN) phase
GREEN RED maturity is aligned with target
YELLOW the RED maturity is poor: should be enhanced
RED the RED maturity is too poor: must be enhanced
GREY if the safeguard does not apply

9.11 EVL - Valuation by phases
Top menu EDIT

find search text in tree
question jumps to next question in tree
options See Edit_options

Top menu EXPAND

controls Expands tree to show controls
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questions Expands tree to show questions

safeguards Expands tree to show safeguards

dual role Selects those safeguards that contribute to two or more controls
n.a. Expands tree to show not applicable controls

{xor} Expands tree to show alternative options, to select

perimeter See Perimeters

Top menu VIEW

maturity Show maturity levels; either simple values, or a rank when children are
of different maturity.

~maturity Show maturity levels; when children have different maturities, an
average is shown.

percent A percent, between 0% and 100%, taking safeguards as source.

PILAR A percent, relative to column PILAR.

one line For tree entries that require more than one line, show only first line.

one paragraph For tree entries that require more than one line, show full text

Top menu EXPORT

CSv The visible rows are copied to a CSV file

XML The values are copied to an XML file

database The values are copied to an external database
(if license allows database access)

SoA A report is generated with the controls that apply
(Statement of Applicability)

report The values are copied to a textual file (RTF or HTML)

report (< Lx)

A report is generated with the safeguards below a given threshold

report (< target)

A report is generated with the safeguards below target phase.See
“Safequards / Reference and target phases” below.

report (suggest)

Generates a report with suggested improvements. It compares selected
phase with extra phase and prints both maturity values. Results are
grouped by controls, and sorted.

Top menu IMPORT

from CSV Read maturity values from a CSV file

from XML Read maturity values from an XML file

from EVL from other profile (evl)

version 2021.2

155




PILAR RM

import (mgr)

import (db)

To import from another project, PILAR presents a list of possible sources and destinations. Sources are
security profiles in the project to import. Destinations are security profiles in this project. Sources and
destinations are linked by profile code, and by association files.

Top menu SELECT

clear clear selection

level 1 select controls on tree level 1
level 2 select controls on tree level 2
level 3 select controls on tree level 3
current select controls currently visible
situation

mandatory select controls that are mandatory

project phases

select phases for graph

Top menu GRAPHS

draw

Drawing with the current selection of rows and phases.

Top bands

Edit

basze] corporate network

Expand Export Import Statistics

Infermation sources

security There may be different controls for different domains.
domain Click to select the domain you want to edit.
information Click to select some sources of information.

sources

After that, PILAR will prune the tree to show only the parts of the tree
related to the selected sources.

Table columns

control | dﬂ.l sa...l ap...| Dﬂl curren

OO0 O

[2700:2:2013] Code of practice for information security

_L5{.. _-L&6{.. L2-L&5
controlz
2 - o= J [5] INFORMATION SECURITY POLICIES Lo L5 L2
¥ - o= J [5] ORGANIZATION OF INFORMATION SECURTY LO-L5... L4-L5 L2-L4
o= J [7] HUMAN RESOURCE SECURMY mn.a. n.a. n.a.
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1 | select

Selects rows for graphs.

Click on checkboxes to check / uncheck.
SHIFT-click to check a range.

Click on column header to clear current selection.

2 | recommendation

Itis a rank in the range [null .. 10], estimated by PILAR taking into account
the assets, the security dimensions, and the level of risk addressed by this
safeguard.

The cell is grey if PILAR finds no reason to recommend this row. That is,
PILAR does not know which risk this row is good for.

(0) - PILAR thinks it is an overkill (“too much”).
(u) - PILAR thinks it is an under-kill (“not enough”).

3 | traffic light

Compares valuation in reference phase (RED) with valuation in target phase
(GREEN), and shows a colour:

RED

reference phase value is far below target phase value
YELLOW

reference phase value is close below target phase value
GREEN

reference phase value is equal to target phase value
BLUE

reference phase value is higher than target phase value
See “EVL / Reference and target phases” below.

4 | controls Presents hierarchically the controls in the security profile, and the mapping
onto safeguards.
You double click to collapse / expand the tree.
You may right-click to access to tree menu.

5 | doubts Click to mark / unmark the row. The mark is typically used to remember
that there are issues waiting for an answer.
The mark “floats” to the top level to highlight the problem.

6 | sources Click to associate information sources to the row and its children.

7 | applies See EVL / Applicability

8 | comment Click to associate comments to the row.

9 Project phases.

Left-click to select reference phase (RED).
Right-click to select target phase (GREEN).

e See “EVL / Reference and target phases”
e See “EVL / Valuation
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Bottom toolbar

1 + | Spinner to control the expansion of the tree

Modifies the behaviour of spinner.

If selected, the expansion includes mapped safeguards.

If unselected, expansion stops before presenting safeguards.

domains See EVL / domain

Undo last changes.

K
u Redo last undone changes.
suggest Presents a sorted list of controls that deserve improvements.

maturity gap between current phase and target phase.

In order to sort, PILAR takes into account the relative importance if the control and the

A

Saves current project either in afile, or in database (according to its source).

9.12 EVL - Valuation by security domains

|l [example] 27002:2013 > valuation = 27002:2013 — O *
Edit Expand View Export Import Select Graphs

control 0. base bps
|:| [27002:2013] Code of practice for information security controls _-L5(LO-.. _-L5(L0O-..
|:| - J [5] INFORMATION SECURITY POLICIES LD Lo
|:| - J [5] ORGANLIZATION OF INFORMATION SECURMTY LO-L5 (LO... LO-L5 {L0D...
|:| - J [f] HUMAN RESOURCE SECURMTY n.a. n.d.
|:| - J [8] ASSET MANAGEMENT L1-L2 (LO... L1-L2 {L0D...
|:| - J [5] ACCESS CONTROL LO-L4 (LO.. LO-L4 (L0..
|:| - J [10] CRY FTOGRAPHY L2-L3 L2
|:| o J [11] PHYSICAL AND ENVIRONMENTAL SECURITY Lo-L2 (LO.. LO-L2
|:| o J [12] OPERATIONS SECURMY L5 (LO-.. |_-L5 (LO-..
|:| o J [13] COMMUNICATIONS SECURITY Lo-Ls  _-L5(LO-..
|:| o J [14] S¥STEM ACQUISITION, DEVELOPMENT AND MAINTENANCE LO-L3 LO-L3
|:| o J [15] SUPPLIER RELATIONSHIPS L2-L5 L2-L5
|:| o J [16] INFORMATION SECURITY INCIDENT MANAGEMENT LO-L5 LO-L5
|:| o J [17] INFORMATION SECURITY ASPECTS OF BUSINESS CONTINUIMY MANAGEMENT LO-L1 (LO... LO-L1 (LO...
|:| o J [18] COMPLIANCE Lo-Ls L5 (LO-.
L1 @

9.13 Groups of security domains
Valuation by security domains is good for details but prevents a global view of the system.

For a global view, go to groupings:
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¢ E. Security profies
¢ [27002:2013] Code of practice for information security controls
wvaluation
groupings

Groupings screen is quite like screens for rating, but it is view-only:

| [example] 27002:2013 > groupings — O >
Edit Expand View Export Import Select Graphs

control

|:| C[ED?I'_IE;E;;‘ZI]H] Code of practice for information security LO-L5 1315 ... L2-L5 =
[] 2 B = +/ 5] NFORMATION SECURITY POLICES Lo L5 L2
L1 B o +/ (5] ORGANIZATION OF INFORMATION SECURITY LO-L5 .. L4-L6  L2-L4
| o~ o [7] HUMAN RESOURCE SECURITY n.a. na. na | na
L] 0% B o+ (3] ASSET MANAGEMENT L1-L2 ... L4-L5... L2-L4
L] B8N | = /9] ACCESS CONTROL LO-L4.. L3-L5  L2-L5
L] RSN = +/ [10] CRYFTOGRAPHY L2-L3 L4 (L3.. L2-L6 |—
[] 06 B o 4/ [11] PHYSICAL AND ENVIRONMENTAL SECURITY L0-L2.. L3-L6 L3-L4..
] BB o o/ [12] OPERATIONS SECURTY LO-L5 | L3-L6 | L2-L5
L] BN o +/ [13] COMMUNICATIONS SECURITY LO-L5 L4-L5.. L3L5..
o- o/ [14] SYSTEM ACQUISITION, DEVELOPMENT AND
LO-L3 L4-L5.. L2-L4

n . MAINTENANCE
[] 06 [ o +/ [15] SUPPLIER RELATIONSHIPS L2-L5 | L4-L5 | L2-14

4 o~ o [16] INFORMATION SECURITY INCIDENT Loas | L3as L3z
n l MANAGEMENT (
1. & | = 71 NFORMATION SECURITY ASPECTS OF lodq s ans |*

3. [ H ©®

On the top blue band, you may edit and select groupings. By default, there is always a group made up
of every security domain:

|, [example] 27002:2013 > groupings > security domains x
| 4 | & | delete
| name | base | internet
¥

©PO

On that group, little can be done.
The real interest is on your own groupings when you have many domains:
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S:BT ?;ﬂr;z;fad corporativa § Q [example] 27002:2013 = groupings = security domains *
ﬁ [financial] {} D 4 | & | delete
ﬁ [engineers] {;
ﬁ [teleworkers] {} | name | baze | financial | engineers|telewurke..l internet
#r linternet] conexidn a internet {} LI r L] L] Ll
perimeter, [ | L] ]

© @

Now, users may select their groupings:

| [example] 27002:2012 > groupings — O *

Edit Expand Export Import Select Graphs

perimeter (teleworkers, internet)

control
I:l [27002:2013] Code of practice for information security 15 s L2LE -
controlz
1] 2 - o= J [5] MFORMATION SECURMTY POLICIES _-LO _-L& L2

In the columns for maturity, doubts, etc., you may click to get a summary of the value on each domain.
For instance:

o o/ [7]HUMAN RESOURCE SECURITY 11 15 na
o o [B] ASSET MANAGEM e t . 15 | 15 L2103
. - |

o- ff [3] ACCESS CONTRO)| S I 15 | 15 | L21s
o- ﬂ’ [10] CRYPTOGHAPHY security domain maturity | A3 | _-L&

o o [11] PHYSICAL ANDE T Fr 15 | _15 | L2L4
o o [12] OPERATIONS SE 15 | 5 | L2-L5
o J [13] coMMuNIcAaTIoN [internet] conexion a internet na. | 5 15 | L7215
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