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D CAR file

® Configuration for the Analysis of Risk

® A text file you may edit to customize tool behavior

Mj CI5_en.car - Notepad
File Edit Format Wiew Help %

# Pilar configuration
tool= pilar
version= 2821.1

# localisation

locale= en_GB

# see http://java.sun.com/javase/6/docs/technotes/guides/intl/locale.doc.html
Ccsv.separator= ,

# home is the directory of this file

# licensee icon
licensee icon=

# splash screen
splash=

# examples, relative to "home"
examples= exs

configuration
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# libraries, relative to "home"

customizatio| library= bib_en
info= info_en




marking

® document classification

CIS_en.car
marking= marking_en.xm]l

customization



INfo

® information items
m administrative data for projects
m administrative data for assets
m standard layers
L

standard information sources

CIS_en.car

info= info_en

customization

Personnel </




criteria

® valuation criteria
W criteria - qualitative levels

W it is very convenient to have a short list aligned with organization

CIS_en.car

criteria= criteria_en.xml
extensions= ext_criteria_pi_en.xml

-

<?xml wersion="1.0" encoding="UTF-8&
<ccriteria lang="en"=

<criterions

[p1] Personal Information:

<crite 3
[classic] Classic

<criterion wval 5"
[6.p11l] is Tikely to cause significant distress to a gro
</criterion=

<criterion value="6">
[6.pi2] i5 Tikely to cause a significant breach of a Teg
</criterion=

<criterion value="5"=

customization :5..|:|jl: 1: Tikely to cause significant distress to an 1in

</criterion=




new asset classes

® valuation criteria
W criteria - qualitative levels

W it is very convenient to have a short list aligned with organization

CIS_en.car

extensions= ext_domain-classes_en.xml
extensions= ext_classes_pi_en.xml
extensions= ext_c1asses_ics_en.§mlm

CXm WiE (]
<library-extensions

<classes under="eszsential.info.per”s
mal"”=normal personal data

on data (name and surname, id, postal addre:

.4"=professional data

customization «class code=".5">bank data



new threats

® new threats

CIS_en.car
extensions= ext_threats_en.xml

customization



D tsv

® threat standard values
M assigns threats to asset classes

m provides default values for likelihood and degradation

CIS_en.car

tsv= tsv_2018-07-05.x1sx
tsv= ext_tsv_pi.xml

jose manas M

File Home Insert Draw Page Layout Formulas Data Review I}ew Help 1 Share i1 Comments
Bl 7 fe || family v
A B © D E F G H J K|~
12| D.conf A6 0 =
1 |app family threat likely step D=en:A D=en:l D=en:C D=en:Auth D=en:Acc D=e| ~
2 |no availability integrity confidentiality authenticity = accountability val
3 D E.15 1 1%
4 D E.18 1 1d 1%
5 D E.19 1 10%
6 D A5 10 10% 50% 100%
7 D A.B 10 1d 1% 10% 50%
8 D Al 100 10% 50%
9 D.conf E.15 ]
10 D.conf E.19 ]
1 D.conf E4 1 1%
12 D.conf A6 ]
13 D.conf All ]
14 D.conf A4 10 1d 10% 10% 10%
15 D.log E.19 0
. ; 16 D.log E.3 1 1%
customization 17|  D.log A3 100 50% -
Hojal )] ] 3
i} o = 1 + 100




tsv

® threat standard values
M assigns threats to asset classes

m provides default values for likelihood and degradation

CIS_en.car

tsv= tsv_2018-07-05.x1sx
tsv= ext_tsv_pi.xml

|c?xm1 versiop="1.0" encoding="utf-8

<threat-standard-values=

customization cthreat Z
<threat Z




attackers (tsv)

® attackers initiating attacks at zones (logical, physical, ...)

CIS_en.car

attacker= [EXT_L] External attackers (cyber)
tsVIEXT_L= tsv_log.xml, tsv_2018-07-05.x1sx

attacker= [EXT_P] External attackers (physical)
tSVIEXT_P= tsv_pps.xml, tsv_2018-07-05.x1sx

customization 10



Information sources

® |abels for assets, zones, safeguards, evl, ...,
security domains, project phases, ...,
reports

T S

IO *| &+ D

[info_owner] Information owner: Mary Steward
[service_owner] Service owner: John McKey
[web_services] Web services owner: Christopher Paulus
[phys_sec] physical security

[TBR] to be removed

[TBD] to be determined (to be done)

® for selecting, filtering, marking, and protecting

customization 11



sources: assets

D [example] A.1. Assets > A.1.1. identification » asset - O X
code = [ASSET CLASSES
|INFD | 7 [=] [essential] Essential assets

9 [info] information
name [adm] public administration data
[Current files ¢ [=] [per] personal data

¢ [=] [regular] regular personal data

Information sources [1] economic
info_owner [5] location

1 [ppd] processing of personal data
domain

[base] corporate network |

data
description
state of open files
content | &
tempararily stores financial data of citizens
owner u
file processing chief -
4| Il | [ »]

description| GDPR @ @ ®

customization 12



D sources: assets

® select (filter) by source

P rovarmmmle]l & 1 Accetc

[example] A1, Assets = A.1.1. identification

Layers Assets Domains Statistics
ASSETS -
9 — [B] Essential assets: information and services

[INFO] Current files

[5_in_person] In person processing

S [5_remote] Remote processing
9 — [15] Internal services
A [https] S5L access Information sources
A [email] electronic m
A [archive] Central arq | INFORMATION SOURCES

o~ [ [technical] Technical [info_owner] Information owner: Mary Steward
9 . [E] Equipment [ ] [service_owner] Selyice owner: John McKey
o- ] [SW] Applications [ | [web_services] Web services owner: Christopher Paulus
o= (] [HW] Hardware [ | [phys_sec] physical security
o= (O] [COM] Communicatig [| [TBR] to be removed
[C1 [AUX] Other element [ ] [TBD] to be determined (to be done)

9 = [55] Subcontracted ser

A [ADSL] Internet coni
9 — [L] Facilities
[offices] Working roj f

= —IE+ domain W

customization 13



D sources: safeguards & controls

® filter by information sources

D [example] 5. Safeguards > 5.2. valuation (phases) = O >

Edit Expand WView Export Import Statistics MNATO l}
[rase] corporate network phys_sec, TBD

as.|top|re..| |leve safeguard |do_lsu_|ap_|cu_|cu

L SAFEGUARDS LO...L3-.. L2..
L] M PR 5 . ¢ . [M] Protection of Media L2 L4 |L2..
[l|m PR & o—ﬂ[M.E] Media management L2 L4 |L2..
[]|PHY EL 3 . *ﬂ[h‘la] Connection of removable devices is under control TBD L2 | L4 |L2..
[1 m PR 5 B | oAU Auxiliary Means ph... LO...L3-... L2..
[ ] 'PHY PR 4 . o= [L] Protection of the installations ph... .. LD...L3-... L2...

= J+ SOUrces operation | suggest - find || >> H @ @ ®

customization 14



D sources: reports

® filter by sources

Report data *
ﬂ Classification |[RESTRICTED -
Date |09-Feb-2021 |
Assets select
Report data Sort ® bylayer ' by domain
Information sources phys_sec
"3 Classification |[RESTRICTED
Date |DQ-Feb-2[JE1 Security domains select
Assets select Format {_) RTF (& HTML
Sort ® bylayer (. by ok cancel
Information sources select
Security domains select
Format {_) RTF (& HTML
ok cancel

customization 15



D sources with a password

® password = write protected
m for shared access

m for self-protection

D [example] D Project = D.2. Infoermation sources

EdENTE AR 2K ANAS

[info_owner] Information owner: Mary Steward
D [example] D. Project = D.2. Information sources I}b [service_owner] Service owner: John McKey
[web_services] Web services owner: Christopher Paulus

EIO|4 )% x| D [phys_sec] physical security
: . 5 [TBR] to be removed
[info_owner] Information owner: Mary Steward [TBD] to be determined (to be done)

[service_owner] Service owner: John McKey
[web_services] Web services owner: Christopher Paulu
[phys_sec] physical security

[TBR] to b * - -
[TBD] to K S3ve [phys_sec] physical security

nD

PASSWOID:  |ssseses

confirm: |mm-|

[ | no password

OK cancel

customization 16



security profiles (evl)

® official collections of security measures

CIS_en.car

profile= 27002_2013_2016-06-16_en.evl

# profile= 27002_2005_2014-04-01_en.evl

# profile= sp800-53_rev3_2012-07-16_en.evl
profile:en.PD= GDPR-2016_2020-10-15_en.evl
profile:en.PD= 29151_A_2017_2017-08-30_en.evl

customization 17



ignore

® to hide
security dimensions
asset classes

L
L
m threats
L

security measures

CIS _en.car
ignore= ignored.xml

customization

]

<?uml version="1.(
<ignored-familiess
caccept F="essential.info.

</1gnored-families>

<jgnored-contr

nore C= C

<accept D= en:
<caccept [
<accept D
caccept [
<accept [
<caccept [
<accept D=

</ignored-dimensions:s

<ignored-threats=
«xignore F=

<accept £
caccept Z
<accept Z




reports

® report templates

CIS _en.car
reports= reports.xml

SO/IEC 27000 (2013)

customization </reportss



D reports

1. reports.xml = user interface

2. user selects a template and an output file

project.mgr

template.rtf —[ PILAR ]—> output.rtf
f

patterns.xml

https://www.pilar-tools.com/doc/ReportTemplates 74 en e.pdf

customization 20


https://www.pilar-tools.com/doc/ReportTemplates_74_en_e.pdf

hooks

® |inks safeguards and controls to external URL
® no reference in CAR file: just drop on library

$ 1s -1 bib_en/hooks-*
bib_en/hooks-kaspersky.json
bib_en/hooks-sp800-53. json

"encoding™ @ Masioon”,
"title” : "SP BOO-53 rewv.5"™,
"defs™ :

"sm" :
"Tinks™ :

"label™ : “ACCESS CONTROL™,
"url™ : “https:

"sm"
"Tinks™ :

"label™ : "Policy and procedures™,
"url™ : "https://nvd.nist.gov/800-53/Revd/control /aC-1"

customization



>

hooks

® |inks safeguards and controls to external URL
® no reference in CAR file: just drop on library

$ 1s -1 bib_en/hooks-*
bib_en/hooks-kaspersky.json
bib_en/hooks-sp800-53.json

_mformannn

safeguard

| d| S.

=== [PP5] Physical Perimeter Protection

o S [TEMPEST] Emanation protection (TEMPEST) [PE-19]
7 2 [ACb] ACCESS CONTROL [AC, ACb]

L =“}AC-11Policv and Procedures
L o/ [AC{ edit
L o 4 [AC| Ba copy
M @ o"Ac| copypath nt
M = PJACH full text
M o MAAC. full path
L ~MIAC close father ts
L - MIAC close brothers
o A A C = Y o ACCEE,SS CONTROL
additional information | & Poli€y and procedures

T
?
HD

customization M >, JAC-11] Device Lock

[AC IUJ UTTCUTT LTI - O JTOTT UT T



D any question?

[support@pilar-tools.com ]

car files 23



