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CAR file

⚫ Configuration for the Analysis of Risk

⚫ A text file you may edit to customize tool behavior
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configuration

files



marking

⚫ document classification
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marking= marking_en.xml

CIS_en.car



info

⚫ information items

◼ administrative data for projects

◼ administrative data for assets

◼ standard layers

◼ standard information sources
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info= info_en

CIS_en.car



criteria

⚫ valuation criteria

◼ criteria → qualitative levels

◼ it is very convenient to have a short list aligned with organization 

customization 5

criteria= criteria_en.xml
extensions= ext_criteria_pi_en.xml

CIS_en.car



new asset classes

⚫ valuation criteria

◼ criteria → qualitative levels

◼ it is very convenient to have a short list aligned with organization 
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extensions= ext_domain-classes_en.xml
extensions= ext_classes_pi_en.xml
extensions= ext_classes_ics_en.xml

CIS_en.car



new threats

⚫ new threats
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extensions= ext_threats_en.xml

CIS_en.car



tsv

⚫ threat standard values

◼ assigns threats to asset classes

◼ provides default values for likelihood and degradation
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tsv= tsv_2018-07-05.xlsx
tsv= ext_tsv_pi.xml

CIS_en.car



tsv

⚫ threat standard values

◼ assigns threats to asset classes

◼ provides default values for likelihood and degradation
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tsv= tsv_2018-07-05.xlsx
tsv= ext_tsv_pi.xml

CIS_en.car



attackers (tsv)

⚫ attackers initiating attacks at zones (logical, physical, ...)
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attacker= [EXT_L] External attackers (cyber)
tsv:EXT_L= tsv_log.xml, tsv_2018-07-05.xlsx

attacker= [EXT_P] External attackers (physical)
tsv:EXT_P= tsv_pps.xml, tsv_2018-07-05.xlsx

CIS_en.car



information sources

⚫ labels for assets, zones, safeguards, evl, ..., 

security domains, project phases, ...,

reports

⚫ for selecting, filtering, marking, and protecting
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sources: assets
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sources: assets

⚫ select (filter) by source
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sources: safeguards & controls

⚫ filter by information sources
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sources: reports

⚫ filter by sources
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sources with a password

⚫ password → write protected

◼ for shared access

◼ for self-protection
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security profiles (evl)

⚫ official collections of security measures
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profile= 27002_2013_2016-06-16_en.evl
# profile= 27002_2005_2014-04-01_en.evl
# profile= sp800-53_rev3_2012-07-16_en.evl
profile:en.PD= GDPR-2016_2020-10-15_en.evl
profile:en.PD= 29151_A_2017_2017-08-30_en.evl

CIS_en.car



ignore

⚫ to hide

◼ security dimensions

◼ asset classes

◼ threats

◼ security measures
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ignore= ignored.xml

CIS_en.car



reports

⚫ report templates
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reports= reports.xml

CIS_en.car



reports

1. reports.xml → user interface

2. user selects a template and an output file
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template.rtf

patterns.xml

output.rtf

project.mgr

PILAR

https://www.pilar-tools.com/doc/ReportTemplates_74_en_e.pdf

https://www.pilar-tools.com/doc/ReportTemplates_74_en_e.pdf


hooks

⚫ links safeguards and controls to external URL

⚫ no reference in CAR file: just drop on library
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$ ls -1 bib_en/hooks-*
bib_en/hooks-kaspersky.json
bib_en/hooks-sp800-53.json



hooks

⚫ links safeguards and controls to external URL

⚫ no reference in CAR file: just drop on library
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$ ls -1 bib_en/hooks-*
bib_en/hooks-kaspersky.json
bib_en/hooks-sp800-53.json



any question?
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support@pilar-tools.com


