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keys directory

® a directory In file system, chosen on start

e -
Home Share Wiew
A s This PC » Documents » MyKeys v | D
home_red e Mame a Date modified
tmpp MyKeys 05-Feb-20 10:23
jmana L MyPGP.exe 05-Feb-20 07:52
&# Dropbox
# OneDrive
3 This PC
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AN Ohicrte

2 items 1 itemn selected

|Date created: 05-Feb-20 10:23
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Type

File folder

Application
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[rh] keys directory

® keys are in files

m * pub.asc public part

[ *_sec.asc secret part
ﬂ MyPGP (20.12.2020) = O ot
keys lists clipboard files language I},
i keys
7 =3 secret keys {decrypt | sign)

7 [ 1=y sample

o |:|.. Publius Cornelius Scipio Africanus <publius@roma.imperium? (password: password)

o= ] lists
¢ ‘=3 public keys {encrypt | verify signature)

9 [ ]=y author

o |:|®Q, Jose A. Manas <jmanas{@dit.upm.es>

o= IZI% José A. Mafias <jmanas@pilar-tools.com> {2020)

o IZI% José A. Mafias <jmanas@pilar-tools.com> {2021)
7 [y sample

o IZI\ Publius Cornelius Scipio Africanus <publius@roma.imperium: (password: password)

| | ﬂ ﬂ encrypt & sign decrypt & verify

MyPGP 3



® keys are in files
m * pub.asc

W * sec.asc

public part

secret part

EX C\Windows\System32\cmd.exe

MyPGP

" MyPGP.exe

d tabase.mypgp

author
jm
jm

es.u

sample

publiu a.imperium_se
publiu a.imperium_pu

MyPGP

keys directory




A new key /1

E MyPGP (20.12.2020) — O >
keys | lists clipboard files language
alias ¥s (decrypt | sign)
mple
copy Publius Cornelius Scipio Africanus <publius@roma.imperium: (password: password)
export
refresh /s (encrypt | verify signature)
hor
files & keys | j55e A. Manas <jimanas@dit.upm.es>
split key ring Jos? A. Ma new key ot
T [ José A.Ma
7 []1'=y sample =
o [| %, Publius Co E i name (*) |John Doe |

comment | |

email (*) |john.doe@there.com |

algorithms
0 [v] sign [v] encrypt
IRSA: 3072 bits | vlmcsaozn | |
| RSA k| 1024 bits
expire | DSA  »| 2048 bits |
b
PassSWOrd (*) |eeesesas ECDSA 3']'72“3 S |
4096 bits |
confirm {*} |cecesses |
OK Cancel
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new key /2

= MyPGP (20.12.2020) —

keys lists clipboard files language
i keys
— secret keys {decrypt | sign)
.\ John Key <john.key@there.com>
—y sample
\ Publius Cornelius Scipio Africanus <publins@roma.imperium:> (password: password)
] lists

i public keys (encrypt| BN C\Windows\System32\cmd.exe
@, .John Key <jo

— author -
G, Jose A. NSNS

) José A. M

€, José A. MGEE
—y sample —MyPGP

@, Publius Cd " MyPGP.exe

dat:

Jjohn. there.com_sec.:

author
jmanas_pilar-tools.com_ 26
jmanas_pilar-tools.
es.upm.dit. jmanas. 3

sample

publius_roma.imperium_pub.:
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new key /3

MyPGP

ﬁ MyPGP (20.12.2020) —
keys lists clipboard files language

] keys

o 3 secret keys {decrypt | sign)
o [ % John Key <john.key@there.com>
o [ ]y sample

o IZIK Publius Cornelius Scipio Africanus <publius@roma.imperium:= (password: password)

o= ] lists
7 3 public keys (encrypt | verify signature)

john.key_there.com_pub.asc

o [ ]=y author

o= IZI@% Jose A, Manas <jmanas@dit.upm.es=>
o Deﬁ José A. Mafias <jmanas@pilar-tools.com= {2020)

4]

| | ﬂ ﬂ encrypt & sign | | decrypt & verify




A handling

® PUB partis public; you may distribute freely

m web site

B email attachment

m ... make backup copies
® SEC part shall be kept private

W it is password protected, but keep it in a safe place
® if youlose SEC ...

m you will not be able to decrypt

m you will not be able to sign
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